ViPNet CSP 4.2

PYyKOBOACTBO MOAb30BaTENA

! LT

infotecs



1991-2015 OAO «MHpoTeKC», Mocksa, Poccusa
OPKE.00106-03 34 01

37107 AOKYMEHT BXOAWT B KOMMJIEKT NOCTaBKKM NPOrpaMmMHOro o6ecnequMﬂ, M Ha Hero pacnpocTpaHArTCA BCe yCN0BUA
JINLUEH3NOHHOrO cornatlleHusa.

Hwu ogHa 13 YacTel 3TOro fokyMeHTa He MOXET ObITb BOCNpPOM3BeseHa, onybnkoBaHa, COXpaHeHa B 3N1eKTPOHHOM 6a3e AaHHbIX
AN nepegaHa B 1060 popme nav NHobbIMU CPeACTBAMU, TaKUMM Kak 3NeKTPOHHbIE, MeXaHyeckue, 3anvcbiBatoLLe an nHade,
ans nrobon Lenv 6e3 npeaBapuTeNbHOrO NMcbMeHHoro paspetleHuns OAO «MHoTeKC».

ViPNet” sBnseTca 3aperMcTpupoBaHHbIM TOBapHbLIM 3HakoM OAO «MHpoTeKCo.,

Bce Ha3BaHWs KOMMaHW 1 NPOAYKTOB, KOTOPbIE ABNAIKOTCA TOBAPHbIMW 3HakKaMu NN 3aperncTpupoBaHHbIMU TOBapHbIMU 3HaKaMW,
nprHaanexat CoOOTBeTCTBYHOLWWMM BaajAebLaM.

OAO «MHpoTeKC»

127287, r. Mocksa, Ctapbiii MeTpoBcko-PasymoBckuii np., gom 1/23, ctpoeHue 1
Ten: (495) 737-61-96 (hotline), 737-61-92, dakc 737-72-78

Cant komnaHumn «MHpoTeKC»: http://www.infotecs.ru

DNeKTPOHHbIN aapec cnyx6bbl noaaepsku: hotline@infotecs.ru


http://www.infotecs.ru/

CoaepxaHue

BBeaeHue 9
O LOKYMEHTE c..eeeereereereese et e cesesee e e s sssess e e s e ee et e e e 18 e e e et et 10

JNA KOTO MPEAHAZHAUEH JOKYMEHT ..ceurieririueereeaeesseteiseessessesssessessssssessssssssessesssssssssssesssessssnesssssssncens 10

COMNALLEHUA OKYMEHTA w.couuvurererecrerecrensssnesssserssessseessseesssessesesssnessssessssesssnesssesssssssssssessanesssnesssnessssesisecns 10

O TTPOTPAMME ..ottt e eese e eass s st s e e e e e e e bbb st 11
CUCTEMHDBIE TPEOOBAHUS c...eerverrirresreseessssestsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssesssesssssssssssssssnes 11

KOMITEKT MOCTABKM ...ceccvrerieeereererseaneasessseaesesssetessesssese s ssse e ssss e esse e st et sse s bsessnessessnsncs 12

HOBbBIE BOSMOMHOCTU BEPCUM 4.2.2 ..ottt ease s s e e bssas 13
OBPATHAN CBABD .evvrvvrnrersnresesssessssessssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssassssasssessssssssssssssssssnssssssssnssssnesssessssssssness 15

lnaBa 1. icnonb3oBaHWe KPUNTONPOBaNAEPOB B CUCTEMAX 3ALUNTBI JAHHBIX c.ce.vucureecurecmecaecnecseescnnes 16
Ha3HaUEHME KPUMTOMPOBAMAEPA. .....uurvrresrrrsesssssrsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnes 17
DNEKTPOHHAA MOAMUICD counivererirerisecrisecrenessnessnessssessssesissesiseesiseesesesesessssesssessssesissessssesisessiseesssesssnssssnsessnesisssisecns 18
KOHTEMHEPD KITHOUEM ceueeeieerierieriaeisssisesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssssssssssssessanes 19
LndpoBaHNE N MOAMNCAHNE JOKYMEHTOB ....coueureerevrreeereaserssessessesssessesseessessesssessesessssssesesssessssesssssssssessncs 22
AyTEHTUYHOCTb N KOHAUAEHLMANBHOCTD COEANHEHMNM TLS/SSL ..ot 24
MpakTnyeckoe MPUMEHEHNE VIPNEL TSPttt sttt sttt sssssesssssssesssees 25

TnaBa 2. YCTAHOBKA M 3AMYCK MPOTPAMMDI ......ucreueurueeereasaccesensaccesessscscsessssscsessssscntesssssestssssasstsessassesessssnens 26
YCTAHOBKA MPOTPAMMDBI c.ceecereeeeiaeireereeseeseeseaeeaeasseseessessasessessesssas s sessessesstssesssasss s sssssesssssesssssesssssssssesssseassnssasens 27
OBHOBNEHNE MPOTPAMMBDBI «.covvrrvervesresesesesessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssssssssssssssssssans 29
[JlobaBneHve, yaaneHne N BOCCTAHOBIEHNE KOMMOHEHTOB MPOTPAMMBDI .......cvwemeeeemmeeresmecessesesseeees 30
CoBMecTMMOCTb ¢ nporpaMMHbiM obecrniedeHremM KpUATOTTPO CSP..... i 32
YcTaHOBKa € MCMONb30BAHMEM KOMAHAHOM CTPOKM wooouncverniceemmeeesseessssesssesssssesessssesssssesssesssssessssnesessnees 34

BAMYCK MPOTPAMMBDBI .couevrererrerereserasesssesssesssesssesssesssesssesssesssesssesssesssesssessse s s ssse s s o sesesssesssesssessnesssessnesasessesans 35

lnaBa 3. Peructpauusa ViPNet CSP 36
Mpexae yem perncTPUPOBATDE VIPNEL CSP ...ttt sttt stsess st sesssssssssssesssessanes 37

3aueM HY>KHO PerncTPUPOBATD VIPNEL CSP ...ttt essesesssseees 37

HAUQIO PEIMCTPALMM ..ottt ettt s s et sttt 37

TONYUEHNE KOAA PETUCTPALINM «covereereereereireisetseetesasessessesssesssesssessessesssesssesssesssessessesssesssesssesssesssesssesssens 39
[MonyyeHne KoAa PErnCTPALNMN UEPES VIHTEPHET ..ottt sesssetsesessseesesesasessesesans 39

MonyyeHne Koaa PerncTpaLy No 3NEKTPOHHOM MOUTE ... . wereereeeeeseessseessseessessssesssesssesens 42

[MonyyeHne KoAa PErnCTPALNMN MO TEAEDOHY .....oveiurereeeemeereireiseeeseisesssesseisesssessesesssssssssesssessesesanes 43

PErNCTRALMA UEPES DM ..c.eeerieeeeieeee et sessses e st s s s s s s sss s s s sasssans 44



FnaBa 4.

naBa 5.

naBa 6.

FnaBa 7.

PermCTRALIMA VIPNET TSP ...t sisessseesssee e e ssssessssessssssssse s s seses s ssses s sasessasesssnenses
CoxpaHeHMEe PErNCTPALMOHHDBIX BAHHBIX w......urvwemerrrernermesmerrsssesssasecsssssessssmssssnsssssessssssesssssssssnessssnesees
Ecnn koH@Urypaumsa Balero KOMMbIOTEPA UBMEHUIIACD .......vevemnereseriserisecrisecseneesensessnesssnesens

ABTOMaTMUeCKas PerncTpaums B NPOLECCE YCTAHOBKM MPOTPAMMDBI ......rewerreeereeeeseeesseeessesessesees

MonyueHne ceptTudunkata u 3aKpbITOro Kjaroua

MopsfoK MNONyYEHNUsS 1 BBOAA B AENCTBME 3aKPLITOTO KHOUA Y CEPTUDUKATA coooumreernreerereesereeens
CosgaHue 3anpoca Ha cepTUdUKaT U GOPMUPOBAHNE 3AKPBITOTO KITHOUA cvereevereerermicresnecersncereneee

Vicnonb3oBaHwe kitouen NOAMUCU NMONBb30BATENIA CETEBONO Y3/1a.....coiiiiiiiieieeeecieee e,

YcTaHOBKa KOHTEIAHEpOB KJitouen u cepTudmrkaTos

Crnocobbl YCTaHOBKM 3aKPLITOTO KTHOUA U CEPTUDUKATA ..cvverreerrerreeeseeesessssesssessssssssssssssssssssssessssssssness
YCTaHOBKA KOHTEMHEPA KINHOUEM MB TIAMKM .ooverrrereerereesesessssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssssssssans
YcTaHOBKa KOHTEMHEPa KNHOUEN C BHELLUHETO YCTPOMCTBA c.cuuurveemeerermersmmcessscessssessssessssessssessssnssssnaes
YCTaHOBKa CEPTUDMKATA B KOHTEMHEP KITHOUEM ..cuueerneericeerceesecesneeeseesssesssesssessesessssesssssssssssssssssssssssssssssees
YctaHoBKa cepTudumkata B CMCTEMHOE XPAHUAMLLE WINAOWS .....cvvemcviceimceiieeerieeeriecsisecessesesenaee

YcraHoBKa cepTndurkata, He 40H6aBNEHHOTO B KOHTENHED KITHOUEM ....eerceerceeneeereeereeeneeeeees

YcTaHOBKa CEPTUPUKATA U3 KOHTEAMHEPA KITHOUEH w.covvernreerreeseeseeessesssssssssssssssssssssssssssssssssessssesssnens
YcTaHOBKa cepTudukaTa nsgatens u Cnmcka aHHYAMPOBAHHBIX CEPTUDUKATOB .....oureerrreernereeennn.

YcraHoBKa Y O6HOBAEHNE CRL UEPES VIHTEPHET .....corverrieeteeeiseissesssissssssssssssssssssssssssssssssssssnens

Onepaumun c KoHTeliHepamMu Katouen
MPOCMOTP 1 HACTPOMKA CBOMCTB KOHTEMHEPA KITHOUEH ....coverreenrisnerisnesesssssssssssssssssssssssssssssssssssssssnssess
CMEHa NaAPOA K KOHTEMHEPY KITHOUEM ...ouneerneerreereesseeeseeeseesseesseesssessssessssssssssssssssssssssesssessssessanees
YANEHNE COXPAHEHHOTO MAPOII covveverncrermerimsesssssessssessseessssesssssesesssssesssssssssessssssssssssssssmsssssnessssnesees
MMPOBEPKA KOHTEMHEPA KITHOUB ....ouvervrerrerreseseesesssssssssssssssssssssssssssssssssssssssssssnsssssssnsssssssssssnsssnsssssans
Hactpoiika npaB A0CTYMa K KOHTENHEPY KITHOUE ......urverrveneresnesisssssssssssssssssssssssssssssssssssssssssssnssens
Co3paHure pe3epBHON KOMUM KOHTEMHEPA KITHOUE ........urrerrerresssssssssssssssssssssssssssssssssssssssssssnsssssans
MepeHoc cepTUPMKATOB M 3aKPbITBIX KIHOUEN MEXKAY KOMMBIOTEPAMM ..ccoommevemmcrermcresscessssesssesesens
JKCnopT cepTUdUKaTa U 3aKPBITOTO KITHOUE B PAMI ....ceuneerreereeeeeeeeeeseeessecesseeessessssessssesssessssessenas
VIMRopT cepTrdmKaTta 1 3aKPbITOTO KNHOUA U3 DAMNMA...cc..verereeeriesisnsseessessssssssssssssssssssssnssens

YAANEHNE KOHTEMHEPA KITHOUEM ...ooververrerseseseesessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssssssssssnsssnsssnsssnssans

Pa6oTta c BHELWWHMMU yCcTpoiicTBaMU
JocTyn K KOHTeNHEPaM KAHOUEN HA BHELLUHEM YCTPOMCTBE .....vuueerrerrerneesnsesesssssssssssssssssssssssssssssssnes
HacTporika crncka OnpPaLNBAEMBIX YCTPOMCTB c.uuucuermeeemneeesseessseesssseesssseessssesssssssesssssessssessssasssssasssssesessns
VHVILNANNBALMA YCTPOMCTBA «ceverreeremmeeeessaeseesssseseesssssesesssssesessssssesssssssessssssssssssssssessssssssesssssnesessssnssssssnsescsssons

CMEHA TTUTHKOLA ..ottt bbb bbb bbb et b et n et s et nas

Mcnonb3oBaHune AaTynKa cnyuaVlelx UUCETT et

50
51
52
57

59
60
61
64
65
67
67
70
73
75

76
77
78
79
79
80
82
83
83
85
87



lnaBa 8. Pernctpauma cobbiTnin kpuntonposangepa 97

HacTpowka pernctpanmm CoOBbITUN KPUNTOMPOBAMAEPA c.uuverrrerrerrerneesnressrssssssnssssssssssssssssssssssssssssssssssnes 98
MpOCMOTP COBLITUIA KPMMNTOMPOBANAEPA B CUCTEMHOM SKYPHAT....ooveeenrerneeesneeeseesssesssnssssnsssnsssnns 100
lnaBa 9. NHTerpaumsa ViPNet CSP c ueHTpom cepTudukaumm Ha 6a3e Microsoft CA ..........cccvuecureeceee 101
TTOPALOK BEMCTBUM..ouceeeeernrerreresesssesessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssssnsses 102
PazBepTbiBaHME LEHTPA CEPTUPUKALUM MICrOSOTE CA ...ttt 103
MnaBa 10. DnekTpoHHas noagnuck B 4okymeHTax Microsoft Office 105
MoanvcaHune gokymeHToB Microsoft Word, Excel n PowerPoint ..., 106
MiCTOSOTt OFfICE 2007 .ooveeereeeereeeeeeeeseeceeseeseseesesesees st st b sss st st sb st st ssseeees 106
MiCIOSOTt OFfiCE 2010 ..oveeeeeeeeeeeeee ettt st ss e ss s s ss sttt ss st 107
MICTOSOTt OFfICE 20713 ..ottt ettt 108
MpocmoTp 3nekTpoHHoN nognucy B Microsoft Word, Excel n PowerPoint ...........coccoevvernreennrnnne. 110
MiCTOSOTt OFfICE 2007 ..ottt ettt sttt 110
MIiCTOSOTt OFfICE 20T0 cooveeeerceirceimeceeieceieesiee st essse st s ess ettt ese st eseeeens 111
MICTOSOTt OFfICE 20713 .ottt ettt 112
YaaneHuve anektpoHHon nognucy B Microsoft Word, Excel n PowerPoint..........cocooevenevennren. 114
MiCTOSOTt OFfICE 2007 ..ottt ettt st 114
MIiCTOSOTt OFfICE 20T0 coovvveerceirceieceeieeeieesiee st essse st ess st st sssssese st esieens 114
MICrOSOTt OFfICE 203 oottt ettt ess et bttt 115
Buaumas ctpoka noanucy B gokymMeHTax Microsoft Word m EXCel ..., 116
BCTaBKa BUANMOMN CTPOKM MOAMMCH ...ouureenrernresesesssssnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssnns 116
[JlobaBneHve 31eKTPOHHON MOAMUCH B CTPOKY MOAMUCH .oourreerrreessereessssesssseesssssessssesssssessssseeees 117
InaBa 11. SnekTpoHHas nognuck U WndpoBaHWe B MOYTOBbIX NporpaMmmax Microsoft...................... 120
MNMopsAaok opraHn3aunm o6MeHa 3aLUNLLEHHBIMY COOBLLEHMAMM ......eereereereeereeereeeeeeensssssssseeseenes 121
ObMeH cepTUdUKATAMMU C NMONYHATENEM COOOLLEHMIS ..ovevrreerreereermeeseeeseessseesssesseesssssssssssesssssessesens 122
Hactpoiika AOMOAHUTENbHBIX NapaMeTPOB 3NEKTPOHHOW MNOAMUCU U WNPPOBAHUS ................ 124
[JlobaBneHve 31eKTPOHHON MOAMMUCU KO BCEM COOBLLEHUAM .....ceermreermreerereessseesssesssssesssesssssessssanns 127
MICTOSOTt OULIOOK c.covveereiceicece ittt ess ettt 127
T10UTE WINAOWS LIVE ..ottt ettt sees s sttt et 129
[ob6aBneHne NOANNCH K OTAETBHOMY COOOLLUEHUEID.......uvurrerreerreereeesesesssssssssssssssssssssssssssssssssssssssssneses 131
MICTOSOTt OULIOOK oottt ettt sttt 131

Ecam oTcyTtcTBYeT KHOMKa «CoobLieHre ¢ LndpOBOI NOAMUCHIO»
(CTTOAMUCATDD) oottt sttt bbbttt as bbbt bbbt sassenes 132
T1OUTE WINAOWS LIVE .ottt bbb 133
MPOCMOTP 3/1EKTPOHHOMN MOAMMUCU COOBLLEHMS coovrvevrrreerrreessereesssessssesssnsssssesssssesssssssssssssssssssssssessssnnes 134

MICTOSOTE OULIOOK ...ttt ettt e s sasssaas 134




T10UTE WINAOWS LIVE «..ooreereeceeceieceee ettt sttt ss s ss s ssssssss s s st st sesss st s st ssesssnos 135
LWndpoBaHMe COOBLLEHNI INEKTPOHHOM MOUTDBI ....uuverierrrereresesesessssssssssssssesssssssssssssssssssssssessssssssssssssnsses 137
LndpposaHne coobuieHnii Microsoft OUtlook 2007 ............crmceeceineeerneerecsssecesneenns 137
LWndpoaHune coobuieHnin Microsoft Outlook 2010 1 20713 ........vvereeereerereieseereeseeeseeesenne 138
LUndpposaHmne coobeHNA MoUTEl WINAOWS LIV .....cceuceeeriecrineceiecerieeesisecssecsseeseseneeens 140

MPOCMOTP 3aLUNDPOBAHHBIX COOBLLUEHMM .....eereerreernreerreeseeseesesessssesssssssssssessssssssssssssssssssnsssssssssnsssnns 141
LLINDPOBaAHNE JOKYMEHTOB U DAMIOB ...coueercerncerneereeeseniseseseessseeseeesssesssesssssessssessssssssssssssssesssssssnsesenes 142

lnaBa 12. SneKkTpoHHas nNoanncb Makpocos, popm u 6a3 gaHHbIX 143
SnektpoHHas nognuck B Microsoft Office INfOPAth ... 144
PazpeweHune nognuceiBate popmy InfoPath 31eKTPOHHOW MOAMMCBIO .......oonvernrverrrennrene. 144

Microsoft Office INfOPath 2007 ..........occeececeeeineeinecsiecesesessseesesesessssessssesssesesesens 144

Microsoft Office InfoPath 2010 1 2073 ...t sesessenes 145

NoanncaHne GOPMbI INFOPALN ...ttt sttt 147

MpocmoTp NOANNCH B GOPME INFOPALN ...ttt 148

YaaneHvie nognncy N3 GOPMbI INFOPALN ...t sssenens 148
DNIEKTPOHHAA MOATMCH MAKPOCOB......ceuuueerrereeseesseeesssesseesssseessesssssessssssssssssssssssssssssssssssssssesssssssesssssssasesns 150
[TOAMMCAHME MAKPOCOB ...ocererineincireestisete et ssee st sase s sase bbb e ettt e 150

[TPOBEPKA MOATIMCU MAKPOCA euveererirneereereaneesesseseessssssssessssssssesssssssssssssasesssssssssessssssssessssssasessssssanes 151

YAQNEHNE MOAMUCU MAKPOCE cecvrecerererererreserssesssesssesssesssesssesssesssesssesssesssesssesssesssesssesssesssesssesssssssesssessneses 151

MoanucaHne 6a3bl AaHHBIX MICrOSOTt ACCESS......rvireriecrieeeieeriseesisee st essesesssssesesssesssessssesessnaes 152

lnaea 13. OpraHusaums 3awmweHHoro coeanHeHnsa TLS/SSL ..153
OpraHu3auma JoCTyna K 3aLUNLEHHOMY BED-CEPBEPY -..cvrurmreerremmeeeseeeseessseesssesssessssessssssssessssessesens 154
HaCTPONKA CEPBEPHOM UBCTU .cu.vunnrvenrienreanesisssssnesssssssssssssssssssssssssssssssssssssssssnssssssssssssssssssssssssssssssssnns 154

HaCTPOMKA KNMEHTCKOM HACTHU ...vovverrvenrverissssesssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 155

Hactpoiika Be6-6pay3epa Internet Explorer gas pabotbl no npotokony TLS/SSL......cvenreene. 157
MpoBepka JOCTYNHOCTM Be6-y3na NO 3awuieHHOMY NPOTOKOAY HTTPS ... 158

lnaBa 14. Pabota c yHMBepcanbHOM 31EKTPOHHOMN KapToW 159
Obwwme cBefeHMA 06 YHNBEPCATBHOM SNMEKTPOHHOM KAPTE ...oourvenirverresnesssssssesssssssssssssssssssssssssssnssess 160
Hactpowka ViPNet CSP a1 B3aUMOZAENCTBUA € YK .....ovureereeerererierieseesesssesssesssessssssssssssssssssssssssssses 161
ABTOpM3aLms Ha EAMHOM nopTane rocyfapCTBeHHbIX U MyHULMMNaNbHbIX ycayr PO................ 163
Mpuno>keHne A. Bo3MOXKHbIE HEMOMAAKMN U CMOCOBBI UX YCTPAHEHMSA......ucueueneneneneneneneneneneneseneesesenesenens 164
He yaaeTtca yCTaHOBUTb MW YAANNTD MPOTPAMMY ...ccuriumeueereieeseeeesesseesessesesessesssesssssesssssssssesssssssssessnes 165

He yAaeTCa 3anyCTUTD MPOTPAMMY......ccrururererererersressessesssessesssesssesssesssesssesssesssesssesssesssesssesssesssesssessnessneses 166
KoH®ankT ViPNet CSP C APYTUMU MPOTPAMMAMY .....corevericrircrerecrineerseessesssesssessssessssessssesisessesessinecsenee 167



Mpobaembl MpY NCNONb30BaHWM annapaTHOro MOAYAsA AOBEPEHHON 3arpy3kn «AKKOpPA-
AAMIZLB5 e es e ettt ettt 168

Mpobaembl Npu ncnosb3oBaHuKM yctporcTBa TMna eToken Aladdin .......eerenrenrinninsineins 169

CepTVIq)I/IKaT aBTOMaTn4eCkn HEKOPPEKTHO YCTaHaBJIMBAETCA B XpPaHUANULLE NP

NOAK/OUEHUMN BHELUHETO YCTPOMCTBA wevcvveneeresersessesssscsismesssnesssssssssssessssnsssssessssssssssssssssnessssnssssnessssnsess 170
OLINOKA NMPOBEPKM CEPTUDMKATA ..ovevvrrerrerecrrerserismesssmcsssmesessnsesssessessesssnsssssssssssssssssessismesssssessssnssssnesssens 172
He yAaeTCA 3aLUNMDPOBATD JOKYMEHT ..oueuceeereieeeeeiseeseetsetsessseese e sssessesseesse s sssssse s sssesssssssesssssessssssssssens 173

AZpec 3/1eKTPOHHOW NOYTbl U3 cepTUdUKaTa He HallZeH B CNMCKE aapecoB KOHTaKTa.. 173

HELOMYCTUMBIN CEPTUDUKAT w.eeveereeriesissisneissssssesssssssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 175
He yaaetca NocTaBUTb 3N1IEKTPOHHYEO MOAMUCD ....ccoueereerererenesenesenesenssenssenssenssenssenssesssesssesssesssesssesssesssenes 177
He HaizeH 3aKpbITbIN KJHOY, COOTBETCTBY LI CEPTUPUKATY .ooveneenrerrerrissisnssssesesssssssnsenns 177
He yaaeTcs nognmcatb COOBLLEHNE INEKTPOHHOM MOUTBI..voureerreerreseeesessssesssesssssssssssnssenns 177
He yaanocb nognucatb coobLyeHne 31eKTPOHHOM NOYUTbI HY>XXKHbIM CEPTUPUKATOM ...... 177
He yaaetcs nognucatb Makpoc uam 6a3y gaHHbix Microsoft Access 2007 .......ovvcvereenreene. 178
HeBO3MOXHO pesakTMpoBaTb NoAgnMcaHHbIN AokymeHT Microsoft Word wam Excel....... 178
HeT coeanHeHna ¢ cepBepoM Mo NPOTOKONY HTTPS L.t 179
Ha IIS cepBepe v Beb-kmeHTe ycTtaHoBEHbl pasHble Bepcn ViPNet CSP ..., 179

He ycTaHoBneHbI cepTudumkaTbl nonb3oBatens, ngatens, CRL B Hy>kHoe xpaHuaumwe.. 180

Be6-6pay3ep He HacTpoeH Ha PaboTy MO NPOTOKOAY TLS.....rrerrnseernsiesnssesnsseseseenns 182
TpebyeTcsa nepe3anyck CNyXObl CEPBEPA 1S ...t 183
TpebyeTcs COXPaHUTb MNaPOJb K CEPTUDUKATY CEPBEPA ..eumrverrrerrrernrrssnessssssssssssssssssssssssssnssenns 183
He yaaetca nogknrountbea K LeHTpy ceptudukauumn Microsoft CA no npotokony HTTP....... 184
MNpw coefnHeHNN C cepBepOM BbIBOAUTCA NpeaynpexaeHne cucreMbl 6@30nacHoCTU. ... 185

He yaaetca nsgatb ceptudukat Ha ycTpoictee Tvna JaCarta c NOMOLLBIO CTaHAAPTHbIX
CPeACTB YAOCTOBEPAOLLETO LEHTPA WINAOWS.....oo et e sesse s ssssessesens 186

BbinosHeHWe kpunTorpaduyecknx onepauuin Ha BHELLHEM yCTporicTBe cemenctaa JCSD
3AHVIMAET JJINTEITBHOE BPEMS ..cuerineiereireimeuseisesseesse e sseesse e sssesse e sasesse e ssse s e ss st s baesiss e ssessss e saesns 187

He yAaeTca pa6OTaTb C BHEWWHUM yCTpOI7ICTBOM, €C/In Ha HEM YCTaHOBJ/1€HO Cpa3y ABa

BITTIJIETA covevienimeemeeseese et e e e e e e e e e e e e e e 188

He ypaetca noakntountbcs K komnbroTepy ¢ ViPNet CSP no npotokosy RDP ..........vvenreeneee. 189
MpoBepKa LLeSIOCTHOCTN PANTOB MPOTPAMMDI w..cueerreerreereeeseeesseeesseeesseessessseesssessssessssesssesssssssessssessnns 190
MpegocTaBaeHWe AOMNOAHUTENBHON MHPOPMALMM O HEUCTIPABHOCTH .ecveeveerneereeereeeeeeeeeesseeeenes 191
MpunoxxeHue B. UcTopus Bepcunii 192
BEPCUIA 4.2 ..ot b et 192

BEPCUA 4.7 ottt e e 192

BEPCUIA 4.0 ..ot e et 195

BEPCUA 3.2.T7T et s e e e 199

BEPCUIA 3.2.T0 oottt sttt e e 199

BEPCUA 3.2.5 et s e 200



BEPEHIA 3.2.3 et ssase s e e e e e 200

BEPCUIA 3.2.2 ettt e 201
BEPEHIA 3.2.T i sssse st e e e e e 201
MpPUNOXKEHNE C. BHELLHUNE YCTPOMCTBA «..cocureecmeecmecmecrsecnescnsescssesensescssescssesessasessesesssscssscnsescssscnssscssssenssscnns 202

ObLwune ceegeHmns

Cnncok noaaep>KMBaeMbIX BHELLIHWX YCTPOWCTB

A}'IFOpI/ITMbI n q)yHKLI,I/II/I, nogaep>XmneaemMble BHELLUHUMUN yCTpOI‘/’ICTBaMI/I

MpunoxxeHne D. PervoHanbHble HaCTPOKK ..207

PernoHanbHble HacTporikn B OC Windows 8, Server 2012, Windows 8.1, Server 2012 R2.......208
PervoHanbHble HacTporikm B OC Windows Vista, Server 2008, Windows 7, Server 2008 R2...212

PernoHanbHblie HacTporikm B OC WIindows Server 2003 .........eeeeenneenssessessssssssssssssssssssssses 216

Mpwno>keHue E. Mnoccapuin 217

MpunoxeHue F. Ykasatenb 220



BBeajeHme

O pokymeHTe
O nporpamme
HoBsble Bo3MOXHOCTU Bepcumn 4.2.2

ObpatHas cBA3b

10
11
13

15

ViPNet CSP 4.2. PykoBoacTBO nosb3osatens | 9



O O0OKyMeHTe

[1ns KOro npeAHa3HauYeH AOKYMEHT

[laHHOe pyKOBOACTBO MpesHa3HayeHo Ans noab3oBaTenel nporpammbl ViPNet CSP. B Hem cosepkumTcs
nHdopMaLMs O HazHaYEHMM KPUNTONPOBaepa, ONMCbIBAOTCS OCHOBHbIE CLLEHapUM paboTbl C HUM:

LIJI/ICprBaHI/Ie LOKYMEHTOB 1 COO6LLI,eHI/Il‘/‘I 3}'IeKTpOHHOI‘/’I nouyTbl, NoANMCaHNe U NpoBepkKa NOANNHHOCTU

3/1IEKTPOHHOW MOAMNMCY, OpraHM3aLusax yaaleHHoOro 4ocTyna K pecypcam no npotokonam TLS/SSL

apyrue.

Mpepnonaraetcs, 4To YMTaTesb 4AHHOTO PYKOBOACTBA MMeET 0blLLiee NpeAcTaB/eHNE O CETEBbIX

TexHosorusx, IP-npotokonax, MexceTeBbIX 3KpaHax U MHbOPMaLMOHHON Be3onacHOCTH.

CornaueHma 10KyMeHTa

Huxe nepeyncneHbl cornawleHuna, NpnuHATbIe B 3TOM AOKYMEHTE A4 BblAe/IEHNA |/|Hc|>op|v|au,mm.

Tabsuya 1. O603Ha4YeHUs, UCNOb3yemMble 8 NPUMEeHaHUSX

0O603HaueHne OnucaHue

/’\\g BHuMaHue! Yka3biBaeT Ha 0643aTesibHOe ANS UCMONHEHVSA AW CNe0BaHNA AelCTBUE
AN nHopmMaLmio.

MprMeyaHue. YkasbiBaeT Ha Heobs3aTebHOE, HO XenaTenbHoe AN UCMONHEHUA UK
CNefloBaHUsA AeicTBUE MW MHDOPMaLULO.

Cogert. Cofep>XnT AOMONHUTEIBHYIO MHPOPMaLIMIO 0bLLEro xapakrepa.

Tabauya 2. Obo3HaveHus, ucnosblyemeole 018 8bideneHus uHgopmayuu 8 mekcme

0O603HaueHmne

HasBaHue

KnaBuwa+Knasuwa

MeHto > lNogmeHto >
KomaHaa

Konm

OnucaHue

Ha3BaHue anemeHTa MHTep¢e|7|ca. HaanlMep, 3aroJIOBOK OKHa, Ha3BaHune
nonda, KHOMNKu nan Knasuilin.

CoueTaHue knaBuLl. YTobbl MCNOB30BaTh COUETaHNE Knasuu, cnepyet
Ha>KaTb NepBYyrO KnaBuLy 1, HE OTNYCKaA €€, HaXaTb BTOPYHO KnaBuLly.

Vlepapxw-leCKaﬂ nocneaoBaTe/ibHOCTb 3/1IEMEHTOB. Hanpmmep, NYHKTbl MEHHO
WA pasjenbl Ha NaHenn HaBurauumn.

Wwms daiina, nyTb, GparMeHT TekCToBOro daiina (Koga) im KoMaHaa,
BbIMONHAEMas 13 KOMaHZAHOW CTPOKM.
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O nporpamme

Mporpamma ViPNet CSP npeacraBaset cobon kpuntonpoangep (cMm. «HasHaueHne
KpunTonpoanzepa» Ha cTp. 17), obecneunBaroLLmii BbI30OB KpUNTOrpapuuecknx GyHKLUMIN 13 pasanyHbIx
npunoxeHnin Microsoft n gpyroro MO, ncnonssyrowero nHtepdenc CryptoAPI 2.0.

C nomolwbto ViPNet CSP Bbl MOXeTe BbINOJHATL CIeAyHOLLINE AEACTBUS:

o Co3paHune KNoYen sNEeKTPOHHOM MNOANMNCK (CM. «IDIeKTPOHHAas MOAMUCH» Ha cTp. 219)
B cootBeTcTBUM C anroputmamm FTOCT P 34.10-2001 n TOCT P 34.10-2012.

e ®dopmupoBaHMe 1 NpoBepKa 3NEKTPOHHOW NOAMUCK B COOTBETCTBUM € anroputMamm FOCT P 34.10-
2001 n FTOCT P 34.10-2012.

e XowwmpoBaHue JaHHbIX B cooTBeTcTBUM € anroputMamu FTOCT P 34.11-94 n TOCT P 34.11-2012.
o llinppoBaHune n MMnUTO3aLLMTa AaHHbIX B cCOOTBETCTBUM C anroputmom FOCT 28147-89.

e Co3gaHue NocnegoBaTeibHOCTEN CyYalHbIX U MCEBAOCAYYAMHbIX YMCEN, CECCUOHHbIX KAOYel
wndpoBaHus.

e AyteHTndMKaums 1 BblpaboTKa CECCMOHHOIO KJFoUa NpW nepesave AaHHbIX Mo MPOTOKOAaM
SSL/TLS.

L] XpaHeHme CepTI/Iq)I/IKaTOB OTKPbITbIX KArouen HEenocpeaCTBeHHO B KOHTelZHean KAOYen.

e PaboTa C 3/1eKTPOHHBIMM KAOYaMU Ha Pas3inYHbIX BHeLWHWX ycTpoicTax: eToken, PyTtokeH, YK
n apyrux (cM. «BHellHne ycTpoictea» Ha cTp. 202).

Cosmectumoctb ViPNet CSP ¢ kpuntonpoBaiigepamu Apyrix nponssoguteneri obecnedmsaerca npu
YCI0BUM peanmsanmmn nmmn TpeboBaHui, cogepxawmxcsa B sokymeHTax RFC 4357
(https://tools.ietf.org/html/rfc4357), RFC 4490 (https://tools.ietf.org/html/rfc4490), RFC 4491
(https://tools.ietf.org/html/rfc4491).

CucTeMHble TpeboBaHMA

Mpumeuanne. CoBmecTMMocTb kpuntonposaigepa ViPNet CSP ¢ OC Windows 7
npusHaHa kopnopaumein Microsoft Ha odpuLmanbHOM ypoBHe.

TpeboBaHMsa K KOMMbIOTEPY ANA ycTaHOBKW nporpammbl ViPNet CSP:

e [lpoueccop — Intel Core 2 Duo nam apyrov cxoXxunin No NPon3BOAUTENBHOCTU X86-COBMECTUMBIN
npoLLeccop ¢ KOANYECTBOM sifep 2 1 bonee.

e Obbem onepaTtMBHOM NamMATM — He MeHee 512 Mb6aurT.

e (CBObHOAHOE MECTO Ha XXEeCTKOM Ancke — He MeHee 100 M6anr.
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e OnepauwnoHHas cuctema — Windows Server 2003 (32-pa3psgHas), Windows Vista (32/64-
pa3psgHas), Windows 7 (32/64-pa3psagHas), Windows Server 2008 (32/64-pa3psagHas), Windows
Server 2008 R2 (64-pa3psgHas), Windows 8 (32/64-pa3psaaHas), Windows Server 2012 (64-
pa3psgHasn), Windows 8.1 (32/64-pa3psagHasn), Windows Server 2012 R2 (64-pa3psagHas).

[ns onepaumOHHON CUCTEMBI AOMKEH ObITh YCTAHOBJ/IEH MOCAEAHUIN NaKeT OGHOBAEHUN.

e Internet Explorer — Bepcusa 8.0 uam Bbiwwe.

e [lpw ncnonb3oBaHum nporpamm Microsoft Office — Bepcus 2007, 2010 nan 2013.

ViPNet CSP noaaep>mvBaeT paboTy C HECKONbKUMMW TUMaMMN YCTPONCTB XPaHEHWNSA 31EKTPOHHbIX KAOYeN.

MoapobHyo MHbOPMALIMIO O NOAAEPXKMBAEMbIX INEKTPOHHBIX K/HOUaX CM. B MPUIOXEHUW BHellHMe
ycTpoicTtea (Ha cTp. 202).

KomMnaekT mocTaBKm

B komnnekT noctaBku nporpamMmbl ViPNet CSP BxoadaT chegytowime KOMMNOHEHTbI:

e YcTtaHoBOYHbIV ¢aiin ViPNet CSP.

e [lokymeHTbl B popmate PDF:

o

o

«ViPNet CSP. PykoBoacTBO Nnosb3oBartens».

«ViPNet CSP. bbiCTpbIi CTapT».

«ViPNet CSP. JIMLeH3MOHHbIEe CcOrnalleHns Ha KOMMOHEHTbI CTOPOHHMX NPOU3BOAMUTENEN».
«Kpuntorpadpuuecknin nutepderic ViPNet CSP. PykoBoacTBo pa3paboTumkar.
«Kpuntorpadunueckunin nHtepderic ViPNet CNG. PykoBoactBo pa3paboTtumka».
«Kpuntorpadunueckunin nHtepderic ViPNet PKCS#11 VT. PykoBoacTBo pa3paboTumka».

«ViPNet SysLocker. PykoBoacTBO agMUHKUCTpaTopa».
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HOBble BO3MOXHOCTW Bepcumn 4.2.2

B 3TOM pasgene npeactaBaeH KpaTkmMii 0630p U3MEHEHWI U HOBbIX BO3MOXHOCTEN nporpammbl ViPNet
CSP Bepcun 4.2.2 no cpaBHeHMIO ¢ Nporpammoi Bepcum 4.2. IHdopmaums 06 nsmeHeHusx B
npeAblAyLLIMX BepCUsiX NPOrpaMMbl MpUBeLeHa B NpuaoxeHun Victopus sepcuii (Ha ctp. 192).

CootBetctBue TpeboBaHnam ®Cb Poccun k cpeacTsam kpuntorpadunueckon 3awmThbl
uHbopmauum knacca KC3 tenepb obecneunBaetcsa ytunutoi ViPNet SysLocker, Bxoasiien B

KOMMIEKT NOCTaBKU

13 nporpammel ViPNet CSP yaaneHbl GyHKLMN HAaCTPONKM 3aMKHYTOM NPOrpaMMHON cpeabl.
AHanorunuHble pyHKLMN agMuHucTpaTop Windows Tenepb MOXeT BbINOAHWTL B Nnporpamme ViPNet

SysLocker, koTOpyto Npy HEOBXOAMMOCTU CAeayeT YCTaHOBUTb JOMOJHUTENBHO.

N3meHeHns B MHTepdelice nporpaMmmbl

B nHTepdeiice nporpamMmMbl MPOU3OLLAN CeAytOLLE U3MEHEHUS:

o ,ﬂ,ﬂﬂ 3KCNopTa CepTI/Iq)I/IKaTOB M 3aKpPbITbIX KAouen B q>a|7m Tenepb NCNoib3yeTca CUCTEMHbIN

mMacTtep Windows (cM. «3KCnopT cepTudukaTta v 3aKpbITOro katoya B Gann» Ha cTp. 83).

o [na otobpaxeHua CBOWCTB cepTudmkata Tenepb Ucnonb3yetca cuncteMHoe okHo Windows. B

3TOM OKHe, HapsAay ¢ MHbopMaLmein, JOCTynHOW B npownbix Bepcuax ViPNet CSP, ans

aHHYJINPOBaHHbIX CepTVIq)I/IKaTOB Bbl MO>XKeTe NMPOCMOTPETb AaTy U BpeMA UX aHHYNPOBaHUA B

nosie PaclumpeHHble cBegeHns 06 owmbke.

@Hnemmbma‘rop KAKOHE UEHTPE Coov MAEHTUMKETOP KNto4a=C7

| McnonesoBaHue KnoYa Lmtposas noanmce, HeoTp
DOCHDBHbIE OrPaHUHEHIs Tun cyfeekTa=KoHeuHsIli
D AnropWTH OTREYETKE shal

BOTI‘IE‘-{ETDK 5f47flad 28 dc0d 3e 80 6= |

[E| Pacumperibie ceenetia off oumeike  CocTosHMe oT3bIEA: 0TGRS

< | 1 +

CoCTORHWE OTSbIBE: 0TO36aH0 < 9 wioHA 2015 r. 16:02:09=

CBolicTES. .. KonupoBaTk B dain. ..

nUD.DDEHEE 0 COCTase CEQT11¢HNGTG

Ceptudurar @I
CocTaB | MyTe cepTuduKaLmm
MokazaTe: ’<Bce> v]
Mane 3HadeHHe g

PucyHok 1. MIHgpopmayusa o dame u spemeHU om3biga cepmugbukama

MN3meHeHne koMmnaekTa AOKyMeHTauun

B komnnekT gobasneH gokymeHT «ViPNet SysLocker. PykoBoacTBO agMUHUCTpaTOpa».
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MN3meHeHuna B cnucke nojaaep>xmBaeMbixX onepauynoHHbIX CUCTEM

B cBs3K ¢ Tem, uto kKomnaHua Microsoft npekpatuna noaaepsxky onepalmoHHon cuctemsbl Windows
XP (32-pa3psgHas), pabota ViPNet CSP Ha komnbroTepax € 3TON onepaLMOHHON CUCTEMOW TakKe
6onee He nogaepxumBaetca OAO «MHPoTeKC».

N3meHeHns B cnvcke noaaepikmBaeMblix naketoB nporpamm Microsoft Office

B cBA3M ¢ Tem, uto KomnaHus Microsoft npekpatuna noaaepxky naketa nporpamm Microsoft Office
2003, pabota ViPNet CSP B 3T1x nporpammax Takxe 6onee He nogaepxmpaetca OAO «NHpoTeKC».

N3meHeHns B cnucke nogaep>xmBaembix Be6-6paysepos

Beunay HeBocTpebOBaHHOCTM NpekpaLleHa noaaep>kka Beb-bpaysepos Internet Explorer 6 n 7.
N3meHeHMs B cCNCKe BHELIHUX YCTPOWUCTB XPaHEHUSA AaHHbIX

PeannsoBaHa nogaep>xka yctponcts anHeikn «<ESMART Token FTOCT».

Beuay HeBOCTpebOBaHHOCTY NpekpaLLeHa Noaaepkka CledyoLmX TUMOB BHELIHWX YCTPOWCTB!
Shipka, iButton Accord, iButton Aladdin, KAZTOKEN.

ViPNet CSP 4.2. PykoBoacTBO nosb3oBatens | 14



ObpaTtHad CBA3b

fononHutenbHaa nHpopmMauma

CegieHuns 0 npoaykTax un pewerusax ViPNet, pacnpoctpaHeHHble BOMPOCHI 1 Apyras noJjiesHas
nHdopmauua cobparbl Ha caite OAO «MHPoTeKC»:

Beb-noptan gokymeHTaumm ViPNet http://docs.infotecs.ru.

OnwucaHune npogayktoB ViPNet http://www.infotecs.ru/products/line/.

NHpopmaums o pewweHnsax ViPNet http://www.infotecs.ru/solutions/.

C6opHMK YacTo 3agaBaembix Bonpocos (FAQ) http://www.infotecs.ru/support/faq/.
®opym nonb3osatenen npogyktos ViPNet http://www.infotecs.ru/forum.

3akoHogaTenbHas 6aza B coepe 3awmTsl nHGopmauum http://www.infotecs.ru/laws/.

KoHTakTHaa nHpopmauma

C Bonpocamu No ncnonb3osaHuto npogayktos ViPNet, noxenaHnamm nam npeanoxeHnNAaMm CBAXUTECh CO
cneunanuctamm OAO «NHOoTeKC». [ins pelleHns BO3HMKaOWMX Npobaem obpaTntecs B cayxoby

TEXHUYECKON noAa4ep>XKKn.

TexHuueckas noaaep>ka ans nonbzoBatener npoayktos ViPNet: hotline@infotecs.ru.
®opma 3anpoca B ciyxby TexHuueckor noaaepxkn http://www.infotecs.ru/support/request/.

Pervctpauus npogyKTOB U KOHCYbTaluu no TenedoHy A/ KIVEHTOB, MMEHLWMUX PaCUMPEHHbIN
YPOBEHb TEXHNUYECKOTO COMPOBOXAEHMS:

8 (495) 737-6196,

8 (800) 250-0260 — becnnaTHbIN 3BOHOK M3 Atoboro pernoHa Poccmm (kpome Mockabl).

PacnpoctpaHeHne nHdopmaunm 06 yassumoctax npogyktos OAO «NHPoTeKC» peryampyetca
NMONNTMKOMN OTBETCTBEHHOrO pasraawenus http://infotecs.ru/products/disclosure.php. Ecau Bbl
0B6Hapy>Xunamn yasBnMmMoCTy B MPOAyKTax KOMNaHuK, coobLumute o HMX No agpecy security-
notifications@infotecs.ru.
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HasHaueHne KpUNTonpPOoBanaEePa

Ecam cywectByeT HEOHXOAMMOCTb 3aLUMLLIATL INEKTPOHHbIE JOKYMEHTbI CpeACcTBaMM KpunTorpaduw, a
TakXKe NoAnNmncbIBaTb JOKYMEHTbI 31€KTPOHHON NOANMCHIO, obecrneunsas UX NOAANHHOCTb U LLeSIOCTHOCTb,
HeobXxoAMMO YCTaHOBUTL CMELMann3npoBaHHbIA NPOrpaMMHbIA MOAYb — KPUMTOMpoBangep.

Bce Bepcuun onepaunoHHoi cuctemsl Windows, HaumHas ¢ Windows 2000, UMetOT BCTPOEHHbIM
kKpuntonpoBargep Microsoft Base Cryptographic Provider. ATroputMbl, MCNOJIb3yEMbIE 3TUM
KpunTonpoBanaepom, He cepTuduumnpoBaHbl No TpedboBaHnamM ®CB. 3akoH PO «O6 anekTpoHHOM
noanucm» (http://graph.document.kremlin.ru/documents/1551927) Tpebyet npumMeHeHuns
cepTMPULMpPOBaHHbIX KpunTorpabuyeckmx CpeacTs.

Kpuntonposaingep ViPNet CSP BbinonHseT cregytolime 3agauu:

e ABTOpM3aumsa 1 obecneyeHne NOANNHHOCTY AOKYMEHTOB B MpoLecce 3aliMLEeHHOTo
AokyMeHToobopoTa. [11s 3TOro Ucnonb3yoTcs cpeactea GOPMUPOBAHNA U MPOBEPKM INEKTPOHHOM
NoANMcK B COOTBETCTBUM co cTaHAapTamu FTOCT P 34.11-94, TOCT P 34.11-2012, TOCT P 34.10-2001
n FTOCT P 34.10-2012.

e ObecneyeHne KOHGUAEHLMANBHOCTA U KOHTPOAA LIENOCTHOCTU MHPOPMaLMK NyTem ee
wndpoBaHMa N MMUTO3aLWnTbl B cootBeTcTBuM ¢ FTOCT 28147-89.

o ObecneyeHne ayTEHTUUYHOCTM 1 KOHPUAEHLMaNbHOCTU coeanHeHnin TLS/SSL.

MpumeuaHue. MockonbKy KPUNTONPOBaNAep ABAAETCA HE3aBUCKMMbIM MPOrPaMMHbIM
mMogynem, To Ana ero paboTbl He TpebyeTca 3anycK APYroro KAMEeHTCKOro
nporpammHoro obecnevexuns ViPNet.
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DNIEKTDOHHAdA MOAMMCH

3ﬂeKTpOHHaﬂ noAnncb — PEKBU3UT 3NEKTPOHHOTO AOKYMEHTa, I'IOJ'Iyl—IeHHbIl\/‘I B pe3ysbTaTte
KpI/II'ITOFpaCbI/IL—IeCKOFO I'Ip906pa3OBaHI/IFI VIHCI)OpMaLWII/I C NCNosib30BaHMEM Kao4a BHEKTpOHHOI‘/’I noanuncu.

DNeKTPOHHas NMOAMMCh NMO3BOSET MOATBEPAUTL CeAytoLEe:
e [lOANVHHOCTb: 31eKTPOHHAsA NMOAMMWCH YAOCTOBEPAET IMYHOCTb NMOCTAaBMBLUETO MOAMMUCH.

e LlenocTHOCTb: 21eKTPOHHas NOAMWCh NMOATBEPIXKAAET, UTO AOKYMEHT He 6bl1 MU3MEHEH nocae
NnoAnMcaHus.

e HeoTpekaemMoCTb: 31€KTPOHHas NOAMMCH 3aLUMLLIAeT OT O0TKa3a CybbekTa OT aBTOPCTBa JOKYMEHTa.

Taknum 06pa3om, 31eKTPOHHas NOAMMUCh MOXET NCMONb30BaTbC GUINYECKMMU U HOPUANYECKUMU
NNLaMU B KAYeCTBE aHasiora CO6CTBEHHOPYYHON NOANUCK AN NPUAAHUSA 31EKTPOHHOMY JOKYMEHTY
FOPUAMNYECKON CUbI, PABHOW HOPUAMNUYECKON CUE LOKYMEHTa Ha ByMaXkHOM HOCUTENE, NOAMMCAHHOTO
COBCTBEHHOPYYHOW MOAMUCHIO MPAaBOMOYHOIO INLLA U CKPEMIEHHOTO MeyaTtbto. YC/I0BUS UCNO/b30BaHMS
3/IEKTPOHHOW MNOAMNMNCY, OCOBEHHOCTUN ee UCMOJIb30BaHNA B chepax rocy4apCTBEHHOrO ynpaBaeHus u B
KOprnopaTMBHOM MHPOPMALMOHHOW cucTEME pernaMeHTUpyroTcs 3akoHom P® ot 06.04.2011 N2 63-®3
«06 anekTpoHHOW nognucn» (http://graph.document.kremlin.ru/documents/1551927).
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KOHTEMHED KArOYEeM

I'Iapa KArouen — BaKprTbII‘/’I n OTKprTbII;I (BXOAHLLI,I/II‘/‘I B COCTaB cepTqu)MKaTa I'IOJ'Ib3OBaTeJ'IFI) — No3BOJAeT
BbINOJHATb onepauunn LIJI/ICI)pOBaHI/IFI n noanncun JOKyMeHTOB.

3aKpbITbIA K1Y CO34aeTcs B YAOCTOBEPSIOLLEM LLEHTPE WA CAMUM MOJIb30BATENEM U XPaHUTCSA B
KOHTEMHepe KAtouUel Ha ANCKE UAN BHELLHEM YCTPOMNCTBE.

CepTudukat nosb3oBaTtens U3gaeTca B yA0CTOBEPAOLWEM LieHTPe Mo 3anpocy Nnoib3oBaTens

(cm. «Co3paHme 3anpoca Ha cepTudukat 1 GopMUpPOBaHME 3aKPbITOrO KatoYa» Ha CTp. 52) nav, B
HeKOTOPbIX CAy4Yasx, MO MHMLMATMBE aAMUHUCTPATOPa YAOCTOBEPAIOLLEro LeHTpa. 3anpoc Ha BblAady
nam obHoBeHMe cepTudmKaTa NoNb30BaTeNA Bbl MOXETE CAeNaTb C MOMOLLbIO KAVEHTCKOTO
nporpammHoro obecrnievenus ViPNet Client, ViPNet CryptoService navn nporpammsl «Co3gaHue 3anpoca
Ha cepTudukart» (cm. «[Topagok NosyyeHna 1 BBOJa B AeNCTBME 3aKPbITOro Kjato4va n ceptupurkara»
Ha cTp. 51), BXxoasLen B nakeT yctaHoBku ViPNet CSP.

Kpome Toro ana npoeepkun NOAAMHHOCTA M aKTyalbHOCTW cepTudrKaTa Nosib3oBaTens Heobxoanmel
Lenoyka ceptudpukaTos nsgarensa (cMm. «Ceptudukar nsgatena» Ha cTp. 218) U cnMCoK aHHYAMPOBaHHbIX
ceptuopukatos (CRL) (cm. «Cnncok aHHyanpoBaHHbIx cepTudukaTtos (CRL)» Ha cTp. 219).

Mpy opraHv3auum 3aLMLLEHHOTO 4OKYMEHTOO60pOTa NPUIOXKeHVe (HanprMep, MporpamMma U3 coctaBsa
Microsoft Office, cnyxba cepsepa IIS) obpaluaeTcs K KpUNTONPOBanAepy, Nepesasas eMy napameTpsl
CepTMGMNKaTOB Y MECTOMOJIOXKEHWE 3aKPBLITOTrO KAtoua. YTobbl 06ecneumnTs NpUaoKeHUIM JOCTYN K
cepTudukatam, nx HeOOXOAMMO YCTaHOBUTb B XPaHWIIMLLE ONEPaALMOHHON CUCTEMBI:

o CepTudukaT NonAb30BaTENA N 3aKPbITHIN KAKOY NO/Nb30BaTENA YCTaHaBAMBAKOTCA C MOMOLLbIO
nporpammbl ViPNet CSP (cM. «YcTaHOBKa KOHTEMHEPOB KKOUEN U CepTUGUKATOB» Ha CTP. 59).

o Ceptudukat nsgatens n CNMCKN aHHyAnpoBaHHbIx cepTudumkaTos (CRL) (cm. «Cnncok
aHHy/IMpoBaHHbIX cepTudukaTor (CRL)» Ha cTp. 219) ycTaHaBAMBaOTCA CTaHAAPTHBIMU CpeacTBamMu
onepaLmnoHHON cucTeMsbl (CM. «YCTaHOBKa cepTudurKaTta U3gatena n cnucka aHHyIMpoBaHHbIX
cepTndurKaTtoB» Ha cTp. 73).

Mporpamma ViPNet CSP no3BonseT ycTaHaBAMBaTb 3aKpbITble KAKOUN U cepTUdUKaTbl OTKPLITOrO KArYa
cnegyowmnmMmn cnocobamm:

o [lyteM gobaBneHns KOHTENHepPa, COAEepP KALLEro 3akpbITblA KAtoY 1 cepTudumkart. MNMpu 3Tom
KOHTEMHEP MOXET HaxoAWTbCA B Narnke Ha Aucke (CM. «YCTaHOBKa KOHTeHepa KAtoYel 13 nankm»
Ha cTp. 61) AN Ha BHELLUHEM YCTpPOKCTBe (CM. «YCTaHOBKA KOHTeMHepa KAOYei C BHELUHEero
YCTPOWCTBa» Ha CTp. 64).

e [lyTem ycTaHOBKM cepTdMKaTa U COMOCTABIEHUA MY 3aKPbITOTO KtOYa U3 KOHTENHepa Katouen B
narke Ha AWCKe WM BHELIHEM YCTPOMCTBE (CM. «YCTaHOBKa cepTudmKaTa B CUCTEMHOE XPaHWInLLe
Windows» Ha cTp. 67).

CepTtundurkaTt MOXET HAaXOANTLCA OTAENbHO OT 3aKPbITOrO K/KOYa B TexX caydasnx, korga ceptudukat
co3zaeTcs Mo 3anpocy noab3osatens. CepTndumkaTt 1 3aKpbITbi KNKOY HaXOAATCA B OAHOM KOHTENHepe,
Korga nx Bblgaya BbINOJHAETCA aA4MUHUCTPATOPOM YAOCTOBEPAOLLEro LeHTpa.

®opwmar daiina KoHTeNHepa kAtoYeli 3aBUCHT OT pa3paboTumka KOHKPETHOTO KPUNTONpoBangepa.
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g BHumanue! Mporpamma ViPNet CSP He MoxeT paboTtaTb ¢ KOHTEMHEPAMU KAHOYEN,
CO3JaHHbIMM C MOMOLLIO APYroro KPUNTOMpoBaigepa.

KoHTelinepsl katouert ViPNet CSP MoryT XpaHUTbCA Ha KOMMNbOTEPE B OAHOM U3 ABYX Nanok:

e [lanka xpaHeHus KatoYel TekyLLero Nosb3oBaTess — narka, K COAepXUMOMY KOTOPOM UMerOT
[0CTyN TONIbKO TEKYLLMI NOAb30BaTeNb U aAMUHUCTPATOP OMNEePaLMOHHOM cucTeMbl. B 3aBucMmMocTu
OT MCMOb3yeMON orepaLMOHHON CUCTEMBI 3Ta Nanka HaxoAUTCA MO ajpecy:

o B Windows Server 2003:

C:\Documents and Settings\<MMs nosbszoBaTensa>\Local

Settings\Application Data\Infotecs\Containers.

o B Windows Vista, Windows 7, Windows 8, Windows 8.1, Windows Server 2008, Windows Server
2008 R2, Windows Server 2012, Windows Server 2012 R2:

C:\Users\<Mmusa nonbszoBarensa>\AppData\Locall\Infotecs\Containers.

L] Manka XpaHeHnA KArouen KOMMNbHOTEPA — Nanka, K CO4ep>XMomy KOTOpOI7I nMmeet JOCTyn TOJIbKO
aAMUHNCTPATOP OﬂepaLl,MOHHOI?I cucteMsl. B 3aBucnmoctum ot MCFIOJ]b3yeMOl\/’1 OI'IepaLLI/IOHHOﬁ
CNCTEMBI 3Ta Marnka Haxo4auTca No agpecy:

o B Windows Server 2003:
C:\Documents and Settings\All Users\Application Data\InfoTeCS\Containers.

o B Windows Vista, Windows 7, Windows 8, Windows 8.1, Windows Server 2008, Windows Server
2008 R2, Windows Server 2012 1 Windows Server 2012 R2:

C:\ProgrambData\Infotecs\Containers.

Mpumeuanume. C Lenbio obecneyeHns COOTBETCTBUSA pekoMeHAaLMaM TexHN4eCcKoro

KomuTeTa no craHgaptmsaumm (TK 26) «Kpmntorpaduueckas 3awmta MHGopmaLmm»

(https://www.tc26.ru/) nameHeH GopmaT KOHTEMHEPOB KAFOUEW, CO3AaHHbIX MO
anroputmy FOCT 34.10-2012.

KoHTelHepbl katouel, co3gaHHble B nporpamme ViPNet CSP 4.1 ¢ nomowybto TOCT
34.10-2012, 6onee He NOALEP>KMBAOTCS.

®ainnbl cepTMdMKaToOB BCETAa CO34at0TCA TOIbKO B ONpeseNeHHbIX CTaHAapTHbIX dopmaTax:
o  dain dopmata X.509, cogepxkalymin Tonbko cepTndmkat (Ppannbl C paclUMPEHUAMU . cer, .crt).

o ®aiin dopmata PKCS#7. 3T0T dopmat npegHasHaueH A1 XpaHeHNs 3andpOoBaHHbIX U
NOAMMCaHHbIX COOBLLLEHNI BMECTE C COOTBETCTBYOLWMMU cepTudukatamm. Pann Takke MoxXeT
MCMoAb30BaTbCA ANA Nepegayun Habopos ceptudunkatos un cnnckos CRL (dannbl ¢ paclumpeHnamm
.spc, .pTb, .p7s).

o  dain dopmata PKCS#12. 10T popmat npesHasHayeH 45 nepesayum 3awmdpoBaHHbIX Ha napoae
3aKpbITbIX KJtouel 1 cepTudnkatos (Ppaibl C paclUMPeHNaMUN .pEx, .pl2). Painbl popmara

PKCS#12 popmMmpytoTca B COOTBETCTBUM C PeKOMeHAaLMAMN TeXHNYeCcKoro KomuTeTa no
ctaHgapTtusaumm (TK 26) «KpunTtorpadurueckas 3awmrta nHbopmaymm».
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Mpumeyanue. dalinbl popmata PKCS#12, He cooTBeTcTBYOWME pekoMeHaunam TK 26
(Hanpumep, pannbl, cozgaHHble B MO komMnaHun «KpunTokom»), He NOAAEP>KMBAKOTCS.

B nporpamme ViPNet CSP MoOXeT Ncnosib30BaTbCs HEOrpPaHNYEHHOE KONMYECTBO CEPTUPUKATOB U
KOHTEMHepOB katoyel. B 3ToM cnyyae npu nognmcaHum foKyMeHTa HEOOXOANMMO BblIGpaTh, Kaknm
MMEHHO KNOYOM OH ByaeT noanuncaH.
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LLIndposaHme 1 noanmcaHme
AOKYMEHTOB

Ans BbinonHeHWs GYHKUNIA WndpoBaHMA 1 NPOBEPKMN INEKTPOHHOM nognucn kpuntonposangep ViPNet
CSP ncnonb3yeT oTKPbITbIA KAHOY, HaxoasWwmics B ceptudukate (cMm. «CeptrndurkaT kakoya npoBepku
3/1eKTPOHHOW NoANMcK» Ha cTp. 218) Toro noab3osatens, KOTOPOMY ajpecoBaH 3amMdpPoOBaHHbIN
AOKYMEHT MM OT KOTOPOrO NMOCTYMNWUA AOKYMEHT C 3/IeEKTPOHHOW MOAMUCHIO.

Ana paclundpoBaHma 1 GOPMMPOBAHUA 31EKTPOHHOW MOAMUCK KpUNTONpoBaaep NnpuMeHseT
3aKpbITbIA K/IOY MOJIb30BaTeNsA, KOTOPbIV PaclUMGPOBBIBAET UAN NOANMCHIBAET JOKYMEHT (TOT KJItOM,
KOTOpbI ByaeT ykazaH caMVM MOJIb30BaTesIEM).

Ha pucyHke HMXe npeacTaBieHa CXxema 3alMeHHOro obMeHa JokyMeHTaMu Ha NpuMepe nepesaym
KOHPUAEHLMANBHOTO COOBLLEHNS 31EKTPOHHOMN NOYThI.

Ceresoe xpasunuule
ceptudukaros

@ |sfe== - @ BLTZ

(W)
3NOYMBILUNEHHUK

PucyHok 2. Cxema obmeHa 3aujujeHHoIMU 0OKyMeHmamu

Monb3oBatento A HeobxoaMMO NepesaTb Nosb3oBaTtento B koHPuaeHUmanbHoe coobuyeHne
3NEKTPOHHOM MOYTbI. 7151 3TOr0 NOJ/Ib30BaTENN BbIMOJHAKOT CAEAYIOLWNE AEACTBUSA:

1 Tonb3oBaTenb A 3anpaluvBaeT U3 CETEBOrO XpaHWauLLa cepTUdUKaT OTKPBLITOrO Kitoua
noJsb3oBaTens B v conoctaBasieT ero ¢ KOHTakToM B B cBOel MouToBoOM nporpamme.

2 [lonb3osatensb A 3awndpoBbIBaET AOKYMEHT C UCMOJIb30BaHNEM OTKPLITOro Kjatova u3 ceptudukara
nosib3osarens B.

3 lNonb3oBatesnb A oTnpaBAseT Noab3oBaTento B 3awmdposaHHOe cooblieHme.

4 Tlonb3oBaTenb B paclumdpoBbiBaeT JOKYMEHT C MOMOLLbIO CBOEro 3aKpbITOro Katoua.

Taknm o6pa30M, nosb3oBaTenb B nojay4yaer KOHq)I/I,D,EHLI,I/IaIIbHoe COO6LLI,EHI/Ie OT noab3oBaTtens A.
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Ecan COO6LLI,EHVIE nepexBaTuT 310YyMbILLUNEHHUK, NPOYNTATb NNCbMO eMy He yAacTCA, NOCKOJIbKY Yy HETO
HET 3aKpPbITOro K/ko4a nojib3oBaresiqa B.

Ecnv nonb3oBatens B He cMoxeT paclumdpoBaTth COObLLEHWE, MpULLesLLIee OT Noab3oBaTens A, 310
3HaUWT, YTO 370 coobLieHMe BbINO N3MEHEHO CTOPOHHMMM INLLAMW UAN NOBPEXAEHO B NpoLiecce
nepecobinkn. B 3Tom cnyyae nonb3oBatesb B MoxeT 3anpocuts y nonb3oBaTens A NOBTOPHYH OTMPaBKy
coobLeHus.

Mpouecc popMrpoBaHMA 1 MPOBEPKMN 3/IEKTPOHHON MNOAMNUCH NPEACTABAEH HUXKE.

Ceregoe xpanunuue
ceprudukaros

3 _gl

S <)
{!B_’ _ Rl -
) O 6/" ®(‘1 @> 1}/}:’\:_4)"
r - ;

1

M S
\

A Npoeepka
INEKTPOHHAA
INEKTPOHHORM
noanuck
1 noaANncH

D
PucyHok 3. [Mpoyecc popmuposaHus u npogepku 31ekmpoHHoU nodnucu dokymeHma

Monb3oBatento A HEOBXOAMMO 3aBEPUTb AOKYMEHT (Hanpumep, coobLieHre 31eKTPOHHON NoYTbI)
3NEKTPOHHOM MOAMUCHIO, A/ TOFO UTOBbI OCTa/IbHbIE MO/b30BATENN HE CMOT/IN BHECTU B HETO
N3MEHEHUSA U KaXKAbl MOT YAOCTOBEPUTLCS, UTO aBTOP AAHHOIO JOKYMeHTa — nosib3oBatens A. s
3TOrO NMOJ/Ib30BATE/IV BbIMOJHAIOT C/IAYIOLLNE AeACTBUSA:

1 Monb3oBatenb A noanuncbiBaeT JOKYMEHT CBOUM 3aKpPbITbIM KJ1HOYOM.

2 T[lonb3oBatens A oTnpasaseT JOKYMEHT BCEM 3aMHTepPeCcOoBaHHbIM anuam (nosb3osatenn B, C v D)
WAN BblkNagplBaeT Ans obuiero gocryna.

3 Tlonb3oBaTens B 3anpatwineaet CepTVIq)I/IKaT OTKPbITOro KjKo4a nonb3oBaTtens AB XpaHunauie
CepTI/Iq)I/IKaTOB, rae XpaHatca CepTI/I(I)I/IKaTbI, M3aaHHblE YAOCTOBEPAOLWNM LLEHTPOM.

4 [onb3oBatenb B npoBepser JOKYMEHT C MOMOLLbIO OTKPBITOrO KAtoUa Mosib3oBaTens A, KOTOpPbIN
HaxoauTcs B cepTudmkaTe nosb3osatens A.

Ecan npoBepKa npotlsia ycnewHo, 3710 03Ha4daeT, YTO aBTOp AOKYMEHTa — ,Cl,el7|CTBVITeJ'IbHO noab3oBaTesb
Awn AOKYMEHT He noaBepranca MsSMeHeHnaM ¢ MOMeHTa noAnncaHua.

Ecav npoBepka He yaanach, 3TO 03HaYaeT, UTO JOKYMEHT MBO He NPUHAANEXUT nosb3oBaTento A, nnbo
pesfakTMpPOBaCs CTOPOHHUMU AnLaMK, 160 Bbln MOBPEXAEH B NpoLiecce nepecbiikn. B aTom ciyvae
nonb3oBaTenb B MoxeT 3anpocuTb y nonb3osatens A JOKyMeHT NOBTOPHO.
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AYTEHTUYHOCTb U
KOHOWAEHLMANBHOCTb COEAVMHEHUN
TLS/SSL

Mpotokon TLS/SSL ncnonb3yerca ansa opraHM3aunm yaaneHHoOro 3ameHHOro CoegHeHns, HanpumMep
[0CTyNa K pecypcam yaaneHHoro cepeepa. [IpoTokon No3BoAsET NPOBECTU OJ4HOCTOPOHHIOK UK
B3aWMHY0 ayTEHTUOMKALNIO B3aUMOAENCTBYIOLLMX CTOPOH, a Takxke obecneunts KOHOUAEHLMANBbHYIO
nepegady nHbopmaunn. HeobxoaMMOCTb 3aLLMLLEHHOTO JOCTYMNa MOXET BO3HWKHYTb MPpU peannsaunm
obuero goctyna k 6a3am JaHHbIX MAN XPaHWUANULLAM, MPU CO34aHUN CUCTEM 31IEKTPOHHbIX NaaTeXxXen 1 B
APYTUX CyYasX.

B3aVIMO,CI,eI7ICTBI/Ie ABYX y3J10B Npwn 3aliMlieHHOM CoeANHEHUN NpeacTaBleHO Ha CXeMe HMXe.

@ 3anpoc 3aWMILEHHOND cogguHenna TLS

-

BE'EI'H.I'IHE‘HT *® ﬁwmmnauﬂg (npﬂaepm CDE.H.HHEHHH} E-eﬁ-{&pﬂep IS

A

___@ BoipaboTra OGWero Knoda WwHppoaaHMa .

_@ Cetonn oEMEHa [aHHBIMA

@ JABEPIIEHHE COBNMHEHHA

PucyHok 4. Cxema s3aumodelicmaus y3108 npu TLS-coeduHeHuu

Takum obpazom, ncnosb3oBaHme npotokona TLS/SSL, peannsyemoro cpeacTBamMun KpunTonpoBaligepa
ViPNet CSP, no3BosnseT rapaHTMpOBaTh HajeXHoe 1 CaHKLUMOHNPOBaHHOE COeANHEHME C YAaNeHHbIMU
CcepBepamMm U CTPOro OrpaHMUYEHHbIN AOCTYN K 3aLLMLLEHHbIM AaHHbIM.
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[ lpakTnyeckoe npruMeHeHne
ViIPNet CSP

>

BHumanwue! Ecan Bbl yctaHoBmAN nporpammy ViPNet CSP B coctase gpyroro MO ViPNet
1 XOTWTE UCMOJb30BaTh KPUMTOMPOBAMAEP B CTOPOHHUX MPUNOXKEHUSAX, CHayana
3anyctute yctaHoBouYHbIV darin ViPNet CSP n so6aBbTe KOMNoHeHT MNoaaepikka
pa6oTtbl ViPNet CSP uepes Microsoft CryptoAPI (cm. «/[lobaBneHue, yaaneHve un
BOCCTAHOBJIEHNE KOMMOHEHTOB MporpaMmbl» Ha cTp. 30). Ybeautecs, 4to B pasgene
[JononHutenbHo yctaHoBeH dnaxok Moaaepikka paboTtbl ViPNet CSP uepes
Microsoft CryptoAPI.

C nomouwbto nporpammbl ViPNet CSP Bbl MOXeTe BbINONHATL CAeaytoL e onepauum:

MoanuceiBaTh coobleHmns Microsoft Outlook, Outlook Express/Mouta Microsoft Windows/lMNourta
Microsoft Windows Live (cM. «3nekTpoHHas NoAnuch 1 WndpoBaHme B NOYTOBBIX MporpaMmax
Microsoft» Ha ctp. 120).

3awmndposbiBath cooblieHus Microsoft Outlook, Microsoft Outlook Express/Mouta Microsoft
Windows/lMouta Microsoft Windows Live 1 BnoxeHHble daiinbl (cM. «LLndposaHune coobuieHni
3/1eKTPOHHOW NMoYThl» Ha cTp. 137).

®opMupoBaTh 1 NPOBEPATL INEKTPOHHYH MOANUCH B NpuaoxeHusax Microsoft Office
(cMm. «IekTpoHHas noanuck B JokymeHTax Microsoft Office» Ha cTp. 105).

MoanuceiBate dopmbl Microsoft Office InfoPath (cm. «3nekTpoHHas nognuce B Microsoft Office
InfoPath» Ha cTp. 144).

MoanuceiBaTb Makpochkl B nporpammax Microsoft Word, Excel, Outlook, PowerPoint, Access,
Publisher un Visio (cM. «2n1ekTpoHHas noanucb Makpocos, GopMm 1 6a3 faHHbIx» Ha cTp. 143).

YctaHaBAMBaTb 3aluLeHHble Beb-coeanHeHns TLS/SSL, ucnonbsys cepsep IIS n 6paysep Microsoft
Internet Explorer (cm. «OpraHumzauns 3awmieHHoro coegnHerns TLS/SSL» Ha cTp. 153).

MoanucbiBaTh AOKYMEHTbI 1 BbIMOAHATL aBTOpM3aL Mo Ha EAMHOM nopTane rocyfapcTBEHHbIX U
MYHULMMNANBHBIX YCAYT C MOMOLLbIO YHUBEPCAZbHOW 3/1eKTPOHHOW KapThl (CM. «PaboTa ¢
YHUBEpPCaNbHOW 3NEeKTPOHHOM KapTon» Ha cTp. 159).

BbinonHaTb kKpuntorpapurueckme GyHKLMN B CUCTEMAX 3JEKTPOHHOIO oKyMeHToobopoTa
Docsvision http://www.docsvision.com/ n ViPNet 340 http://www.iitrust.ru/products/.

BbinonHaTe Kpuntorpadurueckme onepaumm, Heobxoanmble ans paboTbl Cay>K6bl cepTudrKaToB
Active Directory (cM. «Pa3BepTbiBaHue LieHTpa cepTudurkaumm Microsoft CA» Ha cTp. 103).
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YCTaHOBKa M 3armyckK
NPOrpaMmbl

YcTaHoBKa nporpammbl

O6HoBNEHMe NporpamMmmbl

[lobaBneHwue, yaaneHve n BOCCTaHOB/IEHME KOMMOHEHTOB MPOrpamMmbl
CoBmMecTMMOCTb € MporpaMMHbIM obecneyeHnem Kpunrtollpo CSP
YcTaHOBKa € MCNo/ib30BaHNEM KOMaHAHOM CTPOKM

3anyck nporpammbl
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YCTaHOBKa MporpamMmb|

B cnyuae ecan nporpamma ViPNet CSP BxoauT B coctas 10O ViPNet, oHa ycTtaHaBanBaeTcs
aBTOMaTMUecku B npoLecce passepTbiBaHus 31oro 0.

B cnyyae ecnn Heobxogmmo yctaHoBuTb nporpammy ViPNet CSP oTaenbHo, cnesyinte MHCTPYKLMAM,
npvBeAEeHHbIM B 3TOW rnaBe.

BHumaHme! Mpu yctaHoske ViPNet CSP Ha KOMMNblOTEp € OnepaLivoHHOR CUCTEMOIA

/A\ Windows, nokanunsaums KOTOPO OTIMYaeTCs OT PYCCKOR, A1 MPaBUAbHOTO
oTobpaxeHUs KUPUAAULIbI B MHTepdelice MporpaMmbl U3MEHUTE pernoHanbHble
HacTponkun Windows (cm. «PervioHasibHble HacTpoikm» Ha cTp. 207).

Ansa yctaHoBku nporpammsbl ViPNet CSP Bbl o/kHbI 061aAaTh NpaBamMu agMUHUCTpaTopa
OnepaLMOHHOMN CUCTEMBI.

Y106kl ycTaHoBUTL Nporpammy ViPNet CSP, BbinoaHUTe cnegytoLume AeicTBUS:

b
1 gaiin 0O
1 3anyctute ycTaHOBOYHbIN danin .

2 Ha ctpaHuue JluueHsnoHHoe cornaleHne Mactepa yctaHoBku ViPNet CSP o3HakoMbTeCh €
YCNOBUAMU INLLEH3MOHHOTO CornalleHuns. B ciyyae cornacus yctaHoOBMTE COOTBETCTBYHOLLMIA
dnaxok. 3aTemM HaxxmuTe KHorKy MNMpoaoKuTb.

3 Yro6bl NoC/ie 3aBepLIEHUNs YCTaHOBKM KOMMbIOTEP NMepesarpysunacs asToMatMyecky, Ha cTpaHuLLe
Cnocob ycTaHOBKU yCTaHOBMTE Gakok ABTOMaTUUECKU nepesarpysnTb KOMMbIOTEP nocse
3aBepLUeHms.

4 Ecam BbI XOTUTE HaCTPOUTb NapaMeTpbl YCTaHOBKWU, Ha CTpaHuLUe Cnoco6 YCTaAHOBKWU Ha>XMuUTe
KHOTMKY HaCTpOI/ITb N yKaxunTe cnegyroulee:

0  KOMMOHEHTbI NPOorpamMmMbl, KOTOPbl€ XOTUTE YCTaHOBUTb;
o NyTb K narike yCtaHOBKW NMpoOrpamMmMbl Ha KOMIMbHOTEPE,
o WMA NoJib30BaTena N Ha3BaHWe opraHunsayunn;

o0 Ha3BaHMe nanku nporpamMmmbl B MEHIO nyCK.

Bb

MOXeTe Bbl6paTb WIN OTKJIIOYNTL ciegyroline KOMIMOHEHTbI A4 YCTaHOBKK:

o MaHenb ynpaeneHus ViPNet CSP — ecnv oTK/Il0UUTb STOT KOMMOHEHT, ByAyT yCTaHOBAEHbI
b 6ubanotekn KpunTonposangepa 6e3 ucnonHsemoro darina ViPNet CSP. Takoli cnocob
YCTaHOBKM MOXeT BbITb MCNONb30BaH pa3paboTunkamu.

o TMopaepxkka pabotbl ViPNet CSP uepe3 Microsoft CryptoAPl — gobaenseT pyHKUMM,
Mo3BOJIAIOLLME NCMONBb30BaTh KpunTonpoBagep ViPNet CSP B CTOPOHHUX NMPUIOXEHUSAX,
HanpumMep B npuaoxeHusx Microsoft Office. KOMNOHEHT BkAtOUEH MO YyMOYaHWIO Npu
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otaenbHol yctaHoske ViPNet CSP n otkatoueH npu yctaHoske ViPNet CSP B coctase gpyroro
MO ViPNet.

MpumeyaHue. Ecam Bbl yctaHosuan nporpammy ViPNet CSP B coctase gpyroro MO
ViPNet 1 xoTuTe ncnosb3oBaTh KPUNTOMNPOBAMAEP B CTOPOHHUX MPUIOXKEHUSX,
HanpuMep B npuaoxeHunax Microsoft Office, 3anyctute ycraHoBouHbI dain ViPNet
CSP 1 fobaBbTe HEOBXOAUMBIA KOMMOHEHT (CM. «/JobaBneHune, yaaneHne n
BOCCTaHOBJIEHME KOMMOHEHTOB MporpaMmbl» Ha cTp. 30).

Moaaep>kka npotokona TLS/SSL —pobasnsieT GpyHKLUKW, NO3BOASIOLME OPraHN30BaTh

o
3aWmeHHoe coegnHeHne no nportokoay TLS/SSL (cm. «OpraHun3anms 3aLmnileHHOro
coeanHeHua TLS/SSL» Ha cTp. 153).

13! ¥eranoska ViPNet CSP =] @ ==

Brifiop KoMNOHEHTOE |I'Ian|ca YCTEHOBKM | WMHhopMawia o nonbsosaTens | Medto Tlyck”

BIbop KoMMoHEeHTOR

BblﬁEpMTE KOMMOHEHTEI, KOTOPEIE XOTUTE YCTAHOBMTE.

Eazoeble KomMnoHeHTsl CSP

MaHene ynpaeneHdn ViFNet CSP

MNopnepxra pabote ViPMNet CSP vepes MS Crypto API
QI MNoanepska npotokana TLS/SSL

YeraHosrka ViPNet C5P

MpocrpaHcTeo, Tpebyemoe ana ycraHoeku: 52 MB
MpocTpaHCcTED, AoCTyNHoe Ha awncke: 53389 MB

YCTEHOBWTE ceft4ac

PucyHok 5. Hacmpolika napamempos ycmaHosku ViPNet CSP

5 Yrtobbl HauaTb YCTAHOBKY, HAaXXMUTE KHOMKY YCTaHOBUTL ceiuac.

6 Ecan paHee Ha cTpaHuue Cnocob ycTaHOBKM Bbl YCTAaHOBUAM GaXKok ABTOMaTMUECKU
nepesarpy3uTb KOMMbIOTEP MOC/E 3aBEPLUEHUSA, MO OKOHYaHMM YCTaHOBKMN KOMMbIOTEP
nepesarpysutca aBToMatnyecku. B npoTMBHOM cayyae no OKOHYaHWKM YCTaHOBKMW NporpamMmma
npeasoXnT nepesarpy3nTb KOMMbLOTEP. B okHe coobLeHma o nepesarpyske HaxmuTe KHonky [Aa.

B pesysbTaTe BbibpaHHble KOMMOHEHTbI BYAyT YCTaHOB/EHbI.

MpumeuaHue. Eciv Ha kKoMMbloTepe HEOH6XOANMO CO3AaTb 3aMKHYTYHO MPOrpPaMMHYHO cpeay
ans cootBeTcTBUA TpeboBaHuam ®Cb Poccum Kk cpescTBam KpunTorpadbuyeckol 3almTbl
nHpopmaumm knacca KC3, gononHutensHo yctaHosute nporpammy ViPNet SysLocker.
MogpobHee o pabote ¢ ViPNet SysLocker cm. gokymeHT «ViPNet SysLocker. PykoBogctBo
aAMUHUCTpaTopa».
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OBHOBNEHME MPOrPaMMmbl

BHumaHwme! Mpn obHOBAEHNM € Nt06OW HecepTudMLmpoBaHHoW Bepcmm ViPNet CSP Ha
A TekyLLyr BO n3bexxaHne HepabotocnocobHocTn TLS/SSL-coeanHeHn Mbl peKOMeHayeM
yAannTb CTapyto BEPCUIO NPOrpaMMbl, @ 3aTeM YCTaHOBUTb HOBYHO.

Mpn HeobxoaMMoOCTK Bbl MOXeTe 06HOBUTL Nporpammy ViPNet CSP, 414 3TOro BbiMoAHWTE caegytowme
JencTeus:
':1:':;[
o o "‘(D o .
1 3anyctuTe yCTaHOBOUHbIN dawnn 60nee HoBoW Bepcum nporpammel ViPNet CSP. JloxanTecb

3aBepLUEHUNsA MOATOTOBKM K YCTaHOBKE.
2 B okHe O6HOBAeHUE HaxMUTe KHOMKY HauaTb o6HOBIeHMeE.

UYTtobbl Nocse 3aBepLUeHns OBHOBAEHNS KOMMbIOTEP Nepe3arpy3nacs aBToMaTn4ecky, yCTaHoBUTE
dnaxok ABToMaTUUeCcKu nepesarpy3nTb KOMMbIOTEP MOC/e 3aBepLUeHUs.

ﬁ)’craHoaKa ViPMNet CSP @

—EI_ O6HoBneHue

OBHapyxera npeasinywan sepoun ViPNet CSP. BymyT yoTaHoBneHb! HOBEIE KOMMNOHEHTEI MOBEDK
CTEPBX C COXPEHEHWEM MONEZ0BATENECKOM MHBOPMAELIAN.

HauaTb ofHOBNEHHE

| beTomaTuecki MEPEZArpy3iTe KOMNEDTED NOCNE S3EEPLUEHNA

PucyHok 6. ObHoeneHue npozpammel ViPNet CSP
3 JoxanTech 3aBeplueHMs OOHOBAEHNA NPOrpamMmbl.

4 Ecnu paHee Ha cTpaHuue O6HOBIEHUE Bbl yCTaHOBWAW GaaxkoKk ABTOMaTUUYeCKM nepesarpysmTb
KOMMbIOTEP MOC/e 3aBEPLUEHUNSA, NO OKOHYAHWUW YCTaHOBKM KOMMbIOTEP Nepe3arpysnTtca
aBTOMaTM4eckn. B npoTMBHOM cnyyae Mo OKOHYaHWM YCTaHOBKM NPOrpaMmMa npeanoxuT
nepesarpysuTtb KOMMbtoTep. B okHe cooblyeHna o nepesarpyske HaxXMuTe KHonky Ja.
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[lobasneHue, yaaneHme u
BOCCTAHOBJ/IEHME KOMMOHEHTOB
MPOrPaMmel|

Mpn HeOHXOAMMOCTUN Bbl MOXETE YCTaHOBUTbL UAW YAanUTb KOMNOHEeHTbI nporpammbl ViPNet CSP, a
TakXXe BOCCTaHOBWUTb NpOrpamMMy npu obHapy>XeHun NoBpexaeHni. [Ina yCTaHOBKY, yaaneHus
KOMMOHEHTOB UK A/ BOCCTaHOBAeHUs nporpammbl ViPNet CSP BbinosHWTe ciegytolme AencTBums:

1 3anyctute yCcTaHOBOUYHbIN dalin . . loxxamTech 3aBepLUeHMA NOATOTOBKM K YCTaHOBKE
komnoHeHToB ViPNet CSP.

2 B okHe N3meHeHue YCTaHOBJIEHHbIX KOMMOHEHTOB Bbl6epI/ITe Hy)KHbII\/’I NYHKT!
o ANA YyCTaHOBKW WK yaaneHnAa KOMMOHEHTOB Bbl6epI/1Te AOGaBVITb WAn yaaamtb KOMMOHEHTbI;
o [AN4 BOCCTAaHOBJIEHUA YCTAHOBJIEHHbBIX KOMIMOHEHTOB NPOrpamMmmbl Bbl6epI/ITe 06HOBI/1Tb;

o AndyjaneHuna BCeX KOMMOHEHTOB NMporpamMmbl Bbl6epI/ITe yAallMTb BC€ KOMMOHEHTbI.

15! Yeranoska ViPNet CSP =] = ]

E MameHeHWe YCTaHOBNEHHbLIX KOMMNOHEHTOB

@ MNo6aEuTs MM YASNMTE KOMITOHEHTH
,D,DﬁaBMTb HOBBIZ UMW YA3ANWTE YCTaHOBENEHHEIE KOMMOHEHTEI.

1 DBHOBMTL:

OBHoBMTE KOMMOHEHTEI, YCTAHOBWE HOBBIE EEDCMA NOBSDX CTaP6IC
C COXPIHEHMEM NoNbS0EaTENLCHOA WHPOPMELWK,

ABTOMETUYECKW NEPESArPYSATE KOMMEDTER NOCNE S3EEPLUEHWA

o

PucyHOK 7. V1ameHeHue YCMaHo8/1IeHHbIX KOMNOHeHMo8

YTtobbl Nocne 3aBepLUeHWs YCTaHOBKM KOMMbIOTEP Mepe3arpysnacs aBToMaTMyeckn, ycTaHoBuTe
dnaxok ABToMaTMueckun nepesarpysntb KOMMbIOTEP MOC/Ee 3aBepLUeHNs. 3aTeM HaXXMUTE KHOMKY
MpoponxunTb.
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3 Ecau Bbl yCTaHaBAMBaeTe UAUN yaanseTe KOMMNOHEHTLI MPOrpamMmel, Ha CTpaHuLie Bbibopa
KOMMOHEHTOB yKaXuTe Te, KOTOpble HEOHXOANMO A00aBUTL MAW YAaAWUTb. 3aTEM HaXXMUTE KHOMKY
MpoaoKUTb.

4 ,ﬂ,O)KAVITer 3aBepueHna yCTaHOBKN (BOCCTaHOBJ]eHVIﬂ, yAaﬂeHMﬂ) KOMMNOHEHTOB NporpamMmebl.

5 Ecau paHee Ha cTpaHuye I3meHeHMe ycTaHOBJ/IEHHbBIX KOMMOHEHTOB Bbl YCTaHOBWAW GAaXxoK
ABTOMaTUUYECKM Nepe3arpysnTb KOMMNbIOTEP NOC/E 3aBEPLUEHNSA, MO OKOHYaHUWN YCTaHOBKM
KOMMbIOTEP nepe3arpy3nTca aBTomaTnyeckn. B npoTmBHOM ciyyae No OKOHYaHWW YCTaHOBKM
nporpamMmma nNpeasioXnT nepesarpysvTtb KOMMbtOTEP. B okHe coobLyeHnsa o nepesarpyske HaxXMuTe
kHonky Aa.
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COBMECTMMOCTb C MPOrPaMMHbIM
obecneyeHnem Kpuntollpo CSP

Mporpamma ViPNet CSP moxeT ObITb yCTaHOBEHA Ha OAHOM KOMIMbIOTEPE C NPOTrPamMMHbIM
obecneueHmem Kpuntollpo CSP. OgHako Npu 3TOM HEOHXOAMMO cObNtoAaTh Cesyolme YCNOBUS:

e Ecan gnsa BeINONHEHWs KpunTorpaduyeckux onepaunin B NoAaep>X1MBaemblx MPUIOXKEHNAX
(cm. «[MMpakTrnyeckoe npumeHeHve ViPNet CSP» Ha cTp. 25) TpebyeTca ncnonb3oBaTtb
kpunTtonpoBanaep ViPNet CSP, B nporpamme ViPNet CSP B pasgene JonoaHUTENbHO A0/XEH ObiTh
yctaHoBaeH dnaxok Moaaeprkka pabotbl ViPNet CSP uepes Microsoft CryptoAPI. Mpwu 3ToM
ybeanTech, YTO Ha KOMMbIOTEPE HE YCTaHOBEH KOMMNOHEHT «COBMECTUMOCTb C MPOAYKTaMu
Microsoft», Bxoaawmia B MO Kpuntolpo CSP.

ViPNet CSP

(:ﬁ ViPNet CSP

Kpuntonpoeaigep ViPNet CSP npegHazHadeH ana peanusaumm kpuntorpadudecknx GyHKUMA
E onepaunoHHoi cucreme Microsoft Windows.

KoHTelHeps! kKikouei

ﬂOI‘IO:’IHMTE:’IbeIe MNapaMeTpbl
MoaknouaemMble yoTpoRcTEa

- HypHan paBoTel kpunTonpoBaligepa:
,ﬂET'-'IHK CNydamHBIX Yiucen

KypHanupoeaHue BCEX KpUNTOrpadn4ecknx onepaumi
NonoaAHMTeNBHO BO3MOMKHO 3HAYNTENBHOE CHIKEHNE NPOWSBOANTENBHOCTH,

X}prEﬂMpDEEHHE AO0CTYNA K KNHYam NoNb630B3TENA
HesHauwTensHoe cHMXEHNE NpoW3BE0IANTENBHOCTIH.

KypHanupoBaHue oTKNOYEHD
HanBonewwan NpoW3B0 UTENEHOCTE.

I Moanepsxka pabotel ViPNet C5P yepes Microsoft CryptoAPI I
Moagep:xka anroputmos 2012 roga s TLS-ceconax
Moagepskka TL51.2

’ MpoeepuTe daiinel nporpamMmel Ha LENCCTHOCTE ]

& OAC «WMHboTeKCs, 1991-2015 [ QK ] [ OTmeHa ] I MpUMEHUTE ]
Eepona 4.2 (2.33813)
CepuiHBIA HOMED:

PucyHok 8. MicnonesosaHue ViPNet CSP npu oOHospemeHHol pabome ¢ kpunmonposatidepom
Kpunmollpo CSP

e Ecaun and BbINOSIHEHUA KpUMNTOrpapuyuecknx onepauuin B MoAsep>KMBaeMbliX NPUNOXKEHNAX
TpebyeTcs ncnonb3oBaTtk kpuntonposangep Kpuntolpo CSP, Ha koMnbloTepe JosXKeH bbiTb
ycTaHoBseH koMnoHeHT KpunTolpo CSP «CoBMecTUMOCTb ¢ npoayktamun Microsoft». Mpu 3tom B
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nporpamme ViPNet CSP B pa3gene lononHuTenbHO A0/XeH 6bITb CHAT Gaxok Moaaepikka
pa6otbl ViPNet CSP uepes3 Microsoft CryptoAPI. Kpome Toro, ans nognucn gokymeHtos Microsoft
Office HeobxoaNMO AONONHUTENBHO YCTaHOBUTL Nporpammy Kpuntolpo Office Signature.

BHumaHue! He cnegyet ogHOBpEMEHHO yCTaHaBAMBaTb Ha KOMMbHOTEP KOMMOHEHT
/A\\ Kpuntolpo CSP «CoBmecTUMOCTb ¢ npogykTamu Microsoft» n B nporpamme ViPNet
L, CSP yctaHaBavBath dnaxok Moaaepkka pabotsbl ViPNet CSP uepes Microsoft
CryptoAPI.

Mo ymonuaHuto npu yctaHoske ViPNet CSP Ha koMnbtoTep ¢ yXe pa3BepHYTbIM KpUMNTONpPOBangepom

Kpuntolpo CSP dpnaxok Moaaepxkka pabotbl ViPNet CSP uepes Microsoft CryptoAPI cHsT. Eciv Bbl

xoTute, utobbl Npu yctaHoske ViPNet CSP daaxok Moapepikka pabotbl ViPNet CSP uepes Microsoft

CryptoAPI aBTOMaTMUeCKM yCTaHaBAMBAACA U KpunTorpadpuyeckne onepawumm cpasy HaumHam

BbINONHATLCA C MOMOLLLIO KpunTonposargepa ViPNet CSP, 3anyctute daiin ycTaHOBKM B KOMaHAHOM

CTPOKe C JOMNO/JIHNTENbHbIM NapaMeTpoM INJECT HOOK OFF=Yes. [IpyMep KOMaHZAbl yCTaHOBKM:
setup.exe INJECT HOOK OFF=Yes

CepTtndukaTbl Nonb3oBaTtenel, ChopMrpoBaHHble B yaocToBepstoLiem LieHTpe Kpuntollpo no 3anpocy

13 nporpammbl ViPNet CSP, MoryT ncnonb3oBaTbCs A8 NOAMUCH C MOMOLLbIO KpuntonpoBarigepa ViPNet
CSP. AHanornuHo ceptuoukatbl, cGOpPMUPOBaHHbIE C MOMOLLbLo nporpammsl ViPNet YaoctoBepstowmin n
KJIHOUEBOW LLEeHTpP No 3anpocy 13 nporpammbl Kpuntollpo CSP, moryT ncnosnb3osatbes B Kpuntolpo CSP.

MpumeuaHne. KoHTenHepbl knrouen, cGopMUPOBaHHbIE C MOMOLLbIO
kpuntonposarigepa ViPNet CSP, HeBO3MOXHO MCMO/b30BaTh B MPOrpaMMHOM
obecneuernn Kpuntollpo CSP.
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YCTaHOBKA C MCMOIb30OBaHMEM
KOMaHZAHOW CTPOKM

Mporpamma ViPNet CSP mMoxeT BbITb yCTaHOBEHa M3 KOMaHAHOW cTpokun Windows ¢ ykasaHueMm psga
CTaHAAPTHbIX NapameTpoB ycTaHoswka Windows.

Tabsauya 3. [Napamempesi pexuma ycmaHoeKku

Mapametp OnuncaHue
/an YcraHoBka 6e3 geMoHcTpaumm nHtepdeiica (Silent mode).
/ab YcTaHOBKa C MUHMMabHbBIM MHTEPDENCOM (Ha SKpaHe NPUCYTCTBYET TONbKO

CTaHAAPTHbBIN MHAMKATOP Nporpecca U MHGOPMaLMOHHbIE COOBLLEHMS).

/af YcTaHOBKa € NOJIHBIM MHTEPHENCOM (MO YMOAYAHUIO).

Tabauya 4. Napamempesl nepesazpy3ku

Mapametp OnwucaHue
/norestart OTk/tOUEeHNe Nepe3arpyskin Noc/ie 3aBepLUEHNN YCTaHOBKM.
/promptrestart  Bpigog AManoroBOro OKHa C 3aNpocoM Ha nepesarpysky.

/forcerestart Mepesarpy3ka KOMMbIOTEPa MNOC/IE YCTaHOBKU Y MPUHYANTENBHOE 3aKpbITUe
APYTUX NPUAOXKEHUI 6e3 coXpaHeHNs OTKPbIThIX $haioB. [JaHHbIn napaMeTp
JEeNCTBYET TOIbKO B COYETAHMUN C MapaMeTpoM /gn.

I'Ipvlmep KOMaHAbl yCTaHOBKW:

setup.exe /gn /norestart
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3anyck NporpaMmmb|

[Ans 3anycka nporpammbl ViPNet CSP BbINosHWTE OAHO U3 AENCTBUIA:

e Ecau Bbl ncnonbsyete onepaumoHHyto cuctemy Windows 7, Windows Server 2008 R2 uaun 6onee
paHHeW Bepcun, B MeHto MNyck BbibepuTe Bce nporpammebl > ViPNet > ViPNet CSP > ViPNet CSP.

e Ecau Bbl ncnonbsyete onepaumoHHyto cuctemy Windows 8, Windows Server 2012 nan 6onee
no3gHel BEpPCUN, Ha HaYaNbHOM 3KpaHe OTKPOKTe CNMCOK NpunoxeHuii n Boibepute ViPNet >
ViPNet CSP.

MpumeuaHue. Bo Bpems ycTaHOBKM MNONOXEHWE NpOorpamMmMbl B MeHto Myck uan B
CMMCKe NPUAOXEHWI MOTN0 BbiTb U3MEHEHO.

Ecau Bbl yctaHoBman ViPNet CSP B coctase apyroro MO ViPNet, otaenbHol permcrpaumm nporpamMmmbl He
Tpebyetcs. Ecam Bbl yctaHoBuam ViPNet CSP otaenbHo, npu nepsoM 3anycke otkpoetcs okHo ViPNet CSP
C NpeaIoXXeHneM 3aperncTpmpoBatb nporpammy (cM. «Pervctpaunsa ViPNet CSP» Ha cTp. 36). Bl
MOXeTe NepenTn K perncTpaunm nporpaMmMbl AM6o Hauatb paboTy C AeMO-Bepcuel NPorpaMMbl

(cM. «3auem Hy>xHO peructpupoBatb ViPNet CSP» Ha cTp. 37).

(i ViPNet CSP [===al
T = - - - 2 2

—~ A= F—-I"'h-'l

N e N

e T = e

3Ta NporpamMMa AENAETCA NONHOBYHKUMOHENEHOIA AeMo-Bepaiei
Ha 14 aneit, HanomuHaeM, HTe A0 OKOHYEHWA CPOKE MCMONb30BEHHS
HE3apErMcTPMPOSaHHOIA BEPCMK NMPOrPaMMEl OCTANoCs AHel: 14,

(@) 3apervcTpuposaTh ViPNet CSP
(2) 3anycTume ViPNet CSP

[ Hanee ]’ OTMeHa ][ Cnpaska ]

PucyHok 9. 3anyck He3apezucmpupoeaHHol eepcuu npoepammel

/\g BHumaHme! Mpu o6HoBAeHUM nporpammbl ViPNet CSP moxeT notpeboBatbcs
NOBTOPHas perncrpauma.

Mocne 3anycka nporpaMmbl 0TKpoeTcs rnaBHoe okHo ViPNet CSP. HauHuTe paboTy ¢ nporpammoli ¢
YCTaHOBKW KOHTeNHepa Karouen n ceptndumkata (CM. «YCTaHOBKa KOHTEMHEPOB KAOYEN U
ceptndurkaToB» Ha cTp. 59).
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Pernctpauma ViIPNet CSP

Mpexae vem perncrtpupoatb ViPNet CSP 37
MNMonyyeHne Koga perncrpaumnm 39
Perncrpaumsa ViPNet CSP 46
ABTOMaTMYecKas permcrpaLms B npoLecce yCTaHOBKM NPOrpamMmbl 49
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[ Tpexae yem perncTpmpoBaTts
ViIPNet CSP

3a4eM HyXHO pernctpmposaTb ViIPNet CSP

Mocne ycraHoBku ViPNet CSP Ha koMnbroTep NporpammMa paboTaeT B AeMO-PexXmnmMe, TO ecTb CPOK ee
NCNONb30BaHWS OrpaHnYeH AByMs Hedenamu. 3apernctpuposatb nporpammy ViPNet CSP Bbl MoXeTe B
Ntob0on MOMEHT, 1 TorAa nporpamma 6yaeTt AOCTyNHa AN UCMOb30BaHNA HEOTPaHNUYEHHOE BPeMS.

MbI pekoMeHAYeM MOCTYNUTb CeayroWwyM obpasom:

o ycraHoBute ViPNet CSP 1 nonb3yiitecb He3aperncTpMpoBaHHOW BepCHei NporpamMmmbl, UTO6bI
OLEHUTb BO3MOXHOCTU M NMPENMYLLECTBA NPOAYKTa;

e [0 UCTEYEHMM CPOKa AEUCTBUA AeMO-BepCumM 3apernctpupyite Bawy konuto ViPNet CSP.

MpumeuaHume. Takxe CyLLECTBYEeT BO3MOXHOCTb 3aperncTpupoBaTh NporpamMmmy B
aBTOMaTMUECKOM pexXMMe BO BPEMS YCTaHOBKM (CM. «ABTOMaTUYeCKas perncrpaus B
npoLiecce yCTaHOBKM MporpamMmbl» Ha cTp. 49).

Hauaso perncrpaumm

Mpumeuanue. Ecim nporpamma ViPNet CSP noBTOpHO ycTaHOB/EHa Ha KOMMbIOTEP, Ha
KOTOPOM OHa y>e bblf1a 3aperncTpupoBaHa, Bbl MOXeTe UCMO/Ib30BaTb
perncTpaLMoHHble JaHHble, COXPaHEHHbIe B daine * .brg (cM. «CoxpaHeHune

PErNCTPALIMOHHbBIX JaHHbIX» Ha CTp. 47).

Ecnv Bbl NpoBesiv 06HOBAEHWE KOHDUIYpaLMK KOMMbOTEPA, Ha KOTOpOM byaeTe
ncnonbsoBaTb ViPNet CSP, o3HakoMbTech ¢ pa3genom Ecam koHdurypauma Ballero
KOMMbtOTEpa M3MeHunach (Ha cTp. 48).

Y106kl 3apernctpuposatb ViPNet CSP, ncnonb3ys cepuiiHblini HOMep, NOAyYeHHbI BO BPeMS 3arpy3ku
nporpammel ¢ Beb-carta OAO «MHPoTeKC», cnepyiite NpUBEAEHHBIM HUXE YKa3aHUAM.

1 3anyctute He3aperucTpupoBaHHyto nporpammy. MNossutcs okHo ViPNet CSP.
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Liy ViPNet CSP

\ 3 :y

3Ta NporpaMMa AENAETCH NONHOYHKLMOHENEHOM AeMo-Bepaiei
Ha 14 AHel, HaNoMMHEEN, YT A0 OKOHYSHWA CPOKS MCNoNL30BaHUA
HE3aPErMCTPMPOSEHHON BEPCMM MPOTPaMMEl OCTaNnocs AHel: 14,

@ 3apervcTpuposaTh ViPNet CSP
(0) 3anycTuTs ViPNet CSP

[ Hanee ]’ OTMeHa ]’ Cnpaeka ]

PucyHok 10. Beizoe Macmepa peaucmpayuu

2 Bbibepute nyHKT 3apeructpuposatb ViPNet CSP 1 HaxmuTe kHonky [Janee. byaeT 3anyLieH mactep

Peruncrpaumsa ViPNet CSP.

=S

Perucrpauma ViPMet CSP
L [
’ [ Perwctpaumn ViPNet CSP
"v - Bac npueeTCTEYET MACTER, KOTOPLIR MOMOXET
saperucTpupoEate ViPMNet CSP.
Ina pervcTpaum HeoGXo QMo NOMyUYNTE CEPUAHEIR HOMEP.
Ecnuny Bac yxe ecTs cepuitHeiil HoMep, cnedyeT caenams
SAMpOC Ha PErMCTPaLMI B duphy " HboTeke™ u nomyyiTs
0.4 PETMCTRELAN, MOCE YSr0 S3PETMCTPMPOBATE MPOAYKT.
R — BeiGepuTe HyxHyto onwao 1 Haxmute "Oanee”.
j— @ MonyunTs ceprittsli HoMep (GecnnatHo)
P 2‘/ () 3anpoc Ha perncTpawto [MonyukTs Ko perkcTpaLmm)
" = () 3apervcTpuposath
i
[ < Hasan " Hanee = J [ Omvena ] [ Cnpasxa

PucyHok 11. lNepsas cmpaHuya pecucmpayuu

3 BbINOAHWUTE OAHO U3 CEAYOLIUNX JENCTBUM:

o Ecnv nepes 3TUM Bbl MOAYYMAN CEPUIHBIV HOMEP, BbIGEPUTE MYHKT 3anpocC Ha perucTpauuto
(nonyuntb Kog, perncrpaummn) (cMm. «lonyveHre Koga perncrpauum» Ha ctp. 39).

MpumeuaHwue. Eciv Bbl cenaeTte 3anpoc Ha pernctpaumio yepes VIHTepHer,
peructpaums ViPNet CSP byaeT npoBeseHa aBToMaTnyecky 6e3 Ballero yyactus.

o Ecav nepes 3TUM Bbl MONYYUAN CEPUIAHbBIA HOMEP W KOZ PEFMCTPALLUK, BbIBEpUTE MYHKT
3apeructpupoBatb (cM. «Peructpauums ViPNet CSP» Ha cTp. 46).
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[ lonyueHwe koda perncrpanmm

Y106kl 3anpocutb koa pernctpaunm ans ViPNet CSP, BbInofHUTE CreaytoLLne AencTBus:

1 Ha ctpanuue Peructpauus ViPNet CSP BbibepuTte 3anpoc Ha perncrpauuio (noayunTb Koa
perncrpaummn) 1 Haxxmute KHonky fanee.

2 Ha ctpaHuue Cnocob 3anpoca Ha perucTpaumio Bbibepute NoaxoAALLMIA N5 Bac cnocob. s
3TOro YCTaHOBMWTE MepPeKatoYaTesb B O4HO U3 MOJIOXEHWI:

o Yepes UHtepHert (online) (cMm. «[MonyuyeHne koga pernctpauum vepes ViHtepHeT» Ha cTp. 39).

o Mo anekTpoHHOM Noute (cM. «[loslyueHne Kofa perncTpaLmm no 31eKTPOHHON noyTte»
Ha cTp. 42).

o o tenedoHny (cm. «[MonyuerHne koga pernctpaymm no tenedoHy» Ha CTp. 43).

o MYepes daiin (cMm. «Peructpaums vepes panin» Ha cTp. 44).

Permcrpaumna ViPMet CSP @
Crnocof sanpoca Ha permcTpausm ‘
BriBepiTe cnocof 3anpoca Ha perucTpRaLMID. 4! ('

@ Yepes WrrepHeT (onling)
() Mo 3nexTpoHHoA NouTe
() Mo TenedoHy

() Yepes daitn

[ < Hasan ][ [anee > ] [ OmveHa ] [ Crpaswa

PucyHok 12. Belbop muna 3anpoca Ha pe2ucmpayuto

3 Haxwmure kHonky [lanee.

[TonyueHme Koaa pernctpaummn depes HtepHert

/A\ BHumaHue! [ns gaHHOro cnocoba permcrpauum Heobxoanm focTtyn B IHTepHeT.

Ecau BbI BbIGpanu cnocob pernctpaumm Yepes UHtepHet (online), oTkpoeTtcs cTpaHuua
PerncrpaumoHHbie gaHHble.
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Perncrpaumn ViPNet CSP (3]
PerucTpaumotHse gaHHme ‘
=

JanonHuTe pervcTPauMoHHEIE faHeie. Ecnn y Bac HeT cepuiitoro Homepa, 3
BEPHUTECE B HAYano MacTepa PerucTRaLMM.

Ko koMneroTepa: 4WHG2WE-BMZNNTK-7DRMO2X-T7ETBNS-5WG46GM-6ABIRY2
MNonesoBatens: Admin

OpraHusauma; Compary

2nexTpoHHaA nouta”  admin@company.nl

Cepuittsii Homep™ |

DpronHmTensHsle
CEEEHAR:

*DBAzaTensHD ANA SaNONHEHWA.

< Hazan Oanee = | Cmveqa | | Crpaexa

PucyHok 13. Beod pecucmpayuoHHbix 0aHHbIX

Ha cTpaHuue PeructpauyvoHHble gaHHble BbIMOAHUTE CEAYHOWNE AECTBUSA:

1 B nose CepuiiHbli HOMep BBEAUTE CEPUNHBIN HOMEp.

Mpumeuanue. CepuiiHbll HOMep BbigaeTcs npu 3arpyske ViPNet CSP ¢ Be6-cTpaHuLbl

OAO «NHpoTeKC».
Ecnn Bbl BBOAMAM CEPUIAHBINA HOMepP paHblLue, none CepuitHbii Homep byaeTt
3aMo/HeHO aBTOMAaTUYECKM.

2 B none MNonb3oBatenb BBeanTe Balle nMs. OHO ByAeT UCMOAb30BaTLCA NPU BbINYCKE ANLEH3UN U
Ana obpalleHns K BaM. 3anoaHeHne 3Toro noaa HeobasaTtenbHo. [1o ymonvaHuo B none
Monb3oBatenb oTob6paxkaeTcs UMs, KOTOpPOe Bbl BBEIM BO BpeMs yctaHoBkM ViPNet CSP.

3 B none OpraHusauus BBeAWTe Ha3BaHWe Ballel opraHusaLmun. 3anosHeHne 3Toro nonas
Heobd3aTenbHo. [1o ymonuaHuto B none OpraHusauua otobpaxkaeTca Ha3BaHWe, KOTOPOe Bbl BBEIN
BO Bpems yctaHoBku ViPNet CSP.

4 Bnone 3ﬂeKTp0HHaﬂ noyYTa BBeEAUTE Ball agpec 3J'IeKTpOHHOI7I MOoYThbl, KOTOprl‘/JI 6yp,eT MCNoJib30BaH
Ana CBA3WM C BaMU B Cslydae HeO6XOAVIMOCTVI.

BHumaHume! Mbl He ByseM npogaBaTh WM PacipOCTPaHATh Ball afpec 31eKTPOHHOWN

/A\\ noutbl. OAO «NHPoTeKC» OTBETCTBEHHO MOAXOAWT K 3aLLmUTe BalLEN NNUYHOM
nHbopMaLmm 1 NPUHUMAET BCe Mepbl A8 NPeAOoTBpaLLeHNA HeCaHKLIMOHNPOBAHHOIO
JOCTyNna uav pasraaeHna nHGopmMaLmm, KOTOPYHO Bbl HaM NpeAocTaBaseTe.

5 B nose JlononHuTenbHble CBeAEHUA Bbl MOXETE yKa3aTb NH0OYH0 AOMOAHUTENbHYO MHbOPMALUIO.
Hanpumep, Baln KOHTaKTHble faHHble, COOOLLEHNE O BO3HMKLLIEN NpobaemMe nan noxenaHus,
Kacarolmecs nporpammHoro obecneuenms ViPNet.

B none Koa komnbtloTepa oTobpaxkaeTcs Kof, KOTOPbIN OfHO3HaYHO MAEHTUGULMpYeT BaLl
KOMMbLoTep. Bbl He MOXeTe M3MEeHUTb 3HaueHue 3TOro Nnons.
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6 Haxwmute kHonky flanee. OTkpoeTca CTpaHuLLa, 0TobpaxkatoLlwas cCOCTOAHMe 3anpoca Ha
pernctpaumio. Ha aTol cTpaHuLe BeAETCs OTCHET BPEMEHW C Havaa TekyLLen nonbITku
pernctpaummn. Obpatute BHYUMAaHME, UTO Ha YCTAaHOBAEHME COEMHEHWNS C CEPBEPOM OTBOAMUTCS He
6onee 3 MUHYT.

Perwctpaumna ViPMet CSP @
3anpoc Ha PErMCTPaLMID ‘
MoxanyiicTa, nogoxmte. PerucTpaws MoxeT SaHATE 3 MAHYTEL ‘f
I Lj AfeReee u
- ,
OstMnanqe noarmyerqs: B cek.
< Hazan Manee = | CmveHa | | Cnpaexa |

PucyHok 14. 3anpoc Ha pecucmpayuro Yyepes VIHmepHem

Ecnn B TeyeHme 3 MUHYT coeguHenme c cepsepoM cuctembl pernctpaumm OAO «NMHpoTeKC» He
6b110 YCTaHOBJ/IEHO, Bbl YBUANTE COOTBETCTBYIOLL,EE cOObLLeHMe.

Ecan coegnHeHne C cepBepoM YCTaHOBIEHO, NOMbITKa PerncTtpaunm MoXxeT OKasaTbCA Heyp,aqH0|7| B
cnyvyae BOSHUKHOBEHMA Cneayrolnx owmnbok:

o [lpegocTaBneHHble BaMU AaHHble OKa3aancb HeBepHbIMU. B 3TOM ciyuae nporpamma Bblgact
COOBLLEHNE C MPEANOXKEHNEM NPOBEPUTL BBEAEHHYO MHGOPMALIMIO.

B okHe coobuyeHus HaxmmTe kHonky OK, 1 Bbl BepHeTech Ha CTpaHuLy PerncrpaunoHHble
JAaHHble.

o BBeseHHbIV cepuiiHbI HOMEp YXXe 3aperncTpupoBaH. B atom caydyae nporpamma Bbigact
coobLeHME C NPeaNoXeHNneM HecnaaTtHO NoNYUNTb APYrov CEPUIHbIA HOMEP.

MepenanTe NO cCblKe, COAEPIKALLENCA B COOBLLEHNW, U caenaliTe 3anpoc Ha NoslyyYeHue
CEpUMHOro HomMepa.

Ecam pernctpaums npowwna ycnewHo, otkpoetca ctpaHmua Perucrtpauusa ViPNet CSP ycnewHo
3aBepLlueHa. Ha 3Toi cTpaHuLe NprBeAeHa pekoMeHaauumsa, kak 6e3onacHo CoxpaHUTb BaLn
perncTpaumoHHble gaHHble (cM. «CoxpaHeHve perncTpaLMoHHbIX JaHHbIX» Ha CTp. 47).

7 Haxmwute kHOMKy oToBO.
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[TonyyeHme koaa perncTpaLmm No 3NeKTPOHHOM

[ro4yre

BHumanwue! [lns gaHHoro cnocoba perncrpaymm Heobxoamm goctyn B IHTepHeT.

Ecawn BbI Bbl6pa}'ll/l crnocob perncTtpaynmn Mo 3ﬂeKTpOHHOI7I noyre, OTKPOEeTCA CTpaHMUa

PeFI/ICTpaLl,I/IOHHbIe AaHHbIe. Ha aT1oM CTpaHuLUe BbINOJHUTE Caiegyrouine Ael‘/‘ICTBI/IFIZ

1 BBep,I/ITe BCe€ JaHHble, KaK ONMMCaHO B pa3jene I'Ionyqul/le KOZa perncrpaunmn vyepes |/|HTepHeT

(Ha cTp. 39).

2 Haxwmute kHonky [lanee. B Bawwel noutoBol nporpaMmme ByaeT co3iaHO HOBOE COObLLEHME

3NEKTPOHHOW NMOYTbI, COAep>Kallee yKaszaHHble BaMU PErMCTPaLMOHHbIe AaHHble. CoobLyeHre byaet

aZpecoBaHO Ha 3/IeKTPOHHbIN MOUTOBbLIN AWMK reg@infotecs.biz.

,_,‘ Permcrpaumna ViPMNet

¥ Ormnpaene

Komy:
Konua:

Tema:

®aiin  [paska Bwg Becraska @opmar  Cepeuc  CooBlueHne

IFIE

Cnpaeka

!rea@infotecs.biz <req@infotecs.biz>;

|Peru1CTpaL|,m;| ViPMet

Times New Roman

Bepcua: 4

Tonezoparens: Admin
Oprammzara: Company
TIponver: ViPNet CSP

-2 -] Bl XK U

Cepuiinerit Homep: X O0- 30003000 F00K
Kop roumnerotepa: 4R3YXGS-SMZNNTK-6QNMWAH-TTETENS-6EMAQHM-6ABIRY2
JomONHHUTENEHELE CEEIeHIA:

Harroe micsMo chopMIpoBaHe CHCTEMOI PerMcTpaliuH mponyETos ViPNet.
Jlna ycriemHoil perucTpaliy ero HeodXooHMo OTIPaEHTS.
ITiceMo He peKOMEHIYETC PEAKTHPORATE.

m

PucyHok 15. 3anpoc Ha peaucmpayuro No 31eKmpoHHOU noyme

.f BHumaHme! Mbl He pekomeHayeM peAakTMpoBaTh COOBLLEHNE C PerncTpaLoHHbIMK

AAHHbIMW.

3 [lna 3aBeplueHMsa permcTpauum oTnpasbTe 3TO coobuieHme. Nocne NpoBepkyn BalLmX

PErnMcTpaumMoOHHbIX AaHHbIX Bbl NOAYYUTE KOA pPeErncTtpaumnm no 3J'IeKTpOHHOIZ rnouyre.
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BHumaHme! Ecv B Te4eHMe HeCKObKMX JHEN Bbl He MOYUYNAN OTBET OT KOMMaHUM
/ﬂ\ «NHPoTeKC», nonbiTaiTecb CHOBa OTNPaBUTbL CBOE coobLeHne. s 3TOro NoBTOpUTE

BCe LWaru, onucaHHble B AaHHOM pasgesne. Eciv nocne 3Toro Bam Bce Xe He yAanochb

3apeructpupoBaTtb ViPNet CSP, obpatutech B cnyxby nogaepxkn OAO «MHPoTeKC».

4 Monyums coobLyeHMe C KOAOM perncTpauum, sapernctpupymte sawy konuto ViPNet CSP
(cm. «Pernctpauma ViPNet CSP» Ha cTp. 46).

[TonyueHme koaa pernctpaLmm no tenedory

Ecnm Bbl BbIBpann cnocob peructpaunm Mo TenedoHy, OTKpoeTcs cTpaHuLa 3anpoc Ha perncrpauumio rno

TenedoHy, CoAep>KaLLas AaHHble, KOTOPbIE Bbl AZOMKHbI ByaeTe coobwmnTb coTpyAHNKY OAO
«NHpoTeKC».

Pernctpauwa ViPMet CSP

3anpoc Ha PEruCTPaLMIo No TENeMoHy
MozsonuTe & dupry "MhoTerc" no Tenemony (435) 7376152 v coobuwwmTe
MHpOPMELWD ANA perncTpawm. Bam GygeT cooflueH Kog perucTpaumd.

CoofLuMTe MHPOPMELID ANA PerMCTPaLMA

MonesoEatens: CoofilaeTcA NoNES0EaTENEM
OpraHuzawn: CoofilaeTcA NonsS0EaTensm
MpomykT: CoofiluaeTcA NoneEs0saTenem

Bepcua nporparme: 4
Koa komneiotepa:  4WSG2ZWSE-BMZNNTK-7DRMO2X-77ETENS-5WG46GM-6ABSRY.

Cepuiteii Homep ©  CooBllaeTcr nonb3oBaTensm

* NossoHus B "MHboTeke”, Bel fom¥HE cooBlUNTE CEPUAHEIR HOMEP, KOTOPEIA NoMyYaT
npw1 NoKynke nporpamme. Ecnu y Bac HeT cepuitHoro HomMepa, BEPHUTECE B HAYano
MacTepa perkcTpaLMI.

’ < Hasan ][ Lanee > ] ’ Omvera ] ’ Cnpaexa ]

PucyHok 16. 3anpoc Ha pecucmpayuro no menegoHy
BbimonHWTe cneayrolne fericTBmA:

1 Mo3BoHute B OAO «MHdoTeKC» no tenedoHy, npnBeseHHOMY B BEPXHEN YaCTW CTPaHULbI, U
coobLLMTe perncTpaLmnoHHyto nHdopmaunio. B oteet Bam byseT coobLueH KoA perncrpauum.

2 |_|OJ'Iy‘-II/IB KOA perncrpaunn, HaxxmMmnTe KHOMKY ,D,a.nee, OTKPOETCA CTpaHWnLa 3aper|/|CTp|/|pOBaTb.
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Kop koMnewoTepa:

CepMitHbiA Homep:

Perucrpaumn ViPMet CSP (3]
YikawmTe cepuitHbill Homep, Kog perwcTpalwm u HaxevmnTe "Hanee”. ‘!

ORI ARHA XN,

AR3YXGE-BMZNNTK-6QNMWAH-77ETENS-6EMAQHM-6ABIRY2

Koo pervctpawm: |

[ CmmeHa ] [ Cnpaexa

PucyHok 17. Beod peaucmpayuoHHozo koda

3 Ha CTpaHuue 3aperv|crp|/|pOBaTb BBeAgNTEe Balln CepMIZHbII;I HOMEP 1 KOA perncrpaunn, satem

HaXxmuTe KHonky fanee.

[i]

MpumeyuaHwue. Ecav Bbl BBOAWAN CEPUIiHBIA HOMEP
6yAeT 3anosiHeHO aBTOMaTMYeCcKw.

paHblue, nose CepuiiHbii HOMepP

Ecan BBegeHHbIe faHHbIe BepHbI, OTKpoeTca cTpaHuua Pernctpauymsa ViPNet CSP ycnewHo

3aBeplueHa. Ha 3Toi cTpaHuLe NprBeAeHbl peKkoOMeHAaLmm, Kak 6e30MnacHO COXpaHWTb Ballu

perncTpaumoHHble gaHHble (cM. «CoxpaHeHre perncTpaLvoHHbIX JaHHbIX» Ha CTp. 47).

4 Haxmwute kHonky lFoTtoBo.

Permnctpauma yepes Gan

[ns Toro utobbl 3apernctpuposatb ViPNet CSP uepes daitn, BbINOAHUTE CeayroLLne AeACTBUS:

1 Ha ctpanuue Cnocob 3anpoca Ha pervctpauuio Bbibepute Yepes dain n Haxmute kHonky [anee.

2 Ha CTpaHuue PeFVICTpaLI,VIOHHbIe AaHHble BBeAUTE BCe JaHHbIE, KaK ONMNCaHO B pa3aene ﬂOJ'IyLIeHl/Ie

Koga pervctpaumnmn yepes IHTepHeT (Ha cTp. 39). Haxxmute kHonky [lanee.

3 Ha CTpaHuue CoxpaHeHme pPerncTtpaumMoHHbIX AaHHbIX HAaXXMUTE KHOTKY 0630p N yKa>XuTe rnariky, B

KOTOpoW 6yaeT coxpaHeH dain ¢ BaWMMN PerncTpaLMoHHbIMU AaHHbBIMW.
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Perucrpauma ViPMet CSP

CoxpaHerme permc TpaLMOHHBIX AEHHBLIC
YiakuTe Nanky ANA COMPEHEHWA PEMMCTRELMOHHEE ASHHLLC.

Manka AnA COXPaHEHMA $alNa C PErMCTPALMOHHEIMN ASHHEIMM:

=S

PervcTpaumonHsle ganHsle ByayT coxpaqeHtl & $afne c nMeHem
pree ettt e et et

Ofsop...

[ CmmeHa ] [ Cnpaexa

PucyHok 18. CoxpaHeHue pe2ucmpayuoHHbIX OaHHbIX

YkazaB nanky, HaXxxMuTe KHOMKY Ll,anee. PeFI/ICTpaLI,I/IOHH

ble JaHHble 6y,£l,yT COXpaHeHbl B TEKCTOBOM

daline, UM KOTOPOro COBMaZAET C BalUMM CEPUIMHBIM HOMEPOM: <cepuiiHbli HOMEp> . txt.

Perucrpaumn ViPMet CSP
L »

OnosecvTe Bawero cucTemHoro agMMHMCTRaTORE O
CO30aHMH PEANE C PErMCTPALMOHHBIMA AaHHbIMK . Bam
ByReT MPERoCTABNEH ailn © KOAOM PErnCTRaLAM, Nocne
yero moxHo Gynet saperwcTpuposats ViPNet CSP. Mo
BCEM BOMPOCEM PErMCTPELMM Yspes $ain oGpallaiTecs K
Bawenmy cucTemMHoMYy 3AMWHWCTRATORY.

Bk

Mo apyruM BosHMKaLWKMM Bonpocam obpalaiTecs B PUpM
"WMHpoTerc”:

Web: ht; winfotecs

E-mail - soft @infotecs.u

Tenedwon: (4535) 7376152

Paxc: (455) 737-7278

Appec: 127287, r Mockea, Ctapeii [NeTposcio-
Pasymoscri np., gom 1723, crpoetue 1

"

loTos0

£2

y

PucyHok 19. [laHHele 01 pecucmpayuu dyepes ¢alin coxpaHeHsol

Ha cnegytowen cTpaHuLe Mactepa HaxmuTe KHonky FoToBo.

OTtnpaBbTe Qaiis, coaep>Kallin perncTpaLMoHHbIe AaHHbIE, Ha afpPec 31eKTPOHHOM NoYThl

reg@infotecs.biz. B teme coobiueruns ykaxute: ViPNet Registration Using File.

Mocne o6paboTkum 3anpoca OAO «NHPoTeKC» Bbl nonyumnte cooblyeHre, B KOTOPOM COAepP>KNTCA

KOA pervcrpaumm.

MonyumB kog pervcrtpaymm, 3apernctpupymte ceoro konuto ViPNet CSP (cm. «Pernctpauumsa ViPNet

CSP» Ha cTp. 46).
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Pernctpaumsa ViPNet CSP

Monyums ot OAO «MHoTeKC» kog perncrpaLmm, Bbl MOXeTe 3aperncrpmpoBats Bally konuio ViPNet
CSP. Ansa 3TOrO BBINONHUTE CNeAytoLwmne AeCTBUA:

1 3anyctute mactep Peructpaumsa ViPNet CSP (cm. «Hauano peructpauun» Ha ctp. 37).
2 Ha nepBoi cTpaHuue MacTepa Bbibepute 3apernctpupoBsatb 1 Haxkmute kHonky fanee.

3 Ha ctpaHunue CepuiiHblii HOMep BBeAMTE Ball CEPUNHBIA HOMEP W HaxXMuTe KHoMKy [Janee.

Permcrpaumna ViPMet CSP
CepwiiHbsi Homep

YikamuTe cepuitHEIR HomMep U HaxmuTe "Hanse”. Ecnu y Bac HeT cepuiiHoro
HOMEPE, BEPHATECE HAa MPEas! Ay Wwar.

CepMitHbiA Homep:
DM IK,

I < Hasan ” lanee = ] I OmveHa I I Crpaswa

PucyHok 20. Beod ceputiHo2o Homepa

|i| MpumeyaHue. Ecav Bbl BBOAUAN CEPUIiHBIA HOMEp paHblue, nosie CepuiiHbii HOMep
6y4eT 3arno/IHEHO aBTOMaTUYECKH.

4 Ha ctpaHuue Kog pervcrpauum BbINOJHUTE OAHO M3 CEAYHOLNX AeNCTBUN:

o Ecau Bbl 3anpalwmBanm kog perncrpauum yepes VIHTEpHET, Mo 31eKTPOHHOW NOYTE UK MO
TenedoHy, Boibeprte O6bIUHAA perucTpauus v BBeAWTE KOZ PerucTpauum.

o Ecau Bbl 3anpawwmBanm kog pernctpauum yepes daiin, Boibepute Peructpauus uepes dain,
3aTeM HaxxmuTe kHornky O630p v ykaxunTe nyTb K daiiny, cogepkalleMy KoJ pernctpaumm.
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Perucrpaumn ViPMet CSP

Koa perwctpawsm
YkawnTe koo pervcTpawm v HaxanTe "anee”. Ecnw y Bac ero HeT,

BEPHUTECE B HAYano MacTepa W BeiGepuTe onwan "3anpoc Ha perucTpawo”.

(@) OBbiuHan perucTpauma

YicakuTe Ko g4 pErMCTRaLN:

(7 PervcTpawn yepes daitn

Désop...

Hanee = [ CmmeHa ] [ Crpasxa

PucyHok 21. Bsod koda peaucmpayuu

5 Haxmure kHonky [lanee. Ecan ykasaHHble BaMU JlaHHble BEPHbI, OTKPOeTCa cTpaHuua Perncrpaums
ViPNet CSP ycnewHo 3aBeplueHa.

Permcrpaumna ViPMet CSP 3
L '

Permctpauma ViPNet CSP ycnewno
!‘ =apepleHa.
o
Bel zapericTpupoEan NporpaMMHENR npoaykT Wi Met CSP.
Ha cnyyail nepeycTaHoBKK NporpamMme!
pPEKOMEHOYETCA CAENATEL PESEPEHYIC KOMWo daina
csp brg © pErMCTPALMOHHBIMI JAHHEIMI, KOTOPLIA
HEXOAMTCA E NankKe, rae ycTaHoEneHa nporpamMma.

Cnacwbo 3a swifiop nporpammdora ofiecneseqna ViPNet.

Mo BCcem BO3HMKAIOLWMM BONPOCaM oBpaWaiTeCE B upMy

"MHpoTekc™:

Web: hit, vwinfotecs

I E-mail : soft @infotecs.

== - | Tenegon: (435) 7376152

_@J Paxc: (435) 737-7278

- . Aapec: 127287, r Mockea, Crapeit MeTposcko-

Pazymoscionid np., nom 123, cpoenme 1

PucyHok 22. 3asepwieHue pecucmpayuu
6 Haxwmure kHonky loToBo.

7 CoxpaHuTte perncrpaumnoHHble gaHHble (cM. «CoxpaHeHne perncTpaLnoHHbIX JaHHbIX» Ha CTp. 47),
CKOMMPOBAB B HaZileXkKHOe MecTO dalin * .brg, HAXOAALWMINCSA B Narnke ycTaHOBKMW nporpammbl ViPNet
CSP.

CoXpaHeHMe PermcTPaLmMOHHbIX AaHHbIX

Mocne 3aBepLUEHUNs perncTpaLmm NporpamMma CoXpaHseT PerncTpaLMoHHble AaHHble B panae *.brg,
KOTOpbI co3faeTcs B nanke C: \ProgramData\InfoTeCS\ViPNet CSP\.
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MpuMeuaHue. VimMs dalina * .brg 3aBUCUT OT BEPCUU NMPOTPaMMHOr0 obecnevyeHms
ViPNet.

Mbl pekoMeHayeM ckonmpoBaTh Gain perncTpaLMOHHbIX AaHHbIX B HAAEXXHOE MeCTO, Tak Kak OH MOXeT
6bITb Nosie3eH Npu nosTopHoM yctaHoBke ViPNet CSP (HanpuMep, ecaun Bbl XOTUTE NepeyCcTaHOBUTb
nporpammy B ApPYryto narnky uiv CHOBa YCTaHOBUTb MporpaMmy nocie GopmMaTmpoBaHms XeCcTkoro
avcka). B Takmx cnydasx cnegyeT 3aBepluntb paboTy C MporpaMMon, NMOMeCTUTb COXPaHEeHHbIN daitn
*.brg B Narnky, ykasaHHble BbIlle, M 3aHOBO 3anycTuUTb NporpaMmy. MNocne 3anycka nporpamma ViPNet
CSP 6yaeT aBTOMaTM4Y€ECKN 3aperncTpmpoBaHa (eciv perncTpauLmoHHble JaHHble BEPHbI N KOHPUTypaLus
KOMMbtOTEPA HE N3MEHWNACh).

[aHHble 0 perncTpaumnm (CepuHbIN HOMEpP, KOA KOMMbIOTEPa W TaK Jafee) TakKe COXPaHAHOTCA B
NPOTOKOJIEe PErMCTPaLNN reginfo. txt, KOTOPbLIN XPaHUTCS B TON XXe narnke, 4yto 1 ¢pann c paclimpeHnem
*.brg. Bbl MOXeTe ncnonb3oBath cogepxkalimecs B 3ToM daline gaHHble, YTOObl BPYUHYHO
3aperncTpupoBaTh NPOrpaMmy noc/ie nepeycTaHoBKY (HanpuMmep, ecan Gann *.brg NOTEPSH).

ECan KOHGUIypauma Bawero KoMnbrotepa
3MEHMNACh

O6HoBeHMe KOHOUIYpaLmMm KOMMbOTEPa, Ha KOTOPOM ycTaHoBJieHa nporpamma ViPNet CSP, moxet
cKa3aTbCs Ha ee paboTe. Ecan nsmerHeHne KoHPUrypauum 6biao 3HaUMTENbHbIM (Bbl 3aMeHUAN HOoNbLIYIO
4acTb KOMMEKTYHLLMX), HeobXxoAMMO nepeperncTpupoaTtb Bawly konuto ViPNet CSP (cm. «[MonyueHne
Koza peructpauunmn» Ha ctp. 39). Ecim nsmeHeHus B KoHouUrypaumm 6611 He6oNbWNMK, BaM HE HYXXHO
cHoBa peructpuposaTb ViPNet CSP.

Mpun nepsom 3anycke ViPNet CSP nocne HebobLIOro o6HoBAEHNA KOHUIypaLumn nporpaMmma Bblaact
coobLLeHre O TOM, YTO B CBA3M C U3MEHEHWNEM KOHOUIypaL M KoMMbtoTepa 6bla Co34aH HOBbIV daiin
* . brg. ITO 3HAUMNT, YTO NPEXHMI Gain PErncTPaLMOHHbIX JaHHbIX yCTapen, 1 Bbl He MOXeTe
MCMNoab30BaTh €ro AN perncrpaLmm NnporpamMmmbl NOCae NepeycTaHoBKN.

CkonvpyiiTe HOBbIN Gain *.brg B HagexxHoe MecTo. Ecau Bbl nepeyctaHoBute ViPNet CSP, BaM Hy><HO
byzeT ckonvpoBaTh 3TOT paiin B nanky yctaHoBky ViPNet CSP, n nporpamma byZeT 3apernctpupoBaHa.
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ABTOMAaTMYecCKas pernmcrpauma B
npoLlecce yCTaHOBKM MporpaMmbl

Ecnv BbI XOTMTE aBTOMATUYECKM 3aperncTpnpoBaTh NPOrpaMMy B NpoLecce yCTaHOBKW, Nepes Hayaaom
YCTaHOBKM NOAroToBbTe Pain perncTpaumm cspreg. txt C CEPUAHBIM HOMEPOM, MOJYYEHHBIM MPU
e

3arpyske nporpamMmmsl, 1 NeEPeMecTuTe ero B narnky ¢ yCTaHOBOYHbIM Ganiiom “&D ®aiin cspreg. txt
JOJ/DKEH NMETb BUA!

Serial Number: XXXX-XXXX-XXXX-XXXX

E-mail: email@copmpany.com

User name: <®JMO nojsp3oBaTesIA>

Company: <Ha3paHMe KOMIIAaHUM>

MpumeuaHue. Mons User name M Company He SBASIOTCA 0b0f3aTENbHBIMU.
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[lonyyeHwe ceptndukaTta 1
3aKPbITOrO KAroYa

MNopagoK NonyvyeHWs U BBOAA B AeMCTBME 3aKPbITOro Karoya n ceptndmkara 51
Co3gaHve 3anpoca Ha cepTnudurkat u GopMMpoBaHNE 3aKPbITOrO Kato4a 52
icnonb3oBaHume katouer NoANNCK NoAb30BaTeNs CETEBOrO y3/1a 57
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[ lopaa0K NoayyeHnda 1 BBOAA B
NEeVCTBME 3aKPbITOrO KJHo4Ya U
ceptTmoukaTa

YT06bl MMETb BO3MOXHOCTb noAnncbiBaTb 31IEKTPOHHbIE JOKYMEHTHI, HEO6XO,D,VIM 3aKprTbll7l KN4
nosb3oBaTend, a 414 NPpoBepPKN NOANMHHOCTM nNoANNCUN — CepTI/IqJVIKaT OTKPbITOTO K/KO4a.

MpuMeuaHue. Mopsaok NONyUeHUs U BBOAA B AelcTBUE cepTudMKaTa U 3aKPbITOro
K/NtOYa onpeAenseTca pernameHToM paboThl Ballero yAoCTOBEPAIOLLEro LeHTpa.
Mpexae yem popmMMpoBaTh 3aNpoC Ha Co3aaHne cepTndmKaTa, yTouHUTe y
aAMUHMCTpaTOpa YA0CTOBEPAIOLLLErO LeHTpa, MPUHMMAKOTCA N 3anpochl,
cbopMMpOBaHHbIe C MOMOLLbIO NMporpaMmel «Co3gaHve 3anpoca Ha cepTudurKkaT».

[ns Toro uto6bI NONYUNTH U BBECTU B AENCTBME HOBbIN CEPTUPUKAT UM OOHOBUTb YXKE MMEIOLLMIACS,
BbINONHNTE CiefytoLLme AeNCTBUS:

1 Chdopmupyite darin 3anpoca Ha ceptudukat B nporpamme «CosgaHue 3anpoca Ha cepTudumkar»
(cm. «Co3paHue 3anpoca Ha cepTudurkaTt n GopMMpoBaHME 3aKPbITOro Katoua» Ha cTp. 52).

2 Co3pgaiiTe 3aKpbITbIA KNKOY 1 COXPAHUTE KOHTEMHEP C HUM Ha AMCKE WU BHELLHEM YCTPOMCTBE.

3 epepaiite dbain C 3aNpoOCOM aMUHUCTPATOPY YAOCTOBEPSAIOLLErO LieHTpa (Mo 31eKTPOHHOM nouTe
WAV APYTUM, NPUHATLIM B Ballel opraHu3aumm cnocobom) v AoXaAUTeCh NoNydYeHUs cepTudumkara.

4 YcTaHOBWTE MOJYYEHHBIN CEPTUGUKAT B KOHTEMHEP KAtOUEN (CM. «YcTaHOBKa cepTudukarta B
KOHTelrHep Kato4er» Ha cTp. 65).

5 YcraHoBMWTE B CUCTEMHOE XpaHWAULLE NOJYYEHHbIN cepTUdMKaT (CM. «YcTaHOBKa cepTudurkaTa B
cncteMHoe xpanuauige Windows» Ha cTp. 67), a Takke cepTudukatbl nsgatenen n cnmckm CRL
(cm. «YcTaHOBKa cepTudurKata nsgatens n Cnmcka aHHyIMPOBaHHbIX CepTUPUKATOB» Ha CTp. 73).
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Co34aHMe 3anpoca Ha ceptTrnomKaT M
GOPMUMPOBAHME 3aKPbLITOTO KAKOUA

[ns co3paHns 3anpoca Ha HOBbIV CepTUOMKAT UK A1 OBHOBAEHUS Y>Ke CYLLLECTBYHOLLETO BbIMOJHUTE
cnegyroLine AencTBus:

1 3anyctute nporpammy «Co3gaHue 3anpoca Ha cepTnudurkar», 414 3TOrO BbIMOJHUTE OAHO U3
AeNCTBUIA:

o Ecam Bbl ncnonbayete onepaumoHHyro cuctemy Windows 7, Windows Server 2008 R2 nan 6onee
paHHeW Bepcun, B MeHto MNyck BoibepuTe Bce nporpammsbl > ViPNet > ViPNet CSP > Co3gaHue
3anpoca Ha cepTudukar.

o Ecan Bbl ncnonbayete onepaumoHHyto cuctemy Windows 8, Windows Server 2012 nan 6onee
No3gHel BEpCHM, Ha HauyabHOM 3KpaHe OTKPOMTE CMNCOK NPWUIoXeHWn 1 BbibepuTe ViPNet >
CospaaHue 3anpoca Ha cepTudukar.

2 B okHe Cnyxba cepTudukaumm BoibeprTe OAHO U3 AEACTBUIA:
o 3anpocuTb HOBbIW cepTUPUKAT — A5 CO34aHNA 3anNpoca Ha HOBbIN cepTuduKar.
o 3anpocuTb 06HOBJ/IEHME AeNCcTBYOLLero cepTudmrKaTa — A1 O6HOBAEHWS yXXe UMEIOLLLEerocs.
Mpwn co3gaHnm 3anpoca Ha 06HOBAEHWe cepTUdMKaTa BbINOAHUTE ClejytoLne AeNCTBIA:

e B okHe O6HoOB/IeHMe cepTudUKaTa BbibeprTe cepTudukat, KoTopbli TpebyeTcs OOHOBUTD, U
HaxxmmuTe kHonky OK.

e Ecnu tTpebyetcs BbIOpaTh APYroi cepTudukaTt nam NpocMoTpeTh BoibpaHHbIn cepTudmkar,
BOCMOJ/Ib3yWTeCh KHOMKaMu BbibpaTb cepTudukar n CeoictBa ceptudukarta.

e Ecav HeOBXOANMO, yKaxnTe HOBbIe MapaMeTpbl cepTudmkata U JaHHble O BAajesble Uim
OCTaBbTe PEKBM3UTHLI MpeablayLlero cepTudukara.

5| Crywba ceprudmiaumm E@

- &
VIPNHt CozfjaH1e 3anpoca Ha cepTudnKat

Virlual Privale Welwerk .
Cumeonom = oTHMeYeHsl Nons, obAzaTenbHele ANA 3anoNHeEHWA

(¥ 3anpocHTb HOBbIA cepTudmKaT

" 3anpockTk 0bHOBNEHHE AeiicTBYHWErD cepTHpHKaTa

PucyHok 23. Belbop muna 3anpoca Ha cepmugbukam
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3 B pasgene NapameTpbl cepTudurKaTa yKaxkmTe ciegytolime napameTpbl:

o B cnucke KpVII'ITOI'IpOBaI‘/’IAep Bbl6epI/ITe KpmnTonpOBale,ep, C NMOMOLLBHO KOTOPOTO Bbl XOTUTE
CO34aTb 3aKprTbII7I n OTKprTbII7I KJTKO4U K. ﬂpl/l 3TOM HMXe OTO6pa3I/ITCﬂ I/ICI'IO}'Ib3yeMbIl\/’I ajroputm
X3WnpoBaHUA.

o B cnucke HasHaueHwme BbiGepute AeNCTBUS, KOTOPblE HEOOXOAMMO BbIMOJHATL C MOMOLLbIO
ceptudnukara:

e Moanucb 1 wndpoBaHue (MO yMOAYaAHUIO), e HeOHX0AMMO CHOPMUMPOBATL KAOY U
ceptudmnkat ans WndpoBaHUa COOBLLEHNA N UX 3aLLNTbI C MOMOLLbHO 31EKTPOHHOM
nognucw.

e [oanuck, ecin HeobxoaNMOo cHOPMUPOBaATb KIHOU U CEPTUHMKAT TONLKO ANA NOAMMCaHNS
COOBLLEHNI U OKYMEHTOB 3NEKTPOHHOM MOAMUCHIO.

e LWudposaHue, eciv HeobxoaMMO cHOPMUMPOBATL KAOU U cepTUdUMKAT TONbKO ANs
lWndpoBaHmsa COOBLLEHNI SINEKTPOHHOM NOYUTbI U JOKYMEHTOB.

o B cnncke WabnoH ceptudumkarta Bbibepute oANH U3 BapUaHTOB:
e WEB server — ut0o6bI CO34aTb 3anNpoc Ha cepTndmKaT Ana YCTaHOBKWU Ha Beb-cepsepe IS.

o KeanudpuuympoaHHbiii ViPNet CSP (no ymonyaHuio) — 4tobbl co34aTb 3anpoc Ha
KkBaAMPuUUMpoBaHHbI cepTudmkaTt (Ha cTp. 218), B KOTOPOM MOXHO yKa3aTb aTpubyThl
OlPHWIM (ocHOBHOM rocy,apCTBEHHbIN PErmcTpaLoHHbIN HOMEP UHAVMBUAYAAbHOTO
npeanpuHuMatens), CHUC (ctpaxoBoi HOMep MHAMBUAYaAbHOTO AnLeBoro cyeta), MHH
(MAeHTUPUKALMOHHBIN HOMep Hasnoronaatenblymka), ONPH (ocHOBHOM rocyiapCTBEHHBIN
perncTpaLMoHHbI HOMeEp).

e OTUeTHOCTb — YTO6bI CO34aTh 3aMPOC Ha CEPTUDMKAT, C MOMOLLLH KOTOPOrO MOXHO
MOAMMUCBLIBaTL AOKYMEHTbI, GOpMMpyeMble ANs CAaun ByxranTepckoi OTUETHOCTH.

e CraHAapTHbIN — ANs BCEX OCTa/lbHbIX C/lyYaeB.

Takoke Bbl MOXETE UCNOAb30BaTh WabnoHbl cepTUdUKaTOB, CO34aHHbIE B MporpaMmmMme

ViPNet Registration Point. [las 3Toro noayuuTe y agMUHUCTpaTOpa LeHTpa pernctpauum danmnbl
C paclWwmMpeHnem * .pl0tmp N COXPaHUTE UX B NanKy C:\ProgramData\InfoTeCS\Certificate
Templates. [locne 3toro B cnucke LWa6aoHbl cepTndmrkata NOABATCA MMEHA HOBbIX LIABAOHOB.

o YTO6bI MMETb BO3MOXHOCTb 3KCMOPTUPOBATb BMECTE C MOJyYeHHbIM CEPTUPUKATOM TakKe
3aKpbITbIV KAtoY B dann dopmata PKCS#12 (cM. «3kcnopT cepTudurKaTta U 3aKpbITOro Karoya B
darin» Ha cTp. 83), ycTaHoBMTE GNaXKOK DKCNOPTUPYEMBIA.

o YTO6bI KOHTEWHEP KAtOUEN, HEOBXOAMMBIN And GOPMUPOBaHUA 3anpoca Ha cepTudmkaT, bbin
CO3zaH B Narke XpaHeHUs KatoUeh KOMMbTepPa, YcTaHoBUTE daaxkok CUCTEMHbIN, B
NMPOTVBHOM CJlyyae KOHTEMHep Katouei ByAeT co3fiaH B narke XpaHeHWUs Karouelt TekyLlero
nosb3oBaTens (cM. «KoHTelHep katoyer» Ha cTp. 19).

4 B pa3gene [laHHble o Bnagenbue ceptndumkarta ykaxmnte Heobxoanmyro MHGopmaLmio o auvue, Aas
KOTOpOro popmmpyercs 3anpoc Ha cepTnudurkar.
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[aHHkle 0 Bnagensue cepTudukaTa:

AnA dwa. anuu: wma (OUO); ana wp.

JiKY. HaWMEHOBAHWE OpraHW3aunH |OHO G‘fHHqJUTEKC”

MMa 1 0TYeCTEO BNadensUa..

cepTdHKaTa |l-'1ElEIH MBaHoBKUY

DaMuanA Bnafensla cepTudukaTa™ |HELaHuEl

ALpeC 3NeKTPOHHOI NOTEI |ivanov@company.com

Opranuzauns |OAO «lHboTeKC»

NoapazneneqHune |

PucyHok 24. YkazaHue daHHbIx 0 enadensye cepmugukama

BHuMmaHue! Ecim cepTrdukaT NaaHMpyeTcs UCNob30BaTh 41 MOAMUCAHUS COOBLLEHN

/A\\ 3/IEKTPOHHOW nouThl Nporpammsl Microsoft Outlook, obsa3aTenbHo ykaxkuTe agpec
3NEKTPOHHOM NouTsl. CepTMUKaT, HE COAEPXKALLMIA agpeca 3NEKTPOHHbIN MOUTb, He
MOXeT 6bITb UCMO/b30BaH ANs NMOANMCAHUA COOBLLEHNIA 3NEKTPOHHON MNOUTHI.

B pazgene CoxpaHeHue 3anpoca B ¢ain HaxxmuTe KHOMKY O630p 1 yKaxkMTe MecTo Ha AMCKe UK
CbeMHOM HOCHWTeNe, a Takxke Ums darina ana coxpaHeHus darina 3anpoca.

MprmMeuaHue. PopmaT Ha3BaHWA palina 3anpoca onpesenseTca periaMmeHToM paboTbl
BaLLero yA0cToBepstoLLero LeHTpa. Ytobbl Ball 3anpoc 66110 nerko

NAEHTOULMPOBATb, PEKOMEHAYETCA BK/IOUNTL B Ha3BaHve daiina 3anpoca Ballmn Nms
n pamuauio.

Haxxmute kHonky ChopMmnpoBaTb 3anpoc. STa KHOMKa NosABAAETCA NOCAe TOro, Kak byayT
3anonHeHbl BCe 0bsA3aTenbHble Nons.

BHumaHme! Eciv nocne 3anonHeHus ob6a3atenbHbix noaen kHonka ChopmupoBatb
//A\\ 3anpoc He nossuaack, ybegntecs, UTo B pasgene [,onoAHUTENbHO ycTaHOBAEH GaaXKokK

MNoaaepxxka pabotbl ViPNet CSP uepe3 Microsoft CryptoAPI (cm. PucyHok 8

Ha cTp. 32).

[Janee BbINONHUTE CeytoLme WarK, HEO6XOANMbIE A/1A CO3AaHNA KOHTeNHepa KArouen.
B noseusluemcs okHe ViPNet CSP - uHMumanusaums KoHTeliHepa Katouen yKaxuTe:
o Wmsa koHTenHepa katouen nam octaBbTe 3HAYEHME NO YMOJYaHWIO B COOTBETCTBYHOLLEM MOJE.

o MecTo pa3melleHns KOHTEHepa KAtOYel, YCTaHOBMB NepekatoyaTeNb B OAHO M3 3HAYEHWI:
Manka Ha gucke nan Beibepute ycTpoiicTBo.

B 3aBMCMMOCTM OT MecCTa pa3MeLLeHns KOHTeNHepa katoyei B 3anpoc byaeT AobassieHo
paclumpeHune co ciegyroliei nHbopmaLmen:

e [lpwv pa3meLLeHNM KOHTEMHePa KJtOUen B Nanke Ha Ancke — ¢ MHpopMaLmein o ToM, YTo
XenaeMblil CPOK AEWCTBUA 3aKpbITOro katoda — 1 rog,
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o [Ipu pa3MeLLeHnn KOHTEHEpa KIYel Ha YyCTPOMCTBE C annapaTHON NoAAEep KO

anroputmoB [OCT (cMm. «AnroputMbl U GYHKLMK, NOAAEPKMBaEMbIE BHELLIHVMMN
ycTporcTtBamu» Ha cTp. 205) — ¢ nHPOopMaLmMein 0 TOM, UTO XKeNaeMblli CPOK AeACTBUA

3aKpbITOro Katova — 3 roga.

Haxxmunte kHonky OK.

MpumeuaHue. B page cnyvaes nossneHne okHa ViPNet - nHuumnanmsauus
KOHTeHepa KAtoUelh MOXET NPOUCXOAUTD C 3ano3gaHnem. JloxanTech NnosiBAeHNs

3TOro OKHa.

%&’? YKSHUTE MECTO XPEHEHUA KOHTERHEPE KIOYE,
#

VMR KOHTEAHEPa: | rnd-5-F84A-3965-TAC 1-6A16-505D-86BE-DAAZ

(% Manka Ha ancke: |C:'l,ProgramData'l,InFotecs'l,Contai Ofzop...

(" BeifieprTe yCTpoCTED: |Inf‘c-te-:s Software Token (10000001 )] J

BeeawTe MWH-+oa: |

-

@ OK | OTmeHa

ViPMet CSP - wHuumanusauma KoHTERHERE KAOYER @I

PucyHok 25. Co3daHue koHmeliHepa karoyeli

B okHe ViPNet CSP - napoJib KOHTeHepa K/Uen 3ajainTe Naposb OCTyNa K KOHTENHEpPY Kito4vei

N HaxxmmTe kHonky OK.

ViPMet CSP - naponk KOHTEAHEDE KNHOYEH @

= 3aAaiTe Naponk AnA nocnedyiowei paboTel ¢ KOHTERHEPOM
rtoqed, Heofioanmo MENoNs308aTE HE MEHEE & CUMBONOE,

BeeawTe napone:

MoaTEEpHASH1E: |

[¥ CoxpaHmTs napons

@ oK | CiTMeHa |

PucyHok 26. 3adaHue naposs docmyna K KoHmeliHepy kito4el

MoABWTCA 3N1eKTPOHHas pyseTka (Ha cTp. 219), e OHa ellle He 3amnyckanacb B pamKax TekyLero
ceaHca paboTbl Nporpammsl. [OBOAWTE yKa3aTesieM B Npesesiax OkHa NeKTPOHHas pyeTka.
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3NEKTPOHHARA PYNETKE @

MepemMelaiTe YKasaTeNb MEIlLKM B MPEAENaX OkHE MK
HanMManTe nrobble KNaBWWK Ha KNaBMaType (3anoMuHaTe
WX HE HY3HO). B pe3ynbTaTe Bawmx aefcTemid GyaeT
MHWLMANW3MPOBEH MEHEPATOP CNYHEMHBIX YHCER,

Mpouece MHULMANKZaLMA. .. 42%

COTtmeHa

PucyHok 27. nekmpoHHas pysemka

Mpumeyanue. Ecaiv B nporpamme ViPNet CSP 6b11 BbIbpaH gaTumk caydaHbIX Yncen,
OT/INYHBIN OT BUoNornyeckoro (cm. «/icnosb3oBaHve gaTymka CayyariHbIX Yncen»

Ha cTp. 95), aneKTpoHHasa pyaeTka He MOoABUTCA.
Ecnm ans coxpaHeHus KOHTENHepa BbIBpaHO YCTPOMCTBO C anmnapaTHOM NoaAep>KKOM
anroputmoBs OCT, anekTpOHHasA py/aeTka Takke He MOoABUTCA, Tak Kak B 3TOM ciy4yae
bopmMUpoBaHMe 3aKpbITOro Ko4a NPOMCXOANT CPeACTBaMM 3TOTO YCTPOWCTBA.

10 B okHe cooblieHuns 06 ycrnelwHoMm co3gannm dalina 3anpoca Ha cepTudukaT Haxmute kHonky OK.

11 Mocne co3paHus daina 3anpoca okHo Cayxkba cepTndmrkaLmm MOXKHO 3aKpbITb.

Mocne co3paHuna 3anpoca Ha cepTudurkaT nepesante Gain 3anpoca afMMHNCTPATOPY Ballero
YAOCTOBEPAIOLLErO LIeHTPa W NOJlyunTe y HEero usgaHHbli ceptudukar. 3atem B nporpamme ViPNet CSP
YCTaHOBWTE NOJyUYeHHbIN cepTudukaT (M. «YcTaHoBKa cepTudurKaTa B CUCTEMHOE XPaHWUIMLLLE
Windows» Ha cTp. 67) 1 yKaxknTe AN Hero COOTBETCTBYIOLLMIA KOHTEMHEP KAHOUEN.
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IcnoAb30BaHME KIKOYEW NOAMUCA
NO/Ib30BaTENd CETEBOIO Y3/1a

KoHTelHep katouel, ycTaHOBAEHHbIN Ha ceTeBoM y3ne ViPNet ¢ nporpammHbiM obecneyeHmem ViPNet
CryptoService, ViPNet Client nan ViPNet Coordinator (Bepcuu 3.2.2 nan BbILE), MOXHO NEpPeHecTy Ha
APYyrov KomnetoTep Ana ncnonb3oBaHus B nporpamme ViPNet CSP.

YTobbl ucnosb3oBatk B nporpamme ViPNet CSP kntoun nognucu nonb3osatens cetesoro y3na ViPNet,
BbINONHUTE ClefytoLme AeNCTBUSA:

1 B nporpamme ViPNet CryptoService, ViPNet Client nnun ViPNet Coordinator otkpoiite okHO
Hactpoiikn napameTpoB 6e3onacHOCTU 1 NepenanTe Ha Bkaaaky Kntoun.

2 B rpynne Moanucb HaxmmnTe KHOMNKY MepeHecTw.

HacTpoiika napamerpoe GesonacHocTh @I
MonbsoBaTens I SNEKTPOHHEA NOANWCH | LndposaHe
Mapons | L] | AOMUHWCTPETOR | KpunTonpoBaiaep

AyTeHTHDMKEWA

Cnocob ayTeHTudmkawm:  Mapons
THn HocuTenA: Manka Ha AucKe

Khouesoil HocTENs:!
C:\Program Files\InfoTeCS5\ViPMet Registration Pointiuser_0003

BHEKTDDHHBH noanuce

MR KoHTERHEDS: sgn_cont
TN HOCUTENA: Nanka Ha AncKe

Kamouesoil HocTENs:
C:\Program Files\InfoTeCS\ViPMNet Registration Point\user_0003%ey

[ OpocroTp ] [icraHOBMTb KOHTEAHED ] ’ MepeHecTH... ]

[ CK H CTmeHa ] MpuMeHUTD

PucyHok 28. Paboma ¢ koHmeliHepom karo4vell

3 B okHe ViPNet CSP - nunuymanmsauusa KoHTeHepa Karouen HaxxmmTe kHonky O630p 1 ykaxuTe
nanky Win CbeMHbIN HOCUTE/b, Ha KOTOPbIA TpebyeTca nepeHecT KOHTENHep KAtoYei. 3aTeM
HaxxmuTe KHonky OK, koHTeliHep ByaeT nepeHeceH B ykasaHHYHO narnky.

4 CkonupyinTe KOHTEHEep KAKYelr Ha KOMMbHOTEP, Ha KOTOPOM ycTaHoB/IieHa nporpamma ViPNet CSP.

/\g BHumaHwme! Mpu yaaneHnn KoHTeHepa Katouvel ¢ ceteBoro y3na ViPNet
“cnoab3oBaHMe KatoYel MOAMUCK Ha 3TOM CeTeBOM Yy3/ie byeT HEBO3MOXHO.
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5 B nporpamme ViPNet CSP BbINoAHWTE YCTaHOBKY KOHTEHEpPa Katouel (CM. «YCTaHOBKa KOHTelHepa
KJOYen 13 nankm» Ha ctp. 61).
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YCTaHOBKa KOHTENHEPOB
KNFOUEN 1 CEPTUPUKATOB

Cnocobbl yCTaHOBKW 3aKpbITOro Kjko4va 1 ceptudurkaTta
YcTaHOBKa KOHTeVHepa Katouern 13 nanku

YcTaHOBKa KOHTEMHepa K/ko4Yel C BHELLHEro YCTPOMCTBa
YctaHoBKa cepTudurKaTta B KOHTEMHEP KAOYEN

YcraHoBKa ceptudukata B cucteMHoe xpaHmaniie Windows

YctaHoBKa cepTudukaTta nsgatens n cnncka aHHYAMpoBaHHbIX cepTudUKaToB
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Cnocobbl YCTAaHOBKM 3aKPbITOTO
KFoYa 1 cepTrdmkaTta

[ns Toro utobbl HauaTb PaboTy C MeXaHM3MaMU 3NEKTPOHHOW MOAMMCY, BbINMOAHUTE CiegytoLne
JencTBUs:

1 YctaHOBUTE KOHTEMHEP KIHOUEN:

o Ecnum 3akpbiTbi kKntoY 1M cepTUPUKAT HAXOAATCA B OAHOM KOHTEMHEPE, U 3TOT KOHTEWHEP
pa3MeLLeH B narnke Ha ANCKe, CM. pa3zen YCTaHOBKa KOHTEHepa Katoueid 13 nanku (Ha ctp. 61).

o Ecnn 3akpbIThin kKNtOY 1 cepTUdMKAT HaXOAATCA B OAHOM KOHTeNHepe 1 pa3MeLleHbl Ha
BHELLUHeM YCTPOMCTBE, CM. pa3gen YcTaHoBKa KOHTeNHepa KAroYel C BHELLHero ycTpoucTea
(Ha cTp. 64).

o Ecnn ceptndmkat bbin n3gaH B yAOCTOBEPSIOLLEM LIEHTPE MO 3anpocy, 1 B pesybTaTe UMeeTcs
KOHTEMHEP KIFOUEN 1 OTAeNbHbIN Galn cepTudmKaTa, CM. passen YcraHoBka cepTudurkaTa B
KOHTeNHep kitoueit (Ha cTp. 65).

2 YcraHoBuTe cepTnduUKaT B CUCTEMHOE XpaHuAuLe (CM. «YcTaHoBKa cepTudurKaTa B CUCTEMHOE
xpaHuanwe Windows» Ha cTp. 67).

3 YcraHoBUWTe cepTUdUKaTbl 3gaTener n Crncok aHHyaMpoBaHHbIX cepTudukatos (CRL) B cuctemHoe
XpaHuauie (cM. «YcTtaHoBKa cepTudurKaTa nsgatesia U Crnucka aHHyIMpPOBaHHbIX CepTUPUKATOB»
Ha cTp. 73).
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YCTaHOBKa KOHTEMHepa Krouen 13
Marnkm

[ns yCTaHOBKM B MPOrpamMmMy KOHTEMHEpPa KAHOUEN 13 Manku Ha ANCKE BbIMOJHUTE CeAytoLLne AeNCTBUS:

1 B okHe ViPNet CSP B pasgene KoHTeliHepbl katouen HaxxmuTe KHOMKY lo06aBUTb KOHTeNHep.

ViPNet CSP

(:ﬁ ViPNet CSP

Kpuntonpoeadgep ViPNet CSP npesHazHaveH AnA peannsaumm kpuntorpadmaeckmny dyHKUnA

E onepaunoHHoi cucreme Microsoft Windows. /A n
ﬂ -y

KoHTelHepsl knkaued - —
KOHT@MHepr KNHOHEN
Moaknouaemsble yoTpoicTea
Jlatumk cayuaiine: umncen ’K.nrouu NoAL3CEaTENS V] [Jo6aeuTe KoHTERHED. ..
JononHWTensHO "
WMma koHTeliHEpa Pacnonoxenne
md-2-57FF-550B-4D&4-9B825-427 A-F195-6510 KecTewii gnck

rnd-4-63FF-19AC-9308-5078-77 AS-4BFA-5FCE KecTrwit guck
rd-4-F8B8-0DD9-2E5C-172B-1198-D79E-086A HKecTrwii guck
md-5-ABAG-D4BE-3BAA-51FF-540E-FFCA-EDCT  KecTkwil anck
rnd-8-8E93-485F-BBEB-6352-08A2-FA20-7079 HecTenii guck
md-A-5116-CAD9-1537-3425-8A69-CDBF-CD4D  Kectkwil anck
rd-D-AT12-1C37-423E-994F-847A-25BE-288F KecTrnii guck

YcTaHOBMTE CEPTURMKET. . ] ’ CeoiicTea ] ’ Konwpogats B... ]

2 0AC ellHdoTekCs, 1991-2014

Bepcua 4.2 [0.28192) [ oK ] ’ OTmeHa ] l MpUMEHKTE
CepHAHBIA HOMED: L

PucyHok 29. ¥YnpasneHue koHmeliHepamu karoyeli
2 B oxHe ViPNet CSP - nHuumnannsaumsa KoHTenHepa Kitouen HaxxMmute kHorky O63op.

o Ecnn koHTelHep KNtouen XpaHUTCA Ha XEeCTKOM A1cKe, B okHe O630p Nanok yKaxuTe nyTb K
narke, cozep><allern KoHTeHep.

o Ecan koHTelHep kntouen XxpaHUTCA Ha CbeMHOM (A3LW-gMcKe, B okHe O630p nanok ykaxure
3TOT CbeMHbIV Anck. B none MNanka Ha AncKe aBTOMaTUYeCKN 6y,a,eT noACTaBAEH NYTh,
HanpuMmep E:\Infotecs\Containers.
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y1

HaxoauTbca B nanke Infotecs\Containers.

BHumaHue! Ha cbeMHOM $r3Ll-Ancke KOHTeHep karouei 0653aTeNbHO JOMKeH

ViPMet CSP - wHMumanuIauma KoHTERHEpa KNoYed @
Q‘? YKSHMTE MECTO XPEHEHUA KOHTERHED] KAoHEl,
&
MMA KOHTEAHEPS: [sgn_ccnt - ]

| @ Manka Ha aucKe:

2:\SharedFalderidom

Qbzop... I

") BulbepuTe yCTPOWCTED:

EN]

He HalneHo

CK ] ’ CTtmeHa

PucyHok 30. YcmaHoeka koHmeliHepa karodeli u3 nanku

B cnucke Ums koHTelHepa BbibepurTe Gain KOHTelHepa KAKOUelr Uan ocTaBbTe 3Ha4YeHue no

YMONYAHUIO.

Haxxmute kHonky OK. B okHe KoHTelHep katoueit NosBuTca coobuieHre 06 ycnewHom
J06aBNEHNN KOHTEMHEPa KNKOUel U NPeaiodKeHne YyCTaHOBUTb cepTudurKaT B CUCTEMHOE

XpaHWUAuLLE.

,ﬂ,J’IFI pa6OTbI C CepTVIq)VIKaTaMI/I nx HeO6XOAVIMO YCTaHOBUTb B XpaHUAULLE TEKYLLErO NOSb30BaTENA.

A

BHumanwue! Ecan nporpamma ViPNet CSP yctaHoBNneHa Ha cepBepe U UCMOAb3yeTca ANd
opraHu3aLmnm 3almiLeHHbIX coeanHeHnin TLS/SSL, ceptudukat Heobxoanmo
yCTaHaBAMBaTb B XPaHWANLLE JIOKaNbHOTO KOMMbOTEPa BPYUHYHO (CM. «YCTaHOBKa

ceptTnudukaTta U3 KOHTeHepa katouen» Ha cTp. 70).

B okHe KoHTelHep kitouel BbINMOAHUTE OAHO M3 CAeAYHOLWMX AeACTBUN:

o

YT06bI aBTOMATNUECKM YCTaHOBUTb CepTI/Iq)I/IKaT B CUCTEMHOE XpaHunaune , HaXKMUTe KHOMKY ﬂ,a.

Ecam ceptndmkathl ycTaHaBAMBaATL He TpebyeTcs (MM yCTaHOBKa BYAET MPONCXOANTL BPYUHYHO),
HaxXmuTe KHonky Her.

[Ans npocmoTpa cnucka cepTndrKaToB B KOHTENHEPE KAOUeln HaxmuTe kHonky CepTudukartsl.

KeonTeinep knrodei &3

KoHTeiHep yonewre aobaeneH,

Bel XOTWTE YCTAHOBUTE HAHAEHHEIE B KOHTENHEDE CEPTUMKATEI
B CMCTEMHOE XPAHWAMLLE TEKYLLIED NO/b30BATENAT

Her ][ CepTudukatsl... l

2 Jf

PucyHok 31. YemaHoska cepmugpukamos u3z KoHmeliHepa Karoyeli 8 cucmeMHoe xpaHuauuye
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5 Tocne yctaHOBKM (MAM OTMEHbI YCTaHOBKM) CEPTUPMKATOB B XpaHWAMLLE B CUCKE AOCTYMHbIX
KOHTelHepoB Katovel (cM. PucyHok 29 Ha cTp. 61) noaButca 4o6aBAEHHbIN KOHTEMHEP KAtoYe.

MprmeyaHue. Bbl MOXeTe yCTaHOBUTL CepTUDUKATBI U3 KOHTEMHEPA KAOUEN BPYYHYHO
B OKHE HaCTPOMKM CBOMCTB KOHTEMHepa (CM. «YcTaHoBKa cepTdukaTa 13 KOHTeHepa

kntoyen» Ha ctp. 70).

Mocne pobaBneHns KOHTENHEpPa KNtoven yctaHoBuTe ceptudumkat ngatens n cnncok CRL
(cM. «YcTaHOBKa cepTuduKaTta nsgatens n Cnmcka aHHYAMPOBaHHbIX CepTUPMKATOB» Ha CTp. 73) n
NpuWCTynarTe K BbIMOJHEHWIO KpUnTorpaduyeckmx onepaumin (cM. «lpaktnyeckoe npumeHeHmne

ViPNet CSP» Ha cTp. 25).
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YCTaHOBKa KOHTeWHepa Krouen C
BHEUWHero ycTpoucTaa

BHumaHue! [1ns focTyna K KOHTeNHepaM KAtoYel, XpaHALWMMCA Ha BHELLHEM YCTPOCTBE, Ha

/A\ komnbtoTepe ¢ ViPNet CSP npesBaputenbHO A0IXKHO BbiTb YCTaHOBNEHO HeobXxoAnMOoe
nporpaMMHoe obecneyeHue, a Takxe BbIMOJIHEHbI APYrne YCIOBUSA And paboTbl C yCTPONCTBOM
(cMm. «Cnncok noasep>KMBaeMbIX BHELIHUX YCTPOUCTB» Ha cTp. 202).

Mpw NnogkAOYEHNN BHELLHero ycTporcTBa K komnbtotepy ¢ ViPNet CSP KoHTelHepb! katouel,
3anMcaHHble Ha 3TO YCTPOWCTBO, YCTaHaB/MBAKOTCA B NPOrpaMmMy aBToMaTnyeckn. YTobbl MpocMoTpeTb
KOHTeWHepbl K/ItoYel, XpaHaLLnecs Ha MOAKNOYEeHHOM BHELLIHEM YCTPOWCTBE, BbIMOAHUTE CeaytoLne
JencTBUs:

1 B okHe ViPNet CSP nepeiaute B pazsen KoHteliHepbl katouen (cM. PrcyHok 29 Ha cTp. 61).

2 B packpblBaroLLeMCs CNINCKE B BEPXHEN YacTu OKHa BbibepuTe Ha3BaHMe MNOAKIHOUEHHOTO BHELLHEro
ycTpoicTBa. B okHe 0TOBpa3aTcs KOHTEMHEPbI KAOYEN, HAXOAALLMECH HA BHELLHEM YCTPOMUCTBE.

Coser. Ecav BHellIHee YCTPOCTBO HbII0 U3BIEUEHO, @ NMOC/e BHOBb BCTaB/IEHO B
KOMMbOTEP, KOHTEMHEP KAOUEN, HAXOAALWMNCA Ha JaHHOM YCTPOWCTBE, MOXKET He
0T06pasnTbCs pasgene KoHTelHepbl katouen. YTobbl 0TOBPa3unTb AaHHbIN KOHTENHEDP,

B pa3gesie KoHTeHepbl Katouein Haxxmute KHOMKY .

[Janee BbibeprTe HEOHXOAUMbIN KOHTEMHEP KAHOUEN 13 CNNCKa U YCTaHOBUTE cepTudMKaT U3 KOHTeNHepa
B CUCTEMHOE XpaHuauLLe (CM. «<YcTaHOBKa cepTudukata U3 KOHTelHepa kitouei» Ha cTp. 70).
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YCTaHOBKa cepTmnomkaTa B
KOHTEMHED KNHOUEN

Mpwn co3gaHnm 3anpoca Ha cepTudukaT GOPMMPYETCA KOHTENHEP, COAEP>KaLLMI 3aKpPbITbIA Katoy. [No
3anpocy B YAOCTOBEPSAIOLWEM LEHTPE N3JaeTcs cepTuduKaTt, COOTBETCTBYHOLLMIA STOMY 3aKpbITOMY KHOUY.

YTt0b6bI Ucnob30BaTh CepTUdMKAT, NONYUEHHbIV U3 YA0CTOBEPAIOLLLErO LeHTPa, AN GopMMpoBaHMa
3NEKTPOHHOM NOANUCK U APYTUX LieNen, STOT CepTUPMKAT HY>XXHO YCTaHOBUTb B KOHTENHEpP C
COOTBETCTBYHOLLMM 3aKPbITbIM KIFOUOM.

YTobbI YCTaHOBUTb CepTI/Iq)I/IKaT B KOHTeI‘/’IHep KJ'II-OL'Iel‘/‘I, BbINOJHUTE Caeayrowne Ael?lCTBMﬂZ

1 B okHe ViPNet CSP B pa3sene KoHTeliHepbl katouen (cM. PricyHok 29 Ha cTp. 61) Bbibepute
KOHTEMHEpP KIFOUER, B KOTOPbIV TpebyeTcs ycTaHOBUTb cepTudMKaT.

MpuMeuaHwme. Manky xpaHeHNs KOHTENHEPOB Katouel (CM. «<KoHTelHep Kkitouvern»
Ha cTp. 19), oTo6paxkaeMbIx B CMNUCKE, Bbl MOXETE BbIbpaTh C MOMOLLbIO
pacKpbIBatOLLErocsa Crmcka B BEPXHEW YacT OKHa:

® UTO6bl 0TOBPA3NTL B CMIMCKE KOHTEMHEPD! KAHOUEN 13 Mankn XpaHeHNs Karouewn
TeKyLLEro Noib3oBaTens, BblbepuTe NyHKT Karoun nosnb3osarens;

® yTO6bI OTOOPA3NTL KOHTEMHEPBI KAHOYEN M3 NanKy XpaHEHWs KIKOUelr KOMMbIOTepa,
BblbepumTe NyHKT Kntoun komnbioTepa;

® yTOObI OTOBPA3UTL KOHTEMHEPDI KAKOUEN Ha BHELLHEM YCTPOCTBE, BbibepuTe MyHKT
C IMeHeM 3TOro YCTpOICTBa.

MyHKT Kntoum koMnbioTepa nosiBASETCA B CAWUCKE TOAbKO MPU HaANYMKU XOTS Bbl
OAHOro KOHTeWHepa K/oYel B Nanke XxpaHeHUs katouein koMmnbrotepa (cMm. «KoHTeliHep
Kirouer» Ha cTp. 19).

2 Haxwmute kHonky CBOWCTBA MO0 ABaXAbl LLLESKHUTE HYXXHbIN KOHTEHEP KHOYe.

3 B okHe CBOIiCTBa KOHTEHEpa KtoUel HaxmmTe KHomnky Jlo6aButb ceptudukar us daiina.
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CeoiicTea koHTeliHepa knwoyei: RMD-2-5TFF-550B-4D84-9B25-427 A-F195-6510

KowTeiiHep
Wma:
Tum:
PazmeueHme:

Maponb nocTyna:

RND-2-57FF-5508-4D84-9825-427AF195-6510

Manka Ha auake
C:\Users\Uzer 1\AppDataiLocal\Infotecs\Containers’,

I'Iaponb COXPAaHEH Ha KOMNBKOTEPE KM HE CMEHMTD
YaanuTe

MapaMeTpel A0CTYNa

3anpalMBaETCA NP A0CTYNE K NDHTEﬁHED‘r'.

3aKPLITHIA KIHOY, HAXOAALLMICA B KOHTEHHepe

CepuitHBIi HoMED:
ANropETH:

Jata coznaHua:

CepTudmkaT:

01 CF 6D B3 6D 63 BD 10 00 00 00 00 0593 68 13
MOCT P 34.10 - 2001 EDH
12.05.2014 12:01:43

CepTUBMKAT OTCYTCTEYET.

X5

NobaenTb cepTUMKAT 13 Qaina... ]

PucyHok 32. [lobasneHue cepmugukama e koHmeliHep Karoqeli

B okHe OTKpBITb ykaxuTte dain cepTudrkaTa, KOTOPbIA COOTBETCTBYET 3aKPbITOMY K/tOUY B
KOHTeWHepe, 1 HaxMuTe KHOMKy OTKpbITb. ECv ykasaH BepHbIN cepTndurKaT, oH byaeTt fobaBreH B
KOHTeHep, B NPOTUBHOM C/lyyae nosBuTtca cooblueHne «CeptndurkaT He COOTBETCTBYET 3aKPbITOMY

K/HOUY B KOHTEMHEpe».
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YCTaHOBKa cepTmnomkaTa B
CUCTEMHOE XpaHuamLle Windows

YTt06bl UCNob30BaTh CepTUMKAT B PA3INYHbIX MPUNOXKEHUSX, CedyeT YCTaHOBUTb €r0 B OAHO U3

CNefyrOLLNX XpaHUauL, cepTndurkaToB onepaunoHHon cuctembl Windows:

XpaHuauue Tekyuiero nonb3osartens (Current User), pa3aen Jinunoe > Ceptudukartbl —
cepTudurKaT cnesyeT yCTaHOBUTb B 3TO XpaHWAWLLE B Liensx WindpoBaHWs, pacumdpoBaHms,
CO34,aHUNA N NPOBEPKMN INEKTPOHHOM Noanucn Gainnos, a Takxke AN AOCTyNa K 3alMLLeHHbIM
pecypcam uyepes Beb-6pay3sep.

Xpanuanie komnbrotepa (Local Machine), pasgen JinuHoe > Ceptudukarbl — ceptudukat cnegyet
yCTaHOBWTb B 3TO XpaHuauie npu ncnonbsosaHun ViPNet CSP Ha Be6-cepBepe Ans opraHusaumm
JOCTyNa K 3alMLLeHHbIM pecypcam. Takxe B XpaHuauLLe KOMMbioTepa caedyeT ycTaHaBAnBaTb
ceptTudumKaTbl, KOTOpble ByAyT NCNOB30BaTbCA CyXbamMu AaHHOTO KOMMbLOTEpa.

Bbl MOXeTe ycTaHOBUTb cepTUdMKaT B cucTeMHoe xpaHuauiie Windows ogHUM 13 ciegyrolmx CrnocoboB:

Ecam ceptndumkar ele He yCTaHOB/IEH B KOHTEMHEP KIFOUER, Cogep KaLlnii COOTBETCTBY O
3aKkpbITbIM Kntod, B okHe ViPNet CSP nepeligute B pa3gen KoHTeliHepsbl katoueit (cM. PrcyHok 29
Ha cTp. 61) M HaXxmuTe KHOMKY YcTaHOBUTbL cepTudMKaT (CM. «YCTaHOBKa cepTudurkaTta, He
n06aBNEHHOTO B KOHTEMHEP KAtOYelr» Ha cTp. 67).

Ecnv ceptudumkaTt yxxe ycTaHOB/IEH B KOHTEMHEP KJIKOUEH, YCTaHOBUTE cepTUdMKAT B CUCTEMHOE
XpaHWNLLE C MOMOLLbH OKHa CBOMCTB KOHTEMHEpPA KtoUen (CM. «YcTaHOBKa cepTudukarta 13
KOHTelHepa katouer» Ha cTp. 70).

YCTaHOBKa cepTtmndmkata, He 406aBNEHHOMO B
KOHTEMHEP KHOUeM

Ecnun ceptudumkart ele He fobaB/ieH B KOHTENHEP K/IOYEN, As YCTAHOBKU cepTudumkata B CUCTEMHOE
XpaHWIVLLE BbIMOJHUTE Cleaytolime AeCTBUS:

1

B okHe ViPNet CSP B pasgene KoHteliHepbl katoueit (cM. PucyHok 29 Ha cTp. 61) HaXKMUTe KHOMKY
YctaHOBUTbL cepTuduUKar.

B okHe OTKpbITb yKaxuTe nyTb K darny ceptndukarta Ha gucke (cM. «KoHTenHep katouein»
Ha cTp. 19).

Ha cTtpaHuue npuBeTCTBMA MacTepa YCTaHOBKM cepTudurKaToB HaxkxmuTe KHomMky [fanee.

Ha ctpaHuue Bbibop xpaHuavia cepTuduKaToB YKaxKnTe, B Kakoe XxpaHuauiLe byaeTt ycTaHOB/EH
Bal cepTudukat (cM. «YcTaHoBKa cepTudukaTa B cuctemHoe xpanmaumiie Windows» Ha cTp. 67).
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Macrep ycranoskn cepTudmkatos
Boifop xpannnmua ceprudmKaTos

XPaHMIMILE CEPTURMKATOS - 3T0 0BNECTH CHCTEMBI, B KOTOPEIX MPOMSS0ANTCA
XPEHEHUE CEPTUDMKATOE.

CepTHdukaT ByaeT YCTEHOENEH B XPaHUMMLLE cepTHDWKITOE:
(@ Tekylwero nonb3soBaTens

) KomnetoTepa

[ ¥eraHoBuTE cepTidMKaTL M3AaTENE

|:| YcraHoeuTe CRL

’ < Hasan ][ Lanee = ] ’ OTtMeHa ] [ Cnpaeka

PucyHok 33. Beibop xpaHunuwa cepmugbukamos

Ecam BO3MOXHOCTb yCTaHOBKN CepTI/ICI)VIKaTa B XpaHWIuuie KOMNbroTEepa HEZOCTYMHa, BOl‘/lI/J,VITe B

CUCTEMY C MpaBaMy agMUHKCTPaTopa.

MpuMmeuaHue. Eciv Bbl ycTaHaBAMBaeTe cepTudukaTt ns dpaina ¢ paclumpeHmem * . p7b,

*.pTs, *.pl2 nam * .pfx, B KOTOPOM TaKxKe cofep>atca cepTudunkaTbl n3gatenein nim
cnunckn CRL, ¢ NOMOLLbIO COOTBETCTBYHOLLUX GNAXKKOB YKaXKWUTe, CresyeT an

yCTaHaBAWBaTb 3TV cepTudmKaTbl n3gatenein nam CRL.

HaxxmuTe kHonky [Janee.

5 Ha CTpaHuue FoTOBHOCTDb K yCTaHOBKe cemeqleaTa BbINOAHUTE Cheayrouimne Ael\/‘ICTBI/IFII

o I'IpOBepre NpPaBUAbHOCTb Bbl6paHHbIX napamMeTpoB. I'Ipvl HEO6XOAI/IMOCTI/I BEPHUTECb Ha

npeabiayyro ctpaHmuy Mactepa ¢ NOMOLWbHO KHOMKK Ha3ap, n Bbl6epI/1Te Apyrmne napamMmeTpbl.

MacTep ycTaHoskn cepTudnkatos
-

XpaHAnMwe.

Bbink yKazaHs! CNeayiolLne NapaneTpel:

TOTOBHOCTL K YCTAHOBKe cepTudmKara.

MacTep roTos K YCTaHOBKE CepTHHMKETA B CUCTEMHOE

(sl

Buibpano xpatnwmme cept
TEKYLWEro NONE30EaTENA

[lONOAHNT ENbLHBIE NAPAMET Dbl

He yCTaHSBNMBaTE CEPTHMKETE M3aaTens,
He yCTaHaBNMBATE CHIMCKKM aHHYMMPOBaHHGIX
- L.

KaToB

noanvci, MHbopHaLma o KoHTERHEPE C KIo4oM

CEpTMOHKAT OB,

Bl MOETE YEEEaTh KUHTEI:&HED CKMOYoM 3]'IEKT|30HHDIT1

3NeKTpoHHOM Nognuoi GyaeT nobaEneHa B XpaHWMLLE

YKa3aTh KOHTEAHED C KMKDHOM INSKTPOHHOA NoAMHMCH

[ < Hazaa ][ lanee = ] [ QTmeHa ] [ Cnpaeka

PucyHok 34. Cepmucbukam 2omos K ycmaHogke

o B crncke B HMXHEN YacTn OKHa BbIbepUTe OAHO 13 AENCTBUIA:
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e Ecau Bbl XOTUTE yKa3aTb PacrnoioKeHne KOHTeHepa KAtoYei, COOTBETCTBYIOLLLEro
cepTudumkaty, nosxe, Bblbepute Aeinctere He npuBAsbiBaTh K KOHTeHepy. PaboTta macTepa
yCTaHOBKW cepTuduKaTa Npu 3TOM 3aBepLUaeTCcs.

e Ecnu Bbl XOTUTE yKa3aTb PacrnoioXeHne KOHTeHepa KAtoYel, COOTBETCTBYHOLLIErO
cepTudumKaTy, BpyUHyto, BbibepuTe felicTBre YKasaTb KOHTEHEpP € 3aKpPbITbIM K/HOUOM.

e Ecau Bbl XOTUTE, UTOBBI MPOrpPamMmMa aBTOMaTMUECKM BbIMOJIHWIA NMOUCK MOAXOAALLErO
KOHTEeNHepa KAto4Yeln cpeamn KOHTenHepoB, ycTaHoBeHHbIX B ViPNet CSP, BbibepuTe
aenctene HanTn KOHTENHep € 3aKPbITbIM KJIFOUOM.

o Haxwmure kHonky fanee.

6 Ecav Bbl BbIBpanu geiicTBre YkasaTb KOHTEMHEP C 3aKPbITbIM KJHOUOM, B MOABMBLUEMCA OKHE
ViPNet CSP — nHuymanusaumsa KOHTENHepa KA0Uen yKaxmTe pacnooXXeHNe KOHTENHepa KArYen:
nanky Ha gucke (CM. «YCTaHOBKa KOHTelHepa Kato4yer 13 nanku» Ha cTp. 61) iMbo yCTponcTBO C
ykazaHueMm ero napametpos v MNH-koga (cMm. «YcTaHOBKa KOHTEHepa Ktouel ¢ BHeLLIHEero
YyCTPOWCTBa» Ha CTp. 64).

MpuMeyaHwue. s NCNOAb30BAHUA KAaKOrO-A1b0 BHELLHEro YCTPOMCTBa HEOBXOANMO

MOAKAOUNTB 3TO YCTPOMCTBO M YCTAaHOBUTL A1 HETO ApaiBepsbl. [NepeveHb
NoAAEPXXMBAEMbIX YCTPONCTB XpaHEHWA AaHHbIX U None3Has nHdopmaums ob nx

MCNONb30BaHNW COAEPXUTCA B NpuaoXeHun BHewwHue ycTpoiictBa (Ha cTp. 202).

MNMocne atoro HaxxmuTe KHonky OK.

7 Ecau Bbl BbIbpanun gencteme HaiTn KOHTeMHep € 3aKpbITbIM KJKOUOM U MporpaMmMa Hatuna
NOAXOAALMNIN KOHTeMHep katouent, B okHe ViPNet CSP — uHuumannsaums KoHTenHepa kiatouen
HaxxmuTe KHorky OK.

8 B okHe NoATBEpPXAEHUN HaxXMUTe KHOMKy [la, uTobbl 406aBUTb cepTUdUKAT B KOHTENHEP KIHOUEN,
nan kHornky Het, utobbl ocTaBuTL cepTUdMKAT B BUAE OTAENLHOTO daina.

Coser. CoxpaHeHuWe cepTudmKaTa B O4HOM KOHTEMHepe C 3aKPbITbIM KAHOUOM YA0BHO,
€C/IN KOHTeNHEep NAaHUPYeTCsa NepeHOCUTb U yCTaHaBAMBATL Ha APYroM KOMMboTepe.

9 Ecan Ha npepabiayLLem Lware Bbl COracuanch A06aBuTb CepTUOMKAT B KOHTEMHEP KIFOUEN 1 HaXanu
kHonky [a, B nossusLuemcs okHe ViPNet CSP — naposib koHTeliHepa katoueit B nose MNaposb
BBeAWTE MapoJib AOCTYNa K KOHTENHePY KAOUEN, MoC/ie Yero Haxmute kHonky OK.

MpumeuanHne. OkHo ViPNet CSP — naposib KOHTelHepa katouei He oTobpaxkaeTcs B
TOM C/lyyae, ecin paHee Bbll COXpaHEeH Napob W ycTaHoBAeH daaxok He nokasbiBaTh
60/1bLLe 3TO OKHO.

10 Ha cTpaHuLe 3aBeplueHue paboTbl MacTepa ycTaHOBKM cepTudmKaTa Haxmute KHonky Fotoeo.

CepTnduKaT ycTaHOBAEH B BbIGpPaHHOE XpaHWvLLEe cepTudmkaToB. Ecim B npoLecce ycTaHOBKM
cepTdwmKaTa eMy He Hbl1 COMOCTaBAEH 3aKPbITbIN KAFOY, HEOBXOANMO YCTaHOBUTb KOHTERHEP C
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3aKpbITbIM KAHOUYOM, COOTBETCTBYHOLLMNIN cepTUdmKaTy (CM. «YCTaHOBKA KOHTEMHepa K/rouel 13 nanku»
Ha cTp. 61), a 3aTem yCTaHOBUTb B HErO 3TOT cepTudmKaT (CM. «YCTaHOBKa cepTudMKaTa B KOHTEHep
K/toYen» Ha cTp. 65).

Ecnv B npoLecce ycTaHOBKM cepTUdUKaTy bl COMOCTaBEH 3aKPbITbl KU, KOHTEMHEP C KOTOPbLIM
paHee He 6bin ycTaHoBeH B ViPNet CSP, 3TOT KOHTENMHep NOABUTCA B CNNCKE KOHTENHEPOB (CM. PrcyHOK
29 Ha cTp. 61).

Kpome ceptndukaTa nonb3oBatens, Ana paboTbl € 3almLeHHbIMY darinamun 1 opraHvsaumm CoeAnHeHn
TLS/SSL HeobxoamMO ycTaHOBUTL cepTudurkat nsgatens n cnmcok CRL (cMm. «YcTaHoBKa cepTudmkaTa
n3gaTens u CNuUcka aHHYJMPOBaHHbIX cepTuduUKaToB» Ha cTp. 73).

YCTaHOBKa CeptmdmkaTta M3 KOHTeNHEPA KIHOUYeN

BHuMaHue! CepTuduKaThl 13 KOHTEAHEPOB KAKOYEN B Narke XpaHeHWs Katouel TekyLlero
/\E nosib3oBaTeNs CiefyeT yCTaHaBAMBaTb B XPaHWNLLE KAtOYEl TeKyLLLero nosib3oBaTens.

CepTtnduKaTbl N3 KOHTENHEPOB KAtOUEN B Marnke XpaHeHWs KAtoUein KoMMbtoTepa ciegyet
yCTaHaB/MBaTb B XPaHWWLLE K/IHOUel KOMMbLoTepa.

[Ans ycTaHOBKM cepTudUKaTa B CUCTEMHOE XPaHUINLLE U3 KOHTENHEPA KIKOUER BbIMOJIHWUTE CeaytoLne
JencTBUs:

1 B okHe ViPNet CSP B pazgene KoHTeliHepbl katouen (cM. PrcyHok 29 Ha cTp. 61) BbibepuTe
KOHTelHep KArouen, ceptudurkaT U3 KOTOPOro TpebyeTcs yCTaHOBUTD.

MpumeyaHume. TNanky xpaHeHWs KOHTENHePOB katouel (cM. «KoHTelHep Kitouen»
Ha cTp. 19), oTo6paxaemMbIx B CNMCKe, Bbl MOXETE BbIOGPaTh C MOMOLLbIO
pacKpbIBatoLLLEroca Cnmncka B BEpXHEN 4acTu okHa:

® yTObbI OTO6pa3I/ITb B Crnuncke KOHTeﬁHepbl KArOUel 13 nanku XpaHeHuaA KArouen
TeKyLlero noab3oBaTtend, Bbl6ep|/|Te NYHKT Kntoun nonb3oBartens;

® yTObObI OTOOPA3NTL KOHTEMHEPBI KAHOYEN M3 ManKy XpaHEHWs KIKOUElr KOMMbIOTepa,
BblbepuTe NyHKT Kitoun komnbioTepa;

® UTOb6blI 0TOBPA3NTb KOHTEMHEPDI K/OYEN Ha BHELIHEM YCTPOWCTBE, BbibepuTte MyHKT
C IMEHeM 3TOro YCTPOMCTBaA.

MyHKT Kntoum koMnbtoTepa nosiBASETCA B CMWUCKE TOAbKO MPU HaANYMKU XOTS Bbl
OAHOrO KOHTeWHepa K/oYel B Nanke XxpaHeHUs katouei koMmnbroTepa (cMm. «KoHTeliHep
karoyer» Ha cTp. 19).

2 Haxwmute kHonky CBOWCTBA MO0 ABaXAbl LLLEJAKHUTE HYXXHbIN KOHTEMHEP KIHOUEe.

3 Ecav Bbl XOTWTE YCTaHOBUTbL CepTUhMKAT B XpPaHWUAULLE KAFKOUEN TeKyLLero noib3oBaTens
(cM. «YcTaHoBKa cepTudukata B cuctemHoe xpaHuauie Windows» Ha cTp. 67), BbINOAHUTE
cnepyroline AencTBus:

3.1 B okHe CBoiicTBa KOHTelHepa katouen (CM. PucyHok 32 Ha cTp. 66) HaxxmuTe KHOMNKy OTKpPbITh.
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3.2 B okHe CepTudukart Ha Bknagke ObLme HaxmmnTe KHOMNKY YCcTaHOBUTL cepTudukar. byaer

3anyLeH MacTep MMMopTa cepTUdmKaTos.

3.3 Ha CTpaHuLe NpuMBETCTBMNA MacTepa UMNopPTa CepTVICI)VIKaTOB Ha>XMWUTE KHOMKY ,ﬂ,anee.

3.4 Ha ctpaHunue XpaHuauile ceptudurkaToB Bbibepute xpaHuauie Beibeprte BapmaHT Momectuts

BCe CepTVIq)I/IKaTbI B Ciegyrouiee XxpaHmamue n HaxMmnte KHOMKY 0630p.

3.5 B okHe Bbibop xpaHunuwa ceptudumkatoB Boibepunte xpaHuauiue JinuHoe.

3.6 Ha cTtpaHuue 3aBeplieHre macTepa uMnopTta ceptndukaTtoB HaxKmMmTe KHOMKy FoToBo.

KowTeiiHep
Wma:
Tum:

PazmeueHme:

Mapone gocTyna:

CepuitHBIi HoMED:
ANropETH:

Jata coznaHua:

CepTudmkaT:

CeoiicTea koHTelHEpa Kntovelt: le-cB0851a9-aef0-4bde-ac5h-db9601e3a5ae

le-cB0851a9-aef0-4b4e-ac5h-db960 1e3a5ae
Manka Ha auake
C:\Users\Uzer 1\AppDataiLocal\Infotecs\Containers’,

3aMpalMBIETCA NPH KEMRAOM AOCTYMNE K
KOHTERHEDY.

MapaMeTpel A0CTYNa

3aKPLITHIA KIHOY, HAXOAALLMICA B KOHTEHHepe

0100 C47A D3 26 24 20 00 00 00 00 DA 50 2A 0A
MOCT P 34.10 - 2001 EDH
22.07.2015 16:35:00

KoMy BelnaH: MBaHoe MeaH Cepreesuy
Kem soinaH: CRYPTO-CA
[OeiicteuTeneH c 22 mona 20151, no 22 wona 2030T.

CMEHMTD. .\

X5

s

PucyHok 35. Ycmaroska cepmucpukama 8 xpaHuauuye karodeli mekyuje2o nose6308amens

Ecav Bbl xoTuTe YCTaHOBUTb CepTVIq)I/IKaT B XpaHunauiie KJrouen KOMMbHOTEPA (cm. «YcTaHoBKa

cepTudukaTa B cucteMHoe xpaHuanie Windows» Ha cTp. 67), B okHe CBOWCTBa KOHTelHepa

KJIFOUEN HaxkmuTe KHOMKY YcTtaHOBUTb B IMYHOE XpaHuaunuie.
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CeoiicTea koHTeiiHepa Kkntouei: md-C-9AC0-6F49-05A3-1BEE-6IE3-5E88-EAF2 (=3

KowTeiiHep

MmA: md-C-9ACD-6F493-05A3- 1BEE-69E3- 5EBB-EAF2
Tum: Manka Ha auake

Pazmell.eHue: C:\ProgramData\Infotecs\Containers),

I'Iaponb aocTyna: 36I'I|36I:LII1BBETCF| NpW KanaoM AOCTYNE K CMEHMTE
KOHTEWHEDY.

MapaMeTpel A0CTYNa

3aKPLITHIA KIHOY, HAXOAALLMICA B KOHTEHHepe

CepuitHBIi HoMED: 01D0C4858DF2 2F 40 00 00 00 00 EO AD 5D 1E
ANropETH: MOCT P 34,10 - 2001 EDH

Jata coznaHua: 22.07.2015 18:13:16

CepTudmkaT: KoMy BelaaH: LankmuH Bacanuii EBreHbesnd

Kem BolaaH: Network administrator
[OeiicteuTened c 22 mona 20151, no 22 mona 2020T.

|’ YCTAHOBMTD B NMHHOE XPaHWIHLLE ]I’ OTKPbITE ] ’ MpoBepuTL ]

PucyHok 36. YcmaHoeka cepmugbukama 8 xpaHunuuye karoueli Komnetomepa

MpumeyaHue. KHormka YCTaHOBUTb B IMYHOE XpaHUAULLEe OTOBpaXkaeTcs TObKO B OKHe
CBOWCTB KOHTEMHEpPa K/IHOYEN, HAaXOAALLErocs B Nanke XpaHeHUs KIYel KOMMbloTepa
(cm. «KoHTerHep kitoyern» Ha cTp. 19).

B pesynbTaTe cepTudwmKkaT byaeT ycTaHOBJIEH B BbIGPaHHOE CUCTEMHOE XPaHUINLLE.

Kpome cepTudukata nonb3osatens aas paboTsl C 3alULLEHHbIMY daiaMn 1 OpraHn3aLm coeAnHEHNN
TLS/SSL Heobxoanmo ycTaHOBUTL cepTudukaT nsgatena n cnncok CRL (cMm. «YcTaHoBKa cepTudukaTa
nsgatens v CNncka aHHyIMPOBaHHbIX CepTUPUKATOB» Ha CTp. 73).
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YCTaHOBKa ceptudmkaTa nigatend 1
CMNCKa aHHYIMPOBAHHbIX
CepTMdMKaTOB

s BbINONHEHWS OnepaLuii C 3aluMLLEeHHbIMK Gainamu 1 opraHm3aunm coeanHenmnii TLS/SSL TpebyeTtcs
YCTaHOBUTb B CUCTEMHOE XPaHUANLLE:

o CepTtudukat nosb3oBaTens (CM. «YcTaHOBKa cepTudurkata B cuctemHoe xpaHuaniie Windows»
Ha cTp. 67).

o Ceptudwukar nsgatens nam Lenouky cepTndrkaToB ngatenei.

e Crnimcok aHHynmpoBaHHbIX ceptudmkatos (CRL).

MpumeuaHue. Ecan B Bawem ceptmndmkate ykasaH URL-agpec Toukm pacnpocTtpaHeHus

CMUCKOB aHHY/IMPOBaHHbIX CEPTUPMKATOB 1 €C/I Balll KOMMbIOTEP NOAKAtOYEH K VIHTepHeTy,
cnncok CRL ycTaHaBavBaeTcs U O6HOBASETCA aBTOMATUYECKN MPU NMPOCMOTPE CBOWCTB

cepTndukata (cM. «YctaHoBka v o6HoBaeHne CRL yepes VIHTepHeT» Ha cTp. 75).

YctaHoBka cepTudumkata usgatens u cnmcka CRL BbINOAHAETCS CpeACTBaMM OMNePaLMOHHON CUCTEMBI.
Takon cnocob ycTaHoBKM cepTudukaTa Takxke Heobxoanm, ecnm MO ViPNet yctaHoBneHO Ha Beb-
cepBepe 1 UCMOAb3YeTCA A1 OpraHM3aumm 3alniLeHHbIX coeamnHernia TLS/SSL.

[ns yctaHoBkM cepTudukaTa nsgatens n CRL BbINoAHUTE creaytoLne AelcTBUS:

1 OrtkpoWiTe nanky, copep>xaLuyto dann ceptndurkata nsgatens nam dann co cnmckom CRL. LenkHute
HY>XHBbIA dalin NpaBoi KHOMNKOW MbILIW U B KOHTEKCTHOM MeHH0 BbibepuTe MyHKT YCTaHOBUTB
ceptudukar nam YcraHoButb cnncok ot3biea (CRL).

2 Ha nepBoli cTpaHULEe MacTepa UMMNopTa cepTMdnKaToB HaxkMuTe KHorKy [danee.

3 Ha ctpaHuvue XpaHuauiue ceptudurkaToB Bbibepute BapuaHT NMomectntb Bce cepTudukatsl B
cepytoliee XpaHuauLLe.
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Mactep nmnopTta cepTudmkatos
XpaHwauwe ceprudukaTos

XPEHMIMILE CEPTHUMKETOR - 3TO CHCTEMHEIE 0BNECTH, B KOTOPEIX
XPEHATCA CEPTURMKATEL

MOMKHO YKE3aTh PasMelleHne CepTHMKETE BRYHHYIO.

@) MoMECTHTE BCE CEPTUMKETEI B CTEAVIOWEE XPEHUINLLE

XPaHUIMILE CEPTMMKETOR:
[oBEpEHHEIE KOPHEEKIE LIEHTPE! CEPTUMKaLIM

MNoapobree o xpaHunMwax cepTudKaTos

BeiGop ¥paHunMLLa MoKeT BeiTe NpouseeaeH Windows aBTOMETHYSCKN, MNW e

ABTOMETHYECKK BbIEDﬁTb KPaHWNMLLE Ha OCHOBE THNa CEDTHdJMKaTﬁ

| < Hasan || lanee = | | OTmMeHa |

PucyHok 37. Beibop xpaHunuuja ona cepmucbukama usdamens

4 Haxwmute kHonky O630p, 3aTemM B okHe Bbibop xpaHuania ceptudukatoB Bbibepute OaMH U3

CefyoLWnX BapUaAHTOB:

o /[loBepeHHble KOPHEBbIE LLeHTPbI cepTUPUKALIUK, ECIN Bbl YCTaHABANBAETE cepTudumKaT

nsaartens.

o [MpomexxyTouHble LeHTpbl cepTudUKaLmn, ecan Bbl ycTaHaBamBaeTe cnncok CRL.

Haxxmute kHonky OK.

5 BoibpaB xpaHuauie ceptndrkaToB, HaxXmuTe kHonky Janee.

6 Ha ctpaHvue 3aBeplueHve MacTepa MMNopTa cepTMdUKaToB Haxxmute kHornky FoToBo.

BHumaHue! Ecnm cuctema He cmoxeT npoBepnTb NOANNHHOCTb CepTI/Iq)I/IKaTa
(HaanMep, OTCYTCTBYET NOAKNHOYEHNE K MHTepHeTy nnn ysen npoBepkKn HEAOCTyI'IeH),

A

cepTndukat, HaxxmuTe KHonky fa.

noAaBMTCA OKHO ﬂpep,ynpex(,qume cucTeMbl 6e3onacHoCTU. YTo6bI YCTaHOBUTb

YcTaHaBAMBanTe TONAbKO Te CepTlAq)I/lKaTbI, B NOAJ/IMHHOCTUN KOTOPbIX Bbl YBEPEHbI.

7 B nosBuBLUEMCA OKHE C COO6LLI,eHI/IeM 06 ycnewHoM nMmrnopTe CepTVI(I)I/IKaTa Ha>XMUTE KHOMKY OK.

YcTaHoBKa 6y,c|,eT 3aBeplLUeHa.

Mocne 3TOro, ecnn Bbl Y>Ke BbIMOAHUAN YCTaHOBKY cepTudumKaTa NoAb30BaTeNS, MOXHO NPUCTynaThb K

BbIMNOJHEHWIO KpunTorpaduueckmnx onepaumi (cMm. «lpaktnyeckoe nprumeHeHve ViPNet CSP»

Ha cTp. 25).
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YcTtaHoBka 1 obHoBAeHWe CRL vepes MHTepHeT

Ecau B Bawem ceptuoukate ykazaH URL-agpec TOUkM pacnpoCTpaHeHmst CrINCKOB aHHYAMPOBaHHbIX
cepTMdMKATOB, U eC/IM Ball KOMMbHOTEP NOAKAOUEH K VIHTEPHETY, Bbl MOXETEe YCTaHOBUTL UAM OBHOBUTH
cnuncok CRL aBTomMaTtunuecku. 15 3TOro BbINOAHUTE CAefyHOLLNe AeACTBUS:

1 B okHe ViPNet CSP B pazgene KoHTeliHepbl katouen (cM. PricyHok 29 Ha cTp. 61) BbibepuTe
KOHTEeNHep Katouen, KOTOPOMY COOTBeTCTBYeT cepTudmkart, cnmcok CRL ans kotoporo Tpebyetcs
YCTaHOBUTb MAN OBHOBUTb.

MpuMeuaHwue. Manky xpaHeHUs KOHTENHEPOB Ktouel (CM. «<KoHTelHep Kkitovern»
Ha cTp. 19), oToBpaxkaembix B CMINCKE, Bbl MOXETE BbIOpaTb C MOMOLLbIO
pacKpbIBarOLLErocs Crmcka B BEPXHEW YacT OKHa:

® yTO6bI OTOOPA3NTL B CMNUCKE KOHTEMHEPBI KAKOUEN M3 ManKy XPaHEHWUs KIouein
TeKyLLero nosib3oBaTens, Bbibepute NyHKT Kntoum nosb3oBatens;

e yTOObI OTOBPA3UTL KOHTEMHEPDI KNKOUEN U3 NarKK XpaHeHUs KNoYen KOMMNboTepa,
BblbepumTe NyHKT Kntoumn komnbioTepa;

® uTOb6blI 0TO6PA3NTh KOHTEMHEPDI K/OYEN Ha BHELLHEM YCTPOWCTBE, BblbepuTe MyHKT
C IMEHEeM 3TOro YCTPOWCTBa.

MyHkT Kntoun komnbloTepa NosiBASETCA B CMUCKE TOJBKO MPU HAaMUMK XOTS Bbl
O HOTO KOHTEMHepa KItUEN B Marnke XpaHeHus Katouer koMnbtotepa (cM. «<KoHTeliHep
katouer» Ha cTp. 19).

2 Haxwmwute kHonky CBOWCTBA MO0 ABaXKAbl LLLESKHUTE HYXXHbIN KOHTEMHEP KIOYen.
3 B okHe CBoiicTBa KOHTelHepa katouen (M. PucyHok 32 Ha cTp. 66) HaxxmuTe KHOMNKy OTKpPbIT.

OTKpoeTCA OKHO CO CBOMCTBaMU cepTudukata. Mpu 3ToM ByAeT BbINOAHEHO NOAKAHOUEHNE K TOUKE
pacnpoctpaHeHus cnmuckos CRL:

o Ecam cnncok CRL He 6bin YCTaHOBJIEH paHee, OH 6y,£l,6T 3arpy>eH n aBToMmatnyeckn yCtaHOBNIEH.

o Ecam cnncok CRL yxe yctaHoB/eH, ByAeT NpOBEPEHA Ero akTyanbHOCTb, MPU HEOBXOAMMOCTA OH
6yzeT aBTOMaTMYeCKn OOHOB/IEH.
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Onepauym C KOHTEMHEPaMK
K/THOYem

MpOCMOTP M HacTpPOWMKa CBOMCTB KOHTEMHepa Katouen 77
Co3paHne pe3epBHOM KOMUWN KOHTENHepa Ktouein 82
MNepeHoc cepTUdMKATOB M 3aKPbITbIX KNHOUEN MEXAY KOMMbIOTEPaMM 83
YaaneHvie KOHTelHepa katouei 87
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[10OCMOTP M HACTPOWKa CBOMCTB
KOHTEMHEpPa KJTHOUEN

YT06bI NPOCMOTPETHL CBOMCTBA KOHTENHEPA KAKOUEN UAN N3MEHUTb €ro HaCTPOWKK, B OkHe CBOWMCTBa
KOHTeWHepa Karouen (cM. PrcyHoK 32 Ha cTp. 66) BbINOAHUTE CleAytoLine AeUCTBUS:

1 B okHe ViPNet CSP B pazgene KoHTeliHepbl katouen (cM. PricyHok 29 Ha cTp. 61) BbibepuTe
KOHTeNHep, CBONCTBA KOTOPOTO Bbl XOTUTE MPOCMOTPET.

MpumeuaHwme. MNanky xpaHeHWs KOHTENHePOB katouel (cM. «KoHTelHep Kitouen»
Ha cTp. 19), oToHpaxkaeMbIx B CNVCKe, Bbl MOXETE BblIOpaTh C MOMOLLbHO
PacKpbIBaOLLLErOCs CMVCKa B BEPXHEN YacTu OKHa:

® UTO6bl 0TOBPA3NTL B CMIMCKE KOHTEMHEPD! KAHOUEN U3 MankKn XpaHeHUs Karouewn
TeKyLLero nosib3oBaTens, Bblbepute nNyHKT Kntoum nosb3oBatens;

® yTO6bI OTOOPA3NTL KOHTEMHEPBI KHOYEW M3 NanKu XpaHEHWs KIKOUEl KOMMbOTEPA,
BblbepuTe NyHKT Kntoum komnbioTepa;

® UTOb6blI 0TO6PA3NTL KOHTEMHEPDI K/KOYEN Ha BHELLHEM YCTPOWCTBE, BblbepuTe MyHKT
C IMEHeM 3TOro YCTPOMCTBaA.

MyHkT Kntoun komnbloTepa nosiBASETCA B CNUCKE TOBKO MPU HaMUMKM XOTA Obl
OZHOTO KOHTEMHepa K/touel B narnke XxpaHeHus kntouel koMnbrotepa (CM. «<KoHTelHep
Katouer» Ha cTp. 19).

2 Haxwmute kHonky CBOWCTBa MO0 ABaXAbl LLLESAKHUTE HYXXHbIN KOHTEHEP KKOYe.

[Janee Bbl MOXeTe BbIMOAHUTL CleaytoLLue onepaumu:

e [lpocMoTpeTh MHPOPMALMIO O 3aKPbITOM Ktoue U cepTUudmrKaTe, KOTOPbIe HaXOAATCA B KOHTEHepe
KNOYen.

e CMEHUTb Napo/b JOCTyMNa K KOHTENHepy kitouen (cM. «CMeHa naposs K KOHTENHepPY Katouen»
Ha cTp. 78).

e YaanuTb COXpaHEeHHbIM Naposib AOCTYyNa K KOHTeNHepy Katouel (M. «YaaneHve coxpaHeHHoro
napons» Ha cTp. 79).

e [poun3BecTn ycTaHOBKY cepTudmKaTa nosib3oBaTtens (M. «YcraHoBka cepTudurkaTa B KOHTENHeP
Kato4Yen» Ha cTp. 65).

e HacTtpouTb npaBa AocTyna K KOHTENHepy karouen (cM. «HacTpoiika npas fOCTyna K KOHTeNnHepy
katouven» Ha cTp. 80).
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CMeHa napond K KOHTENHEPY KHoueM

ﬂ'ﬂﬂ CMeHbl Napoaa K KOHTEI\/‘IHepy KJtOUel B narnke Ha ANCKe BbINMONMHNTE Cnejytoline ,Cl,el?lCTBMﬂZ

1 B okHe CBoWcTBa KOHTeHepa katovel Haxmute KHonky CMeHUTb.

CeofcTea konTelnepa katoqen: RMD-4-FEBE-0DD9-2E5C-172B-1198-D79E-086A

KoHTeflHep

Wma: RND-4-F8BE8-0DD9-2E5C-1728-1198-D79E-086A
Tun: MNanka Ha aucke

Pasmewerne: C:\Users\User 1\AppDatalLocal\Infotecs\Containersh

3aKPLITEIA KNHOY, HAX0AALLMACA B KOHTeAHepe

CepHitHEIR HoMED: 01 CF 6D BEDS 07 AF FO 00 00 00 00 30 AD C4BO
AnropuTM: MOCT P 34.10 - 2001 EDH

Jata cozaaHus: 12,05,2014 12:47:45

CepTudmkaT: Komy BelaaH: MeaHos Hukonain MeaHoswdy

Kem BelnaH: KCA_admin
OevctenTened ¢ 12 maa 2014, no 12maa 2019,

X5

MNapons aocTyna: Maponk 3aNPaWMBAETCA NPU KAKAOM LOCTYNE K e
KOHTEHHEDY.

MapaMeTpbl AocTyMa

[ OTKpPLITE ] [I‘IpoBepuTb]

PucyHok 38. IHgpopmayus o koHmeliHepe kroyel

2 B okHe Maponb BBeAWTE TEKYLMI NApOIb J4OCTYMNA K KOHTEHePY Katouen 1 HaxmuTe kHomky OK.

|i| MNpumeyaHue. Ecnv paHee 6bin1 ycTaHOBAEH pexxum COXPaHUTb MapoJsib, TO OKHO

ﬂaponb HE NoABUTCA.

3 B okHe ViPNet CSP - cmeHa napons KoHTeiHepa KAtouen yKkaxute TekyLmin naposb, 3agaite u

noATBepPAUTE HOBbIN Napob. Haxmute kHonky OK.

Y106bI COXpPaHUTb Napoab ANd nocieayroLnx o6pa|.|.|,eH|/||7| K KOHTEVIHepy KJ'IPO‘-IeI7I, yCTaHOBUTE

dnaxok CoxpaHUTb Napob.
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ViPMet CSP - cmeda napona KoHTelHepa KnoYed @

=5 YkakMTe TEKYWWA Naponb AnA paboThl © KOHTERHEpOn

KNKOYei U ABaWAEI BEEAMTE HOBLIA Naponk(HE MEHEE &

CUMBONOE).
TEKYLUMA NEP0oNE:  eeessses
HoBblid napons: sessssase

MoaTEepHASHWE: seasessee

| CoxpaHuTe napons

@ [ Ok H CTMeHa |

PucyHok 39. CmeHa naposs docmyna k koHmeliHepy karouell

BHumaHme! He co3gaBalite naponb AnvHon B 32 cmBona. [Naposan ¢ Takow A/IMHON He MOTyT

/A\\ MCMOb30BaTbCA B TEKYLLMUX Bepcuax npunoxkeHnin ViPNet. JlaHHoe orpaHuyeHne cBsi3aHo ¢
CYLLECTBYHOLLMM aJrOpUTMOM Mepesauv Nnapons B Kpuntonposalgep. B cootBeTctBUM € 3TUM
aNropuTMOM AIMHA Napos He JONXKHa NpeBbiwaTh 31 cMMBOA.

Maposib AOCTYMNa K KOHTEHEPY KAtOUel N3MEHEH.

YaaneHune CoOXpaHeHHOro rnapond

Yaanatb coxpaHeHHbI Napoib K KOHTENHePY KAtoUel MOXET NoTpeboBaThCs B TOM C/yyae, eciu
MN3MEHUNNCH YCNOBMA IKCMAyaTaLUmM Napois UAN perlamMeHT Balle opraHmsaLmm, BCieacTBUE Yero
XpaHeHVe Naposs Ha KOMMbOTEpPe CTaNo HeAOMYCTUMBIM.

Ans ypaneHuns paHee COXpaHEHHOTO B CUCTEME MapoA K KOHTeMHepy katouel B okHe CBOMCTBa
KOHTeliHepa Kkntouen (cM. PrucyHok 38 Ha cTp. 78) HaxXkMuTe KHOMKY YaanuTb.

CoxpaHeHHbIV NapoJb yaaneH. Tenepb Napoib HEOBXOAMMO BBOAWTL BCAKWIA pa3 npu obpalleHnm K
KOHTEMHepY KItoYen.

[1poBEpPKa KOHTErHEpPa KIKYen

MpoBepka KOHTeMHepa KAtoUe No3BoaseT ybeanTbcs, 4To dain KoOHTeHepa He NOBPEXJAEH,
XpaHsALMecs B KOHTelHepe cepTUdMKAT U KAHY 31IeKTPOHHOW MNOAMMUCH COOTBETCTBYHOT APYT APYTY U
MOTYT 6bITb UCMOJ/Ib30BaHbI A1 PaboThl € 3aLLMLLEHHBIMW AOKYMEHTaMU.

YT06bI NPOBEPUTL KOHTENHEP KAHOUYEN, BbINOJHUTE CeAyroLine AeNCTBUS:
1 B okHe CBOWCTBa KOHTEWHepa Katouen HaxmuTe KHonky MpoBepuTs.

2 B okHe ViPNet CSP - naponb KoHTeHepa Katouen BBeAUTe Naposib JOCTYNa K KOHTEUHEPY U
HaxxmuTe KHonky OK.
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YT0bbI COXPaHUTb Napoab ANA NoCieayroLnx o6paLu,eH|/||7| K KOHTeVIHepy KJ'IPOLIEI‘/’I, yCTaHOBUTE

¢dnaxok CoxpaHUTb Naponb.

ViPMet C5SP - naponb koHTERHEpE KNroHED @

Wl - -
/L[_j) BseauTe Napons A0CTYMA K KOHTERHERY KN4,

WMMa koHTelHepa: rnd-A-5116-CAD9-1537-3425-8A69-CDBF-CD4D

Mapons: (ITTITTT]

| CoxpanuTe napons

m [ OK ]| OTHEHa |

PucyHok 40. Beod napons docmyna kK KoHmeliHepy krodeli

B pesynbTate 6yget chopmMmpoBaH pparMeHT AaHHbIX, KOTOPbIV ByAeT NognmncaH ¢ MOMOLLBIO K/toYa
3NEeKTPOHHOW Nognucy, nocie vero byaeT BbIMNOJHEHA NPOBEPKa 3/1eKTPOHHOMN MNOAMUCH C MOMOLLbIO
KNtOYa MPOBEPKM 3NEKTPOHHOM nognucun. Takum obpa3om, byaeT NnpoBepeHa NPUrogHOCTb Kitoua
3NEeKTPOHHOM MOAMNUCK U €ro COOTBETCTBME CepTUdMKaTy KtoUYa NPOBEPKM INEKTPOHHOW NOANUCH,

XpaHsALLeMycs B KOHTENHepe.

MpumeyaHwme. MNpoBepka BO3MOXHa TO/IbKO B TOM C/lydae, eC/in B KOHTeHepe Karouen
eCTb cepTUdMKaT, COOTBETCTBYIOLLMIA KJIKOUY 371€KTPOHHOW nognucu. Ceptudumkat
MOXeT OTCYTCTBOBATb B KOHTE/HEpe KIHOUEN, eCv OH pas3MelLeH OTAeNbHO.
CepTudukaTt pasmellaeTca OTAENbHO OT KOHTelHepa K/Io4en, ecin 3anpoc Ha

obHoBneHWe cepTudmrkata chopmmposaH B MO ViPNet CSP. Eciv 3anpoc
chopmMmpoBaH B APYroin nporpamme, ceptmdurkaTt aBTOMaTUYeCkn NOMELLAETCS B

KOHTEWHEp K/OYEN.

Mpu NpoBepke KtOUa 3NEKTPOHHOW MOAMNUCH NPOBEPKA AENCTBUTENBHOCTH
ceptduKaTa (CPoK ero AecTBus, OTCYTCTBUE B CNIUCKAX aHHYAMPOBAHHbIX
CcepTdUKaTOB 1 NPOUEE) He BbIMONHAETCS.

HacTponka npas 40CTyna K KOHTEMHEPY KHoYew

C nomoLLbto NpaB JOCTYNa Bbl MOXETe pa3peLlaTb UAK 3anpeLaTtb JOCTYN K KOHTEMHEpPY KAtouen ans
cybbekToB Be3omnacHoCTH onepauoHHon cuctembl Microsoft Windows (HanpuMmep, yyYeTHbIx 3anvcen u
rpynn nosb3oBaTenen). Hanpumep, pa3spelueHme Ha AOCTYN K KOHTENHEPY KAHOUEN A5 BCTPOEHHOM
yuetHow 3anuncn NETWORK SERVICE moxeT noTpeboBatbca Npu HacTpoike cepepa IIS (cm. «HacTpoiika

cepBepHOM YacTi» Ha cTp. 154).

17 HacTpoWiKM MpaB JOCTyNa K KOHTEHEPY K/toUel BbIMONHWTE Clieytolne encTBuIs:

1 B okHe CBolicTBa KOHTeWHepa katouen (cM. PucyHok 38 Ha cTp. 78) HaxmuTte kHonky MapameTtpbl

AocTyna.

2 B okHe PaspelueHuns gns rpynnbl BbINOJHWTE CNeAyHOLLMe AeNCTBUS:
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2.1 B obnactu I'pynnbl u Nosib3oBaTenun BbibepuTe YUETHYO 3anncb UAKU FPYMMY YYeTHbIX 3anucen
Windows, ana koTopbix HEO6X0AMMO 3ajaTb pa3peLleHuns.

2.2 B obnactn PaspelueHusa ans rpynnbl 3ajanTe paspelleHns Ana BblbpaHHbIX yUETHbIX 3anucei.

2.3 Haxxmwute kHonky OK.

. Pazpewenua gna rpynne "Ch\Users\Bushuew\AppData\... @

BesomactocTs

rD)'TII'IbI WNK NONE30B3TENM.
2. 5vsTEM

P ANETWORK SERVICE

82, Administrators rvicWin 7UR\ Administrators)

[ﬂoﬁasnm...] [ YoanuTe ]

Paspewerus ana rpynner "NETWORK

SERVICE" Paspewnte 3anpemime
MonHei gocTyn =
Yretme [l

Ocofeie paspeleHna

Yrobiel sapate ocobble paspelweHna unn -
NEPaMETPE!, HEXMUTE KHOMKY

"dononHurensqe”.

MNogpoGtes of YNpaENEHMW JOCTYNIOM W PASDEWEHNRX

[ QK ] [ OmaeHa ] [ MpuMeHUTE ]

PucyHok 41. Hacmpolika npas docmyna k koHmeliHepy karo4eli

I'IpaBa AO0CTyna AnA Bbl6paHHbIX YUYEeTHbIX 3anmncen N3MeHeHbI.
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Co34aHMe pe3epBHOM KOMUM
KOHTEMHEpPa KJTHOUEN

Bbl MOXeTe CKOMMPOBaTb KOHTEMHEpP KJIHOYEl B NMankKy Ha AWCKE WAW Ha BHELLHee YCTPOMCTBO. 3Ta
dYHKLMA MOXKET BbITb MCMOb30BaHa AN CO34aHUA PE3EPBHOM KOMUN KOHTEMHEPA KNHOYEN.

MprmeyaHune. KonvpoBaHune KOHTeHepa Katoue NOANNCK C BHELLHUX YCTPOMCTB C
annapaTtHon noaaep>kkon anroputMoB FOCT HEBO3MOXHO.

,ﬂ'l'lﬂ KonmpoBaHuA KOHTel\/’IHepa BbINOAHUTE Caeayrowne AGIZCTBI/IFI:

1 B okHe ViPNet CSP B pa3sene KoHTeliHepbl katouen (cM. PricyHok 29 Ha cTp. 61) BbibepuTte
KOHTEMHEP K/IFOUERn, KOTOPbIV Bbl XOTUTE CKOMMPOBATh.

MpumMeuaHwme. Manky xpaHeHNs KOHTENHEPOB Katouel (CM. «<KoHTelnHep Kkitouvein»
Ha cTp. 19), oTo6paxkaeMbIx B CMUCKE, Bbl MOXETE BbIbpaTh C MOMOLLbHO
pacKpbIBatOLLErocsa Crmcka B BEPXHEW YacT OKHa.

2 Haxwmwute kHonky Konunposatb B.

3 B okHe ViPNet CSP - nunuymanusauus KoHTelHepa karouen (cM. PucyHok 30 Ha cTp. 62) ykaxute
HOBOE MMS$ A/ KOHTEHEPa M MeCTO ero pacrosioxXeHus. Bbl MOXeTe ckonmpoBaTth KOHTEHEP
K/ItoUel B Manky Ha AUCKE AN Ha BHeLLIHee ycTpolicTBo. Haxmute kHonky OK.

4 B okHe ViPNet CSP - naposb koHTeHepa katouen (cM. PrcyHok 40 Ha ctp. 80) BBegMTE Napob
(unn MNH-Koa, ecnn KOHTENHEP KAOUEN HAaXOAMTCA Ha BHELLHEM YCTPOMCTBE) AOCTYNa K
KOHTEMHEepPY KAKOUer, KOMUIo KOTOpOoro TpebyeTca co3aaThb.

Y106bI COXPaHNTb NAapPO/b A4 MNOCAEAYHOLLNX 06paLLEeHNA K KOHTENHePY KAtOYel, yCTaHOBUTE
dnaxok CoxpaHUTb Napob.

3atem HaxxmuTe kHonky OK.

5 B okHe ViPNet CSP - naposb koHTeliHepa katouel (cM. PrucyHok 26 Ha cTp. 55) 3agavite 1
NoATBEPANUTE MapoJb, KOTOPbLIV ByAeT UCMO/Ib30BaThCA A/ AOCTYMNa K CO34aBaeMoin Konuu
KOHTenHepa.

MprMeuaHue. CoxpaHeHWe Napos K KOHTEHepy K/ItoYel B CUCTeMe BejeT
K CHUXKEHWIO YPOBHSA 6€30MacHOCTH.

6 Konwus KoHTeliHepa KItOYen MOABUTCSA B CIUCKE KOHTEMHEPOB KJtoUel (B nanke XpaHeHWs Katouel
TEKYLLEro No/ib30BaTeNfA) U B yKa3aHHOW nanke (nbo Ha yCTPOWCTBE).
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[lepeHoC cepTnOMKATOB M 3aKPbIThIX
KNFOUEN MEXY KOMMbOTEPAMM

Ecnv Bbl XOTUTE MepeHecTn cepTUdMKaThbl U 3aKpbITbie KAKOUM C KOMMbOTEPa, Ha KOTOPOM YCTaHOBJ/IEHA
nporpamma ViPNet CSP, Ha apyron komnbtotep ¢ ViPNet CSP anbo Ha koMmnbroTep ¢
KpVMNTONPOBanAepPOM APYroro NPOU3BOANTENS, BbIMOJIHUTE C/IeAyHOWMne eNCTBUSA:

1 Ha komnbtotepe ¢ ViPNet CSP akcnoptupyiite cepTudukaT OTAENbHO UAN BMECTE C 3aKPbITbIM
KJH0YOM B Bais OJHOro 13 yHUBEPCaibHbIX POPMAaTOB (CM. «IKCMOPT cepTudurkaTa 1 3aKpbITOro

kntoya B paria» Ha cTp. 83).

2 Ha komnbroTepe, rae Bbl XOTUTE UCMOJ/Ib30BaTh SKCMOPTUPOBaHHbIN cepTudmKaT unmn ceptmdukar ¢
3aKpbITbIM KNFOYOM, BbIMOJHUTE OAHO U3 CAeAYHOLLMX AeNCTBUI:

o Ecnm Ha komnbtoTepe yctaHoBAeHa nporpamma ViPNet CSP, nmnopTtupyite ceptudukat niam
cepTMdurKaT C 3aKPbITbIM KIHOUYOM (CM. «/IMNOPT cepTudurKarta 1 3akpbITOro karova us danna»

Ha cTp. 85).

o Ecnn Ha koMnbloTEPE MCMOb3YeTCs KPUNTOMPOBaNAEpP APYroro NPOV3BOAUTENS, UMNOPTUPYITE
cepTvoUKaT AN cepTUdUKAT C 3aKPbITbIM KAHOUOM, Cllefys PyKOBOACTBY ANs AaHHOTO
KpvnTonpoBangepa.

JKCMOoPT ceptmdukaTa U 3aKpbITOro Kakoua B Gan

ﬂ'ﬂﬂ nepeHoca CepTI/ICI)I/IKaTOB M 3aKpbITbIX KArouen MeXAy KOMMNbOTEPAMU Bbl MOXETE 3KCMOPTUPOBAaTb
YyCTaHOBJ/IEHHbIE CepTI/Iq)I/IKaTbI M 3aKpbITbl€ KJHOYN U3 KOHTeIZHepa B q)alﬁilbl pasnnyHbIX q)OpMaTOB. ﬂ,ﬂﬂ

3TOro BbINOJHUTE Caeayroune AeIZCTBMﬂI

1 B okHe ViPNet CSP B pa3sene KoHTeliHepbl katouen (cM. PrcyHok 29 Ha cTp. 61) Bbibepute
KOHTEMHEpP KAroUen, cogepKalinii cepTudukat nam ceptudukaTt 1 3aKpbITbll KU, KOTOPbIE Bbl

XOTUTE 3KCNOPTNPOBAaThb.
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MpuMeuaHwue. Manky xpaHeHUs KOHTENHEPOB Ktouel (CM. «<KoHTelHep Kkitovein»
Ha cTp. 19), oToBpaxkaembix B CMNCKE, Bbl MOXETE BblIOpaTb C MOMOLLbIO
PacKpbIBaKOLLErocs Crmncka B BEPXHEW YacT OKHa:

® uTO6bl 0TOBPA3NTL B CMINCKE KOHTEMHEPD! KAHOUEN 13 Mankn XpaHeHNs Karouewn
TekyLLero nosb3oBaTens, Bbibepute NyHKT Kntoum nosb3oBatens;

e yTOObI 0TOBPA3UTL KOHTEMHEPDI KNKOUEN 13 Narku XpaHeHWs KAroYen KOMMNboTepa,
BblbepuTe NyHKT Kitoum komnbioTepa;

® yTO6bl OTOOBPA3NTL KOHTEMHEPHI KNHOYEN Ha BHELLHEM YCTPONCTBE, BbIbepUTE MYHKT
C UMEHEM 3TOrO YCTPOMCTBA.

MyHkT Kntoun komnbloTepa NosiBASETCA B CNUCKE TOABbKO MPU HaIMUMKM XOTA Obl
OZHOTO KOHTEMHepa K/toyel B narnke XxpaHeHus katouver koMnbrotepa (cM. «<KoHTelHep
kntoyen» Ha cTp. 19).

Haxxmute kHonky CBOWCTBA MO0 ABaXAbl LLEJKHUTE HYXHbI KOHTEMHEP KAFOUEN.
2 B okHe CBolicTBa KOHTeWHepa Katouen (cM. PUcyHoOk 32 Ha cTp. 66) Haxmute KHonky OTKpbITb.
3 B okHe Ceptudukar neperigute Ha Bknagky CocraB n HaxxmuTe kHornky Konuposatb B daiin.
4 Ha cTpaHuiLUe NpuBETCTBUA MacTepa 3KCnopTa cepTndunkaToB HaxkmuTe KHonky [fanee.

5 Ha cTpaHuue 3kcnopTMpoBaHUe 3aKpbITOro KJKUa YKaXKMTE, XOTUTE JIN Bbl BMECTE C
cepTUdMKaTOM IKCMOPTUPOBATL 3aKPbITbIV KJHOU.

MpuMeyaHue. Bbl MOXETe 3KCMOPTUPOBATb BMECTe C CepTUdMKATOM 3aKpPbITbIN K/IHOY,

TONbKO ecv Npu GOPMUPOBaHWM 3aMpoca Ha 3TOT cepTudukat bbin ycTaHOBAEH
dnaxok dkcnopTupyemsiii (cMm. «CosgaHne 3anpoca Ha cepTudukat n GopmmposaHme
3aKpbITOrO K/ItOYa» Ha CTp. 52).

6 Ha ctpaHuue ®opmart akcnoptupyemoro ¢daina Bbibepute Heobxoammbln popmart. Ecam Bbl
3KCMOPTUPYETE 3aKPbITbIA KNHOU BMECTe C cepTudMKaToM, Npu HEOBXOANMOCTH BbibepuTe
JAOMONHUTENbHBIE OMUMK 3KCMOpPTa.
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MacTep 3kcnopTa cepTudukaTos

Bopmar 3xcnopTrpyemore daina
CepTHdMKaTel MoryT BeiTe IKCNOPTHPOBaHE! B PasnM4HEIX GopMaTax.

BribepuTe dopMaT daiina cepTudmkaTa:
daiine X. 509 (.CER) B koauposke DER

Daine X, 509 (.CER) B koaupoBke Base-64

BrMo4MTE No BO3MOMHOCTH BCE CEPTI 1dJI1NE|TbI B NYyTb CEDTIIdJI t=l1

@) daiin ofMeHa NuHON MHbopMaLwmeii - PKCS #12 ((PFX)

[ Brntoum T Mo BO3MOKHOCTH BCE CEPTUMKATE! B MyTh CEPTUHMKILIM
[T ¥anuTe saKpeITHIR KAK0H NDCNE YCMEWHOro SKaNopTa
[l 3kcnopTuposaTs Bre pacuMpeHHLIE CBOMCTES

¥PEHWMILE CEPMANME0BEHHEIY CepTdMKaTos ((55T)

nDﬂpDﬁHEE o QDEM&TE Qafmos EEETHQHN&TDB

CranaapT Cryptographic Message Syntax - ceprudmkartel PKCS #7 (.p7h)

’ < Hasan ][ Lanee = l ’ OTmMeHa ]

PucyHok 42. Beibop hopmama skcnopmupyemozo gaiina

Ecam Bbl akCnoOpTMpYeTe 3aKpbITbIl KU BMECTE € cepTudmKaToM, Ha cTpaHuue Maponb 3azaite u

noareepAanTe Naposib 4OCTyMNa K 3KCNOPTUPYEMOMY 3aKPbITOMY KAHOYY.

Ha ctpaHuue Nma ¢alina akcnopTa ykaxute nanky, B KOTOPOW Bbl XOTUTe cO3zaTb Gai ¢
3KCMOPTUPYEMbIMM KJIOYaMWU, 1 3adainTe UMsA 3Toro Ganna.

Ha cTpaHuLe 3aBepLieHns paboTel MacTepa akcnopTa cepTUdMKaToB HaxmuTe kHonky FoToBo.

B pe3synbTtaTe cepTndumKaTt nan cepTUPUKaT C 3aKpbITbIM KIHOUYOM OyayT COXpaHeHbI B Gaiin, KOTOPbIA Bbl

MOXeTe NepeHecT Ha APYron KOMMbHOTEP.

BHumaHme! HecmoTps Ha To uTo daiin dopmaTta PFX, cogeprkallnin 3akpbITblin KAtOY,
/A\ 3almLLeH naponem, no TpeboBaHMsM 6€30NacHOCTU OH AOJKEH NepesaBaThCs Ha

Aperl;l KOMMNbHOTEP TOJIbKO 3alNLLEHHBIM crnocobom.

IMNOPT cepTndmkaTa v 3aKpbITOro Karua 13
danna

[ns Toro utobbl Ha KOMMbIOTEPE C YCTaHOBAEHHON Nporpammoi ViPNet CSP nmnopTtupoBaTtb

CepTVIq)I/IKaT OTAENbHO AN BMeCTe C 3aKPbITbIM KJHOYOM U3 ¢>a|7|na, BbINOJIHUTE Cieaytoune ,D,EI‘/JICTBI/IHZ

Ecin daiin copepXnT Tonbko cepTrdUKaT, ANs YCTAaHOBKM cepTudurKaTa CM. pasgen YcTaHoBKa
cepTndukaTa, He f06aBNEHHOroO B KOHTeWHep Katouer (Ha cTp. 67).

Ecnn danin copepxunt noMmmmo ceptudurkata 3akpbITbl K/HOU, BbINOJHUTE CeAyOLME AeNCTBUA:

o B okHe ViPNet CSP B pazgene KoHTelHepbl katouen (cMm. PucyHok 29 Ha cTp. 61) HaxmuTe

KHOMKY YcTaHOBUTbL cepTuduKar.
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o B okHe OTKpbITb yKaxuTe nyTb K Gainy, cogepxaiiemy ceptudukaTt BMECTE € 3aKPbITbIM
KAtoUOM (cM. «KoHTelHep katouven» Ha cTp. 19).

o B okHe ViPNet CSP - naponb KoHTeilHepa katoueli BBeAWTe Naposib AOCTYyMNa K KOHTENHePY U
HaxkxmuTe kHonky OK.

o B okHe ViPNet CSP - numumanusauus KoHTeHepa karouei (cM. PucyHok 30 Ha cTp. 62)
HaxxmuTe kHonky OK.

B pe3ynbTaTe 3aKpbITbi KAOY U cepTudmKaT n3 dania 6yayT yCTaHOBAEHbI B KOHTEMHEP KAOYEN, 1
3TOT KOHTENHEP NOSBUTCA B crivcke pasgena KoHTeliHepbl Katoueii.
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YaaneHme KOHTemHepa Karouen

Ecan Bbl XOTWTe OTKa3aTbCsA OT UCMONb30BaHNA KaKoro-anbo CepTVIq)VIKaTa M 3aKpPbITOTO KJIKO4a, Bbl
MOXXeTe yAannTb COOTBETCTByI'OU.I,VIﬁ KOHTeI\/‘IHep. ,ﬂ'flﬂ 3TOro BbINOJIHUTE Caeayroune ,D.el?lCTBI/IFIZ

1 B okHe ViPNet CSP B pa3sene KoHTeliHepbl katouen (cM. PrcyHok 29 Ha cTp. 61) BbibepuTte
KOHTeWMHep K/touel, KOTopbIA TpebyeTcs yaanuThb.

MpumeyaHue. MNanky XxpaHeHNs KOHTENHEPOB Ktouen (cM. «KoHTelnHep katouen»
Ha cTp. 19), oTo6paxkaeMbIx B CMUCKE, Bbl MOXETE BblIOpaTh C MOMOLLbHO
pacKpbIBarOLLEroca Crmcka B BEPXHEW YacT OKHa:

® uTOb6bl 0TOBPA3NUTL B CINCKE KOHTEMHEPD! KAHOUEN 13 MankKn XpaHeHUs Karouewn
TeKyLLEro Noib3oBaTens, BbibepuTe NyHKT Karoun nosnb3osatens;

® yTO6bI OTOOPA3NTL KOHTEMHEPBI KAHOYEN M3 ManKu XpaHEHWs KIKOUelr KOMMbIOTepa,
BblbepuTe NyHKT Kntoum komnbioTepa;

e yTOObI OTOBPA3UTL KOHTEMHEPDI KAKOYEN Ha BHELLHEM YCTPOCTBE, BbibepuTe MyHKT
C IMeHeM 3TOro YCTpOICTBa.

MyHKT Kntoum koMnbioTepa nosiBASETCA B CMMUCKE TONbKO MPU HAaANUMM XOTA 6bl
O HOTO KOHTEMHepa KItUEN B Marnke XpaHeHus Katouer koMnbtotepa (cM. «<KoHTeliHep
Kirouer» Ha cTp. 19).

2 Haxwmute kHonky CBOMCTBA MO0 ABaXKAbl LLLENKHNTE HYXXHbIN KOHTENHEP KIOUEN.

3 Haxmure kHonKy

BHumaHMe! YaaneHHbI KOHTENHEP KAtoUein HEBO3MOXHO ByaeT Hosee NCMOb30BaTh.

/A\ Mepea yAaneHnem pekomeHayeTCs co34aTb Pe3ePBHYIO KOMUIO KOHTeNHepa
(cm. «Co3gaHre pe3epBHOW KOMUN KOHTENHEpa Katouelr» Ha CTp. 82).

4  Y1006HbI noAaTBepAnTb yaaneHune KOHTeIZHepa K]HO‘-IeIZ, B MNoABMBLUEMCA OKHE Ha>XMUTE KHOMKY oK.

KOHTeI\/IIHep 6yﬂ,eT YAaN€H U3 Cnncka KOHTeVIHepOB, a TakXXe 13 nankun nian c BHeLWHero yCTpOl‘/‘ICTBa, rae
OH XpPaHWNTCA.
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PaboTta ¢ BHELLHUMU
YCTPOWCTBaMK

[locTyn K KOHTEMHEPaM KNHOYen Ha BHELLHEM YCTPONCTBE 89

HacTtpoiika cnvcka onpaluvBaeMblX YCTPOUCTB
NHnumanmsauma yctponcrsea
CmeHa NMNH-koaa

Vcnonb3oBaHme patumnka CﬂyanIHbIX yucen

90
92
94

95
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J1oCTyn K KOHTerHepaMm KarYemn Ha
BHELIHEM YCTPOWCTBE

ViPNet CSP no3Bonset paboTaTb C KOHTEMHEPaMU KOYEN, KOTOPble XPaHATCA Ha BHELLHWX YCTPOMCTBAX
(cM. «BHelwHme ycTpolicTBa» Ha cTp. 202).

[ns npocMoTpa NOAKAHOUEHHbIX YCTPOMCTB U XPaHALLMXCA HAa HUX KOHTEMHEPOB KAHOUEN BbIMOJAHUTE
cnesyoLLne AencTBus:

1 B okHe ViPNet CSP nepeligute B pa3gen KoHTteliHepbl kKatouen.

2 B packpbliBatoLemMcsa Crvcke B BEPXHEN 4acTh OKHa BblbepuTte Ha3BaHWe NOAKIFOYEHHOTO
YCTPOWCTBA.

MprMeuaHue. B packpblBatoLLLEMCS CMIMCKE MOMUMO Manok XpaHeHWs KOHTEHePOB
Kntoyen (cM. «KoHTelHep kitouern» Ha cTp. 19) oTobparkatoTcs TONbKO Te YCTPOMCTBA,

KOTOpbIE B JAHHbIi MOMEHT MOAK/IHOUEHbI K pasbemy USB nan cumteiBatento cMapT-
KaprT.

ViPNet CSP

{E ViPNet CSP

Kpuntonposaiaep ViPMNet CSP npeaHazHaded ana peannsaumin kpuntorpadmdeckiny GyHKUWEA
E onepaunoHHoi cucreme Microsoft Windows.

F -
ﬂ -

KoHTelHeps! kKaouei

KoHTerHepbl Katoqen

Moaknodaemsle yCTpoRcTBa

AaTumnk ciydaiHen: yucen [ET‘”‘E“ Aladdin(00334alc ) 'I HoBaeuTe konTeiinep...
Knrouw nonezoearens |

Knroum KomMneroTERa
eToken Aladdin{00334alc 3} CROHKEHNE

sgn-1b9f-f734-4f1d-66a4 eToken Aladdin(00334alc ]

JonoAHUTEARHO

PucyHok 43. Beibop sHelwHe20 ycmpolicmea

3 B cnuncke NosABATCSA KOHTEMHEPDI KNHOUEN, COXPaHeHHble Ha BbIBpaHHOM YCTPOICTBE.

Mpumeuanwme. Ecan nocne Boibopa NOAKIOHEHHOTO YCTPOCTBA CMMCOK KOHTENHEPOB
K/toYel NyCT, 3TO 3HaUUT, UTO Ha BbIBPaHHOM YCTPOMUCTBE HET KOHTEMHEPOB K/IHOYE.

C KOHTeVIHepOM KJFOUEl Ha BHELLHEM yCTpOIZCTBe Bbl MOXETE pa6OTaTb TaK Xe, Kak 1 C KOHTeVIHepOM
K/OUEen, XpaHAlWemMca Ha BalleM KoMNbroTepe.
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HacTpomka crmcka onpaLlimMBaeMbIX
YCTPOMCTB

B nporpamme ViPNet CSP Bbl MOXeTe yKa3aTb TWMbl YCTPOMWCTB, KOTOPbIMU ByseTe No/b30BaThCs, B
pasgene Mogknrouaemble yCTPONCTBa.

Mo ymonuaHuto ViPNet CSP npoBOAWT NONCK YCTPOMCTB BCEX MOAAEPXKMBAEMbIX TUMOB (CM. «BHeluHne
ycTporictBa» Ha cTp. 202). YTobbl COKpaTUTL BPEMA NOMUCKA HYXKHOTO KJIKOUa, OTKIOUUTE
Hencnonb3yemMble YCTPONCTBa. [ns 3TOro BbINOAHWUTE CAeaytolme AeCTBUA:

1 B okHe ViPNet CSP nepenaute B pa3szen Nogkatovaemble ycTpoucTBa.

Liy ViPNet CSP

(:ﬁ ViPNet CSP

Kpuntonpoeaidaep ViPNet CSP npeaHazHaued anA peaamzaumu kpuntorpaduueckux GyHKUMA
E onepaunoHHon cvcreme Microsoft Windows.

KoHTelHeps! KIHoJYer

[Nosknrouaemble YCTPOWCTBa

Moaxkntouaenmsle YCTPORCTES

JLaTUMK cAydaidHsx Yicen YerpoiicTeo Wcnonssoeanme
UEC BencntoueHo v -
fononnutensHo ESMART Teken Brxnroueno ~ I
Infotecs Software Token BelkaroyeHo - |
A-Key BelkntoueHo = 3
ViPMet HSM Brnroueno ~
KAZTOKEM Bencnrouero v
JaCarta Bxnroueno ~
JCDs BrlkatoueHo =
Mifare Standardd K Beikntoueqo -
SmartCard RIK BrlknkoueHo * I
Mmoo RAE_ Dy sirmemsimiem -
Wecnonssoeate Bce ] [ He wcnonesoeats Bce ]

® OTKAMYMTE HENCNONB3YEMBIE YCTPOACTEE, YTOBbI YBENMHYNTE CKOPOCTD NOWCKE KHHA.
Moapo6ran nHdopmauna 06 MCNONb3CBAHIN YCTPOWCTE COAEQMKMTCA B CNPaBKE.

© 0AO «MHpoTeKCs, 1991-2015 [ OK ] [ Otmena ] [ MpumeHnTs
Bepcwa 4.2 (2.34707)
CepuitHBIR HOMEp:

PucyHok 44. Hacmpolika cnucka onpawiusaemsix ycmpolicme

2 HanpoTuB TMMNOB YCTPOICTB, KOTOPbIE He TPebyeTcs MCMOb30BaTh, LLENKHUTE CCblAKY BkatoueHo u
B KOHTEKCTHOM MeH}0 BblbepuTe NyHKT BbikarounTs. Mocsie 3Toro paboTa Takux YCTPOWNCTB C
nporpaMMoin byseT HeBO3MOXHa.
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MpumeyaHme. YTo6bI paspeLLnTb UCMO/Ib30BaHUE BCEX TUMOB YCTPOWCTB, HAXMUTE

kHonky Mcnonb3oBaThb Bce.
YT06bI OTMEHUTL NCMONBb30BaHME BCEX TUMOB YCTPOWCTB C LIe/Ib0 NMOCAeAyHOLLEro
yKa3aHuA HECKONbKNX pa3peLleHHblX, HaXXMUTe KHOoMNKy He ncnosab3sosatb Bce.

3 YT10Obl COXPaHUTL HACTPOWKM, HaXXMUTe KHOMKY MpUMeHUTb.
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HWUpanm3auma yCTpomnCTBa

MHuumnanuzaumeri HasbiBaeTcs GpopmMaTMpoBaHWe NaMsaTy yCTPoOKCTBa. B npouecce nHnumnanmnsaumm Bce
[aHHble, XpaHSALLMECS Ha YCTPOWNCTBe, yaansatoTcs. [aposb 1 pyrre HacTPONKK YCTPOCTBA
cHbpacbiBaroTCS.

Ecnn npomsBoautens ycTponcTBa NpeAocTaBaseT cneunanmnpobaHHoe MO ana aaMUHUCTPUPOBaHWS,
ncnonb3ynTe aAns Hnumanmsaumm 31o MO. Jns ocTanbHbIX YCTPONCTB AOCTYNHA GYHKLUMSA
HUYManmsaumm B nporpamme ViPNet CSP.

ﬂ'ﬂﬂ MHUUmnannsaunmm nogKknH4YeHHOro yCTpOI;ICTBa BbINOJIHUTE Caeayrowne AeVICTBI/IFIZ

1 Y6ep,v|Ter B TOM, 4YTO yCTpOI‘/’ICTBO, KOTOpoe HeO6XOAI/IMO MHULMNaIN3NPOBaTb, HE COAEPXUT Ll,eHHOl\/‘I
MHq)OpMaLI,VIM. I'Ipvl HEO6XO,£I,I/IMOCTI/I nepeHecnTe BCe AaHHbIE, XpaHALWlMeCa Ha yCTpOI7ICTBe, Ha
ApyFOI\/’I CbEeMHbI HOCUTENb WU XKECTKUN ANCK KOMNbHOTEpPA.

2 B oxkHe ViPNet CSP nepeligute B pa3zgen Moakntouaemblie ycTpoiictBa (cM. PucyHok 44 Ha ctp. 90).

3 B cnucke Mogkntovaemble yCTPONCTBA PAAOM C Ha3BaHWEM MOAK/IHOYEHHOTO YCTPOWCTBA HAaXMUTE
KHOMKY ™.

4 B nosBuBLUEMCA MeHtO BblbepuTe NyHKT MHMUManmsmpoBaTb.

MNoaknoyaemble yCTporicTea

YeTpoiicTen Wcnonesoceanne

UEC HMcnonb3yetca -

ESMART Token Hcnonesyerca ~

Infotecs Software Token HMcnone3syetca -
Infotecs Software Token(10000001) -

A-Key MHnumannsnposats

laCarta Crmenute MIAH-kog

ICDs o TononeyereR Y

PucyHok 45. Beibop sHelwHez0 ycmpolicmea 015 UHUYuaau3ayuu
5 B okHe MIHMLManunsaumsa ycTpoiicTBa BbINOAHUTE CeaytoLne AeACTBUSA:
o Beegute NMNH-koa agmMuHUCTPaTOpAa.
o B aByx apyrux nonsx okHa BBeauTe HoBbIl MH-kog nonb3oBaTens.
o YctaHoBuWTe Gaxok, MoATBEPXKAAMOLWMIA COrlache Ha MHULMAAN3aLLMIO YCTPOMCTBA.

o Haxmure kHonky OK.
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MHnumanmsayma ycrponcTea @

3EI,LEI|;'1_E napameTpel, HEUEjKO,CMI‘-.-‘II:IE ANA MHHUUWanKUIaunm \,fr_—poﬁr_—ea

YcrpoiicTeo: Infotecs Software Token(10000001 )]
OWH-koa agmuHncTpaTopa: sesssene
Hoerii MYH-koa nonszoeatena: sssssses

MuHnraym 6 cumeoncs

MoaTeepsAeHN e LTI

A NnoHWMarlo, YTO NP HHALMANKIALMK YCTPORCTEA ByAyT NoTepAHb BCE AaHHbIE,
HaxOAALLMECA HA HEM

N [ ok || omen

PucyHok 46. VIHuyuanuzayus eHewHez20 ycmpolicmea

YcTpoinctBo byaeT MHMLMaNN3NpPoBaHo. [Npy 3TOM BCe XPaHWUBLUMECS HA HEM AaHHble ByayT yaaneHsl. Jas
[0CTyNa K YCTPOMCTBY ByAeT Ucrnoab3oBaTbcs 3aganHbln MH-koa nonb3oBatens.

ViPNet CSP 4.2. PykoBoacTBO nosb3oBatens | 93



CmeHa 'M1MH-koaa

CwmeHa I'II/IH—Ko,a,a yCTpOI‘/’ICTBa MOXeT I'IOTpe6OBaTbCFI B CBA3W C NCTeyeHneM Cpoka ,D.el\/‘ICTBVIﬂ naponaa nan
no ApyrmumMm npuynHam, ytBep>XaeHHbIM periamMmeHToM opraHusaumn.

Ecnn npomsBoautens ycTponcTBa NpeAocTaBaseT cneunanmsnpobaHHoe MO ana aaMUHUCTPUPOBaHWUS,
ncnonbaynte ans cmerbl NMAH-koga 3to MO. Ans ocTanbHbIX YCTPONCTB AOCTYNHa GyHKUMS cmeHbl TTAH-

koza B nporpamme ViPNet CSP.

Y1066l cMeHuTb MUH-KOA YyCTPOICTBa, BbINONHUTE CleAytolme AeNCTBUS:

1 B okHe ViPNet CSP nepeligute B pa3zen Moakntouaemble ycTpoiictBa (cM. PucyHok 44 Ha ctp. 90).

2 B cnucke MogkatouaeMble ycTpoiictBa (CM. PucyHok 45 Ha cTp. 92) pagom ¢ HasBaHVeM

NnoAK/NIFOYEHHOTO yCTpOI7ICTBa Ha>XXMWUTe KHOMKY 7.

3 B nosBuBLeMcs MeHto BbibepuTe NyHKT CmeHuTb MUH-

Koga,

4 B okHe CmeHa MNH-kopa BEINONHUTE CiesytOLLNE AeACTBUS:

4.1 B cnucke CmeHUTb BbibepuTe TN nsmerHsemoro NMMH-koga.

4.2 B none Tekywumii MNH-kog ykaxunte npexHunin NMNH-koa, a B OCTaBLUMXCA ABYX NMOAAX — HOBbIV

MNH-koa.

4.3 Haxxmute kHonky OK.

Cmena MNMH-koga

3apalTe napameTpel, Heobxogumele anA cvensl NWH-koaa yorporcTea

Ycrpoiicteo: Infotecs Software Token(10000001 ]

CMEHNTE: MKH-kog nonezoeatena

Tekywyi MAH-koa:

Hoeenid NMWH-koa: LTI YY)
Murunym & cumeonoe

MoaTeepxaeHne: ssssssss

[ ok

&

| | omena

PucyHok 47. CmeHa NMVIH-koda sHewHezo ycmpolicmea

B pe3synbtaTe MNH-kog ycTpoiicTBa byAeT N3MEHEH.
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ICNONb30BaHME AaTumMKa CIyUanHbIX
ymcen

JaTunk cayyarHbIX UMCEN CO3AaeT CyYaliHble NOCeL0BaTeNbHOCTM UNCEN, HA OCHOBE KOTOPbIX
bopMUpYOTCS 3aKpbITbie KAKOUN.

B kauecTtBe gatumka cnydaliHbix uncen B nporpamme ViPNet CSP MOXHO MCNOAb30BaTh BCTPOEHHBIN
JaTUNK — «Bronormyeckunii» (3INeKTPpoHHaa pysaetka (Ha ctp. 219)), annapaTHbIA AaTUMK CayYaliHbIX Yyncen
WAN NpeABapUTEIbHO CO3JaHHYH0 MOCNeA0BaTENbHOCTb CAYYaNHbIX Yncen.

YTobbI Bbl6paTb I/ICI'IOJ'Ib3y€MbII‘/’I AaTUNK CJ'Iy'~IaI7IHbIX yncen, BbiNOJIHUTE Cejgyrowmne Ael‘/‘ICTBI/IFIZ

1 B okHe ViPNet CSP nepeigute B pasgen Jatumk cayyaiiHbix umcen.

Li ViPNet CSP

c:ﬁ ViPNet CSP

Kpuntonpoeaidgep ViPNet CSP npefHazHaueH ANA peannsaumm Kpuntorpagduaeckny dyHKLnA
B onepaunoHHoi cncreme Microsoft Windows.

KoHTelHeps! knkoued =

P ﬂaTLiMK CNyHarHblIX HYMNCEN
Moakniouaemsle ycTpoidcTea
Wecnonesyemelii 4aTumk cnydaiHeix YWCEn:

LLATHHE CAYYaWHBIX HKMCen

IlomonrensHo ’Euonoruqecr(uﬁ -
MpowssoguTens: InfeTeCS
Bepcuna: 4.1.0.24640
PazmeLenmne: Ch\Program Files\InfoTeCS\ViPNet CSP\rngbiowin.dll

@ ,'j,ﬂT‘-IHK C."I:-"‘-lﬂl:iHbIX HWCEN NO3B0NAET FTEHEQUPOBATD C."I}"‘-IﬂﬁHblE NoOCNEA0BaTENBHOCTH YNCEN, HA
OCHOBE KOTOPBIX $OpMUPYIOTCA 33KPLITBIE KADMYM,

£ 0AD «MHpoTeKCs, 1991-2014

Bepona 4.2 0.28192) [ QK J I OTmena . MpumMeHnTs
CepUAHLIA HOMEpP: L

PucyHok 48. Beibop damyuka cayydaliHelx yucen
2 B cnncke Ucnonb3yemblin gaTumk cyvaHbIX Yncen BbibepuTe O4MH 13 BapUaHTOB:

o buonornuecknii — ytobbI MCMOAB30BaATL ANS CO3aHUA NOCNEAOBATENBHOCTU CYYalHbIX YnCen
«3/IEKTPOHHYHO PyNeTKy>».
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o BHewHee ycTtpoiictBo (Token) PKCS#11 — utobbl Mcnonb3oBaTh ANs CO34aHuWsA
nocnesoBaTeNbHOCTU CyYaliHbIX Yncen BHellHee ycTpoicteo eToken Aladdin nan eToken
GOST (cM. «BHelwHme ycTporictBa» Ha cTp. 202).

MpumeyaHwue. Ecnv B kauecTBe gaTuvika CayyaHbIX UMCen BbIBpaHO BHELLHee
YCTPOWCTBO, Nepey, Co3aHneM 3anpoca Ha cepTudurkaT v nepes npoBepKoN
paboToCNoCOBHOCTM AaTumka CyYaiHbIX UMCeN NOAKIOUNTE K KOMMbIOTEPY 3TO

BHeLLHee YCTPOMCTBO.

Mpwn ncnonb3oBaHUKN YCTPOWCTB C annapaTHOW noazaep>kkon anroputmos FOCT
CO3jaHne Nocaef0BaTeNbHOCTEN CTyYaliHbIX YMCeN BCErAa OCYLLEeCTBASETCA
CPeACTBaMM 3TUX YCTPOMCTB BHE 3aBUCMMOCTM OT BbIBPAHHOIO AaTumnka CayYanHbIX
uncen.

o ACAP — uT06bI MCNOAb30BaTb NPEABAPUTENBHO CO3aHHYHO MOCNEA0BATENbHOCTb CIyYalHbIX
uncen (rammy). Mocne BbIGOpa 3TOro BapuaHTa BbINOJHWUTE CleaytoLime AeACTBUA:

e Haxmwute kHonky [lobaBUTb rammy.

e B okHe O630p nanok ykaxuTte narky, B KOTOPOW Haxoaatca dainbl, cogepkalime
MocNes0BaTeIbHOCTb CYYalHbIX YNCe.

MpuMeuaHue. MocnesoBaTENbHOCTM CAYYalHbIX Yncen (raMMbl) MOCTaBAAIOTCA Ha
anckax ACAP B coctaBe KitoUeBbIX HAOKHOTOB, KOTOPbIE Bbl MOXETE NOAYUUTb B
®esepansHoli cnyxxbe 6esonacHocTn Poccnm (PCB).

o AnnapaTHblli AaTUMK CAyYaHbIX YNCEN, YCTAHOB/EHHbIM Ha KOMMbIOTEpPE.

I'IpmmeuaHme. AI'II'IapaTHbIe AaTUNKN C}'Iyt—lal\/'IHbIX yuncen, He yCtaHOB/NIEHHbIE Ha
KOMnNblOTEPE, HE OTO6pa)KaI-OTCF| B Cnuncke V|CI'IOJ1b3yEMbII7I AaTyunkK CﬂyqaﬁHbIX yucen.

Mpn ncnonb3oBaHWKM faTumKa CayyaliHbIX YMCen annapaTHOro MoAyAs JOBEPEeHHOM
3arpysku «Akkopa-AM/3» NOMMMO YCTaHOBKM CTaHAapTHOro NPOrpaMMHOro
obecneueHuns ckonupyinte Gain tmdrv32.d1l1l U3 KOMMNIEKTa NOCTaBKU B Nanky
C:\Windows\System32 (ana 32-pa3pagHoii Bepcumn Windows) uaum B nanky
C:\Windows\SysWOW64 (ans 64-paspsgHon sepcmum Windows).

3 [lns coxpaHeHwWs NapaMeTpoB HaxXMuTe KHOMKY MpuMeHUTb.

CBoWcTBa BbIGpaHHOrO YCTPOMCTBA OTOBpaXKatoTcs Noj cnmckom Mcnoib3ayemblii JaTunK CayyaiHbIX
uncen.

YT06bI NPOBEPUTL PAabOTOCMOCOBHOCTE HUONOTMUECKOTO UM annapaTHOro AaTuvKa ClyYalHbIX Ynces,
HaxxmuTe KHonky MpoBepuTsb. MNMocie NpoBeseHNs NPOBeEPKM NPOrpaMMa BblAacT coobLeHne o ee
pe3ynbTate.
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Pernctpauma coobITmi
KpMMNTONPOBanaepa

Hactpovika permctpaymm cobbiTvii Kpyntonposangepa 98

MpocMoTp cobbITMIN KPUNTOMNPOBakAepa B CUCTEMHOM XXypHase 100
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Hactporka pernctpaLmm cobbiTum
KPUNTOMPOBanaepa

B nporpamme ViPNet CSP opraHn3oBaHO BeAeHMe XypHaia coObbITUI, C MOMOLLbIHO KOTOPOrO MOXHO
OCYLLLECTBAATb MOHUTOPUHT paboTbl kpunTonpoBargepa. CobbITMA 3aNMCbIBAOTCSA B CUCTEMHbIN XYpHan
Windows.

Bbl MOXeTe 3aZaTb O4AMH N3 ABYX PEXMMOB BeAeHUNA XypHaia B0 OTKNOUNTb 3aMUCh COBBLITUNA. ,ﬂ,ﬂﬂ
3TOro BbINOJHUTE Caeayroune AGVICTBMﬂZ

1 B rnaBHom okHe ViPNet CSP nepenaute B pasgen JonosHUTeNbHO.

Liy ViPNet CSP

(:ﬁ ViPNet CSP

Kpuntonpoeaidaep ViPNet CSP npeaHazHaued anA peaamzaumu kpuntorpaduueckux GyHKUMA
E onepaunoHHon cvcreme Microsoft Windows.

KeHTeAHeps! (rosen [lononHuTe bHbIE NapameTpbl

Moaknouaenmsle yCTpoRCTEa

- HKypnan paBoTel kpunTonposaigepa:
Hatumk CAYYaMHbIX Yicen

AypHanuposaHue BCeX KpUNTorpadnyeckins onepaumil
----- HMTEARH
NonoAHUTeALHO BO3MOMHO SHAUNTENBHOE CHIDKEHWE NPOHZE0ANTENBHOCTI.

:I )K)‘pHEJ'IMpDEEHHE ACCTYN3 K KNH4Yam NONB30EaTENA
HezHaunTensHoe CHUKEHWE ApoW3EOINTENBHDCTH.

AypHanuposaHue oTKNHYEHD
Hanbonbluan NporsE0guTenbHOCTh,

Moagep:xka pabotel ViPMet CSP yepes Microsoft CryptoAPI
Moagep:xka anroputos 2012 roga s TLS-cecconnax
Mogaepska TL51.2

’ MpoeepuTe haiinel nporpaMme Ha LENDCTHOCTL ]

2 OAC «WMHpoTeKCs, 1991-2015 [ oK ] [ Otmena ] [ MpumeHnTs ]
Bepcwa 4.2 (2.34707)
CepuitHBIR HOMEp:

PucyHok 49. 3a0aHue pexuma sedeHus XypHana

2 B ob6nactv XXypHan paboTbl KpuntonpoBsaigepa nepemMecTute NoA3yHOK B OAHO U3 CeAyHOLLMX
NOJIOXEHWN:

o KypHanupoBaHue OTK/IFOUEHO — PErMcTpaLmns cobbITUIM B XXypHane oTKIoUeHa.
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o )KypHam/lpOBaume A4O0CTyna K KJiro4aM noJib3oBaTesid — B XYpHaJl 3anncbiBakoTCA TOJIbKO
CO6bITVI$|, He CBA3aHHble C AOJITOBPEMEHHbIMU onepaLnamMu: o6pau.|,eHV|;| K KJ1Fo4am
noJib3oBaTend, NnoAnNnMcb Wi NpoBepkKa NoannCcKU Xaw-CcyMmm.

o XypHanupoBaHue Bcex kpunTorpadpuueckmx onepaumnm — B XXypHa Takxke 3anmncbiBatoTcs
CobbITUSA, CBA3AHHbIE C AOJATOBPEMEHHBIMU OMepaLMsaMu: X3LUMPOBaHMEM, WNDPOBaHKEM,
pacwmdpoBaHNeEM, KOHTPOJEM LLeSIOCTHOCTU Galinos. MNpun BbiBope 3TOro pexnmMa BO3MOXHO
3HauMTeNIbHOE CHUXKEHME NPON3BOAUTENBHOCT KPMMTONpPOBangepa n3-3a 60/bLworo
KOJIMYeCTBa PErucTpupyemMblix cOBbITUN.

Perncrpupyemsble cobbiTus KpUnTonpoBajepa Bbl MOXeTe MPOCMaTpMBaTh B CUCTEMHOM XYypHane
Windows (cM. «[pocMoTp cobbITUIA KpUMTOMNPOBanAepa B CUCTEMHOM >XypHase» Ha cTp. 100).
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[1pOCMOTP COBbBITHI

KPWMNTOMPOBaMAepa B CUCTEMHOM
XYPHane

Ecnm B nporpamme ViPNet CSP BkitoueHa permcrtpaums cobbiTuii kpuntonpoBargepa (cM. «<Hactpolika
pernctpauum cobbiTuii Kpuntonposarepa» Ha cTp. 98), Bbl MOXETE OCYLLECTBAATb MOHUTOPUHT 3TUX
COBbITUIN C MOMOLLBIO CUCTEMHOTO XypHana Windows. YTo6bl NPOCMOTPETb COObLITUS, UICTOYHMKOM
KoTopbix ABnsetca kpuntonposargep ViPNet CSP, BbinonHWUTe cneaytolime AeCTBUA:

1 Ha MNaHenu ynpaBneHus B kaTeropuv AAMUHMCTPMPOBaHWE ABaX bl LWeakHUTe 3Havok MpocmoTp
COb6bITUI.

2 B okHe MpocmoTp cobbiTnin Ha NeBoi NaHenn Bbibepute XKypHanbl NPUNOXKEHUIA U CAyX6 >
ViPNet CSP.

B pe3ysnbTaTe Ha NpaBoW NaHenn oTobPa3nUTCs CMINCOK 3apPErMCTPUPOBAHHBIX COBLITUI.

12 MpocwmoTp coBermii

Qain  Jeiictewe  Bwg  Cnpaska

= | #[E)

> | Hactpaneaemele npegcrasnerina

. 5-\ HKyprans Windows YposeHs Jarta v spema WMcrounmnk  Koa coBermua  Kateropua sagaqn
4 [ Kyprane! npunoskennii w cryxb @ Ceegenunn 17.02.2014 12:14:58 ITCCSP 4354 OrcyTereyer
£ Internet Explorer (i) 17.02.2014 12:14:58 ] OTcyTcTeyer
@ Key Management Service @ Ceegenma 17.02.2014 12:14:58 [TCCSP 4358  OrcyTereyer
@ Media Center @ Ceegenua 17.02.2014 12:14:58 ITCCSP 4373 OtcyTeTeyer
- ] Microsoft @Cﬁe,a,EHmn 17.02.2014 12:14:58 ITCCSP 4369  OrcyTcreyer

—
&= Windows PowerShell Cobbimne 4377, ITCCSP

@ CoBeitua cBopyaosaHua
d MNognuckn

OBuwwme | MoapobrocTr

OceoBoxaeHWE KAHYa,
KouTekct nposaiigepa: 0x6
Kenrexcr knroda: 0:38FTAOS

Pucyrok 50. lMpocmomp cobeimuii ViPNet CSP
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/IHTerpaums

VIPNet CSP ¢

|EHTPOM Ce
baze Micros

MNopsaaoK AencTBmM

OTUOKMKALMN Ha
oft CA

102

Pa3BepTbiBaHMe LeHTpa cepTudmkaumm Microsoft CA 103
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[lopAaaok AenCTBIM

Bbl MOXeTe ncnosib3oBaTth yA0CTOBEpPAOLWMA LLeHTP Microsoft (LeHTp ceptndukaumm Microsoft CA) ans
BbINONHEHWA KpunTorpaduuecknx GyHKLMN B cOoTBETCTBUM € anroputMmamum FOCT. [na sToro
HeobxoAMMO Npu pa3BepTbIBAHUN LIEHTPa cepTUdPMKaLMm 3afaTb B KauecTBe NocTaBLLmKa
kpunTorpadpuyecknx dyHkumii ViPNet CSP.

Bbl MOXKeTe pa3BepHyTb LieHTp cepTudukaumm Microsoft CA Ha ntoboM cepBepe, paboTatoLieM Moz
yMpaB/ieHVEM OHOM U3 CefyroLMX onepaLmnoHHbIX cuctem: Microsoft Windows Server 2003, 2008, 2008
R2, 2012, 2012 R2. B npuBeAeHHOM HM>XKe NpuMepe npeanoaaraeTcs, YTo AN pa3BepTbiBaHMA BblAeneH
cepBep ¢ onepaunoHHon cuctemoin Microsoft Windows Server 2012, KOTOpbIN NOAKIHOUEH K IOKaIbHOM
ceTw.

Ans nHterpaumm ViPNet CSP ¢ ueHTpom ceptrudurkaumm Microsoft CA BbINONHWTE Creaytoline AencTBuUS:

1 YcraHoBuTe 1 3apernctpupyiite nporpammy ViPNet CSP (cM. «YcTaHOBKa 1 3anyck nporpammbl»
Ha CTp. 26).

2 Pa3BepHuTe LEeHTP cepTudmKaunm, 06aBMB Ha cepBep LIeHTPa COOTBETCTBYIOLLYIO POJib
(cm. «Pa3BepTbiBaHWe LeHTpa cepTudukaumm Microsoft CA» Ha cTp. 103).
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Pa3BepTbiBaHME LieHTpa
ceptndmkaumm Microsoft CA

Yto6bl pa3BepHyTh Ha cepBepe ¢ OC Windows Server 2012 ueHTp cepTudmKaymm, B3auMoAeNCTBY LN
¢ kpunTtonpoBangepoM ViPNet CSP, Ha cepBep TpebyeTcsa yCTaHOBUTL crneLmanbHyro posb «Cayx6sbl
ceptudunkaumm Active Directory». B npoLecce yctaHOBKM posn Byaet chopMmpoBaHa napa Karouen u
n3gaH ceptndukar ueHTpa ceptubmkaumn.

[ns pa3BepTbiBaHUS U HACTPOWKM LieHTpa cepTudukaLumm Microsoft CA BbinonHUTe cregytoLine
JencTBUs:

1 Ha naHenu ynpasneHuns Windows B kateropun AgMUHUCTPUPOBaHMe 3anycTute KOHCONb
Ancnetuep cepBepoB.

2 B meHIo YnpaBneHue koHconu Aucnetuep cepBepoB BbibepuTe NyHKT [l06aBUTbL poaun un
KoMnoHeHTbl. OTKpoeTca mactep gobaBieHnsa poaein N KOMMOHEHTOB.

3 Cnepywite ykasaHWAM MacTepa, Npy 3TOM Ha CTpaHuLue Bbibop poneit cepBepa ycTaHOBUTE GAaxKok
HanpoTtus poau Cay>bbl ceptudunkartoB Active Directory, n B okHe Mactep gob6aBneHus ponen n
KOMIMOHEHTOB HaXXMUTe KHOMKY [,06aBUTb KOMMOHEHTbI.

4 B meHto YBegomneHusa koHcoau Aucnetuep cepBepos B nyHkTe KoHburypauma nocne
pa3BepTbiBaHMA LWeNKHUTE ccbinky HacTpounTb cnyx6bl ceptudumkartos Active Directory. Otkpoetcs
MacTep KoHburypaumm cnyxbel ceptnudukatos Active Directory.

1 KCHCL‘I’}'D&LIHH nocne pasEepTelBEaHWA

atos Active Directory —
Tpoiika Ha WIN-IHGC362T6LO

I Hactpoute cnykbe ceprudimkatos Active Directory... I

PucyHok 51. Hacmpolika cnyx6ei cepmugpukamos Active Directory
5 Cnegynte ykasaHuam Mactepa, Npu 3TOM:
5.1 Ha ctpanuue Cnyx6bl poneii yctaHoBuTe $axkok HanpoTve cnyx6bbl LieHTp ceptudmkauum.

5.2 Ha cTpaHvLe BapuaHT ycTaHOBKU BbiObepuTe OAMH U3 CeAyOWMNA BapuaHTOB:
ABTOHOMHBbIN LIC nan LIC npegnpuatus.

5.3 Ha ctpanuvue Tun LLC 3agaiTe Hy>KHbIA TUM LieHTpa cepTudunkaumumn n Haxxmmte kHonky Janee.

5.4 Ha ctpaHunue 3akpbiTbii kKntod BbibepuTe BapraHT Co3AaTb HOBBIM 3aKpPbITbIA KAKOY U HaXMuUTe
KHonky fanee.

5.5 Ha ctpanuvue WndposaHue ana LC BbinoaHWTE ciegyrolime AeicTBuIs:

e B kauecTBe nocraBLmka cy>b WNGpoBaHNA B COOTBETCTBYIOLLLEM CMINCKE Bblbepute
nocrasLuka GOST R 34.10#Infotecs Primitive Provider nau Infotecs Cryptographic Service
Provider.
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e YcTaHoBUWTe Pnaxok Paspewntb B3aumogeiicTBume ¢ agMmuHuctTpatopom, ecam LIC
obpallaeTca K 3aKpbITOMY KJHOUy.

Haxmute kHonky [lanee.

[ KoHourypauws cnyxbil cepTuomukatos Active Directory = | = -
KOHEYHLIA CEPBEP
|_|_|lf1dppO BaHWe ANA |_LC WIN-IHGC362T6LO.test.local
YUeTHbIE A3HHEIS Ykaxute napameTpsl LMbpoBaHuA

CiyxBel poneid

BanMakT YCTRHOBRN BrifepuTe NoCTaBLWMK CNy*E WKbpoOEaHUR: Jnuna knroua:

Tun LIC I| Infotecs Cryptographic Service Provider I |v || 512 |'|
1 1

33KPLITLIA KHOY

BrifepuTe x31W-anropuTi 408 NOANUCLIEZHWA CRPTMGWKATOE, Belgasaemblx 3Tum LIC:

Mmg LIC
Cpok aeicTans
B23z daHHBIK CEDTHEOMERT...

Moareepx aeHmua

I PaspewnTs 63aMMogeRcTEME C agmnHucTpatopom, ecnn LIC ofpawaetca k sakpoitomy K_nroqy.l

MNMoppobres o whudposaHnm

| < Hazag || DNanee > | HacrpouTe OTmena

PucyHok 52. Beibop kpunmonposatidepa npu Hacmpolike yoocmosepsrouje2o yeHmpa

6 Ha ctpanuue MoaTtBepikaeHne Haxxmute kHonky Hactpouts. Mpu aTom kpunTtonposaingep ViPNet
CSP HauHeT co3aHne KOHTeNHepa KatUein ¢ KOPHEBLIM cepTUHUKATOM LieHTpa cepTudukaLmnm.

7 B okHe ViPNet CSP - uHuumanusaumsa KoHTeHepa katouen (cM. PrcyHok 25 Ha cTp. 55) BbInosHUTE
cnepyroLLne AencTBus:

o Ykaxunte nmsa KOHTeI\/‘IHepa NN OCTaBbTeE 3HaYeHUE No yMOAYaHWKO B COOTBETCTBYHOLLEM Mone.

o YKaxute MecTo pa3MeLLeHUs, YCTaHOBMB Nepek/toyaTesib B O4HO U3 3HaueHui: Manka Ha gucke
unn Beibepute ycTponcTBo.

8 B okHe ViPNet CSP - naponb koHTelHepa katouen (cMm. PrucyHok 26 Ha cTp. 55) BBeguTe n
NoATBEPANTE Naposb AOCTYNa K KOHTEMHEPY KAtOUel.

Y106bI COXPaHWTb NapO/b A4 MNOCAEAYHOLNX 06paLLEHNA K KOHTENHePY KAtOYel, YyCTaHOBUTE
dnaxok CoxpaHUTb Napob.

9 TosBKTCA aneKTPOHHasA pyneTka (Ha cTp. 219), ecn OHa elle He 3anyckanacb B paMkax TekyLero
ceaHca paboTbl Nporpammel. [loBoAWTe yKazaTesieM B NpeAenax OkHa DNEKTPOHHas pyaeTka
(cm. PucyHok 27 Ha cTp. 56).

10 Ha cTpaHvue Pe3ynbTaTbl HakMUTe KHOMKY 3aKpbIThb.

B pe3ynbTaTe LeHTp cepTudumKaL M MOXKET HauymHaTb CBOKO pPaboTy.

ViPNet CSP 4.2. PykoBogacTBO noab3oBatens | 104



DNIEKTPOHHAdA MOAMMCH B
nokymeHtax Microsoft Office

MoanvcaHue gokymeHToB Microsoft Word, Excel n PowerPoint 106
MpocmoTp anekTpoHHOWM noanucy B Microsoft Word, Excel n PowerPoint 110
YaaneHve anektpoHHon noanuncy B Microsoft Word, Excel n PowerPoint 114
Buanmas ctpoka noanucu B gokymeHTtax Microsoft Word u Excel 116
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[ToanmcaHmne aokyMeHToB Microsoft
Word, Excel n PowerPoint

Mpun paboTe ¢ gokyMeHTamMu B NporpamMax naketa Microsoft Office Bbl MoXeTe ncnosb3oBatb
3NEKTPOHHYHO NMOAMKUCS.

B paHHOM paszfene coaep>nTcsa MHPopPMaLmMs o0 TOM, Kak 206aBUTb 3NEKTPOHHYHO MOANUCH B JOKYMEHTbI
Microsoft Word, Excel n PowerPoint B cayuasx ncnonb3oBaHus pasnmyHbix Bepcuin Microsoft Office.

Microsoft Office 2007

YTt06bI 06aBUTb INEKTPOHHYHO MOANUCH B A0KYMeHT Microsoft Word, Excel n PowerPoint, BbinonHute
cnegytoine AencTBus:

1 CoxpaHute JOKYMEHT.
(.'!,—3 )
2 Haxwwute kHonky Microsoft Office =, BoibepuTe nyHKT MOAroToBKa, a 3aTeM HaxXmuTe
[o6aButb uudposyro nognucb. OTkpoeTtca okHo MoanucaHme.

TR, T AT RET O

B acsynent Graet aobasnea Lwdnosas nogmes. 3T noares se Gyast snaqs npu
MPOOMOTRE COSEMNGEION D 0 S yHEHTA.

LLEme NOAMEACaM R oK YIEHTAS

Tema cepTintuecaTa:  Pelrov [ PTE. ... ]

PucyHok 53. [lobasneHue snekmpoHHoU nodnucu

MpumeyaHue. Ecav AOKyMeHT He bbl MpeABapUTEIbHO COXPaHEeH, MOABUTCA
coobLeHne C NpeAoXeHNneM COXpPaHUTL ero nepes AobaeaeHneM nognucu. B okHe
COObLLEHNA HaxkMUTe KHonky [a.

3 B okHe lNognucaHue Bbl MOXeTe 3anonHWTL noae Lienb nognucaHna gokymeHTta. Huxe B 3TOM Xe
OKHe npuBejeHbl KpaTkne cBefeHns o ceptndukarte, KOTOpbIM NpeanonaraeTca nognncatb
AOKYMeHT. MNpu HeobXxoAMMOCTN HaxXMunTe KHOMKY N3meHUTb 1 Bbibepute apyron ceptudmkar.

4 Bbibpas cepTudukart, HaxxmuTe kHonky Moanucatb. OTkpoetca okHo ViPNet CSP — naponb
KOHTelHepa katouen (cM. PrcyHok 40 Ha cTp. 80).
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5 BseawTe naposb u Haxxmute kHornky OK. MosaeuTca cooblyeHme 06 ycnewHom gobasneHunn
3NeKTPOHHOM NOAMNCK N COXPaHEHUN JOKYMeHTa. B CTpoKe COCTOAHMA JOKYMEHTA NOABUTCA 3HAYOK

‘a, 0603HaYaroLWNIA, UTO JOKYMEHT COAEPXKUT INEKTPOHHYHO MOAMUCH.

Coser. |_|pl/l BHECEHUU KaKMX-Anbo npaBoK B I'IOAI'II/IcaHHbII\/’I AOKYMEHT BCe
3N1EKTPOHHbIE NOANNCK YAANAROTCA, O4HAKO Mpu HEO6XOAI/IMOCTVI Bbl MOXeTe BHECTU
npaBkn 1 3aTeMm NnognncaTtb JOKYMEHT CHOBaA.

Microsoft Office 2010

Yto6bl 406aBUTH 31EKTPOHHYH NOANUCL B AOoKyMeHT Microsoft Word, Excel n PowerPoint, BeinoaHute
cnegytouine AencTBus:

1 CoxpaHute JOKYMEHT.
2 Ortkpowvite Bknaaky ®Paiin 1 Boibepute pasgen CeegeHus.

3 B rpynne Pa3spelueHna HaxxmuTe KHOMKY 3aWUTUTb JOKYMEHT, 3alUTUTb KHUTY Wan 3almTutb

npeseHTauuio, 3aTem BbibepuTe KomMaHAay [lobaButb umdposyto nognmcb. OTKPOETCa OKHO
MopgnucaHwe.

MpyMeuaHue. ECn AOKYMEHT He 6bl NPeABapUTENbHO COXPAHEH, MOABUTCA
COObLLEHME C MPEANOXKEHNEM COXPaHUTbL ero nepes AobaBneHVeM Noanucy. B okHe
COO0B6LLEHNs HaXkMUTe KHOMKY Ja.

4 B okHe I'Io,qnwcaHme Bbl MO>XXETE 3anOJIHUTb nose Ll,enb noanncaHna AOKyMeHTa. Hw>xe B 3TOM Xe
OKHe NpMBEAEHDbI KPaTKMe cBejeHnAa O CepTVIq)I/IKaTe, KOTOPbIM npeanosaraetca nognucatb
AOKYMEHT. |_|pl/l HeO6XO,CI,I/IMOCTI/I Ha>XMWUTE KHOMKY N3meHnTb 1 Bbl6epVITe ,Cl,pyl'OI?I CepTVIq)I/IKaT.

. Meanucanne - E

ﬂ Lonhansirenutens GRes sein § ToM, wTe NoR

NS LESeTen.,,

B acwymedt Graet aobasnes Lsdnosss nogMes. 3T MOArms He GyasT BmaHs npu
MESEROTDE COSEMINNSr D AR Y HEHTA.

LLane NoamCaes o yieeHTAL

Tema cspringwecata:  Mopesrmn Bessconss Tioooe oy
Ker mman s Admires trator net2

PucyHok 54. [lobasneHue s3nekmpoHHoU nodnucu

5 Bblbpas ceptudukart, Haxmute kHonky Mognucatb. OTkpoetcs okHo ViPNet CSP — naposb
KOHTeliHepa Katouelt (cMm. PrucyHok 40 Ha cTp. 80).

6 Bsegute naponb u HaxxmuTe KHornky OK. MosBWTCA cooblyeHne 06 ycnewHom fobaBaeHmn
3/1eKTPOHHOM MOAMMNCH.
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B pa3aene CBeseHus OyaeT otobpaxeHa MHbOpMaLMsA O TOM, UYTO AOKYMEHT NMOMEYEH Kak
OKOHYaTeNbHbIN.

MoanucanHbIi goKyMeHT

A -
PLE ITOT ZOKyMEHT NOANNCEH W NOMEYEH K3K OKOHYaTeNkHEIA, Ero pegaktnposanne
— HEBO3MONHE. B cnyyae usMeHeHnA 3Toro qoKyMeHTa KeM-nnBo nognuck
Mpacrarp CTAHYT HEAEHCTENTENBHBIMM.

nognucei

. Pazpewenua
el

& } JTOT AOKYMEHT NOMEYEH KaK OKOHYSTENBHBIR 4NA 3anpeTa
“_il? PEAIKTUPOBAHKA,

3aWNTUTE

ACKYMEHT ~

PucyHok 55. lHgpopmayus 0 mom, ymo OoKyMeHm nomMeyeH Kak OKOHYames1bHoill

B cTpoKe COCTOAHWSA AOKYMEHTa MosBUTCA 3HAYUOK .ﬂ 0603HavaroLWUIA, UTO AOKYMEHT COAEPXKUT
3/1EKTPOHHYHO MOAMWCb.

Coger. [py BHECEHMW KaKUX-MBO NPaBOK B NMOAMUCAHHBIV JOKYMEHT BCe
3NEKTPOHHbIE MOANNCU YAANAIOTCS, O4HAKO NMPU HEOBXOAMMOCTU Bbl MOXETE BHECTM
MpaBKW ¥ 3aTeM NnoAnucaTb AOKyMeHT CHOBa.

Microsoft Office 2013

Y106bl 106aBUTb 3NEKTPOHHYHO NOANWCE B AOKyMeHT Microsoft Word, Excel n PowerPoint, BeinoaHute
cnepyrowne AencTBus:

1 CoxpaHute JOKYMEHT.
2 Ortkpovite Bknaaky ®Paiin n Boibepute pasgen CeegeHus.

3 HaxwmwuTe KHOMKY 3alimMTa AOKYMEHTa, 3almTa KHUIMY nan 3alumrta npeseHTaunm B O4HOVMEHHON
rpynne v BoibepuTte KoMaHay Jo6aBuTb LUbpPOBYIO NOANUCH.

MpuMeyaHue. ECiv JOKYMEHT He Bbln NpeaBapUTESbHO COXPaHeH, MOSBUTCS
CoobLLeHMe C NPessIoXEHNEM COXPaHUTbL ero nepes AobaBaeHreM NoAnucK. B okHe
COOBLLEHNSA HaXMUTe KHOMKy [a.

4 B okHe MNognncaHune Bbl MOXETE BbINOJHUTD CEAYIOLLME AeACTBUSA:
o B none Tun noaTeBep>aeHUA BbIbpaTb OAHY M3 3afjaHHbIX MPUYMH NOAMUCAHUA LOKYMEHTa.

o B none L',eﬂb nognncaHna JOoKyMeHTa yKa3aTtb Lesib NnoAnncaHuna AOKYMeHTa.
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Hwuxe B 3TOM Xe OkHe npuBeAeHbl KpaTkne CBeeHna o cepTudukaTe, KOTOPbIM NpeAnoaaraeTcs
nognucatb AoKyMeHT. [pn HeobxogMMocTu gobaBbTe AONONHUTENbHbIE CBEAEHNSA UIWN HaXXMUTE
kHornky V3MeHUTb, 4TO6BI BEIGPaTL APYyromn cepTndmrkar.

Magancanmne [ ]

0 Jeneanuicapnit CRCACHIA © ToW, TG NEANHCHBAETCS

E A0wysenT SYALT AGGRAIEHE WISRIBAR NOANAHTD. T8 NOANNCE HE GIIET BRANG NEN NEACMATRE
COAEEOEMRIOTD JOKYRIEHTS.

Tion noTEC A HIR:

FTRERANA SAHH W J0AEHT =
Hfﬂb MNOINHCAHWA J0 YL HTA
FrREpEAtHAe J0rOROPE
HTo6s J06AEHTE OBEJENHA O NOANHIABDEL, ¢ Enoney sMoapotuomes, | T )
Tews cepTdueata:  Heancs Huoaald Mearosudy [r— ]

Ko ms A KCA_ndenin

PucyHok 56. [lobasneHue snekmpoHHoU nodnucu

BbibpaB cepTndukart, HaxxmumTe kHonky Moanucatb. Otkpoetcs okHo ViPNet CSP — naponb
KOHTelHepa katouei (cM. PrcyHok 40 Ha cTp. 80).

Beeante naposb 1 Haxxmute kHonky OK. MoseuTca coobuieHne 06 ycnewHoM gobaBneHnn
3/1eKTPOHHOW MOAMMUCH.

B pasgene CBegeHus byaet otobpaxeHa nHbopmaums o TOM, UTO AOKYMEHT NMOMEYEH Kak
OKOHYaTeNbHbIN.

@ MoAnWcaHHbIA AOKYMEHT

3toT ACKYMEHT NOANKMCAH M NOMEYEH KK OKOHYaTENbHbIN, Ero PEASKTUPOEAHNE
Mpocumotp HEBO3IMOMHD, B cayyae nsMeHeEHnA 3Toro 4okyMeHTa Kem-nnBo NogNKcK cTaHyT
nognuceii HELEACTEMTENEHEIMM,

3aliWTa NOKYMEHTA

} [& 3ror ACKYMEHT NOMEYEH KaK OKOHYaTENEHEIA 4NA 3aNPETa PejakTMpoBaHMA,
3awmta
JAOKYMEHTa ™

PucyHok 57. IHghopmayusi 0 mom, Ymo GoKyMeHm nomeyeH Kak OKOHYamesoHoll

(%

B cTpoke COCTOAHWSA AOKYMEHTa MOABUTCA 3HAUOK
3/IEKTPOHHYHO MOAMWCb.

, 0003HaUaloLWLMIA, UTO AOKYMEHT COAEPXKUT

Coser. |_|pVI BHECEHUU KaKMX-Inbo npaBoK B I'IO,CI,I'II/ICGHHbIIZ AOKYMEHT BCe
31EKTPOHHbIE NOANNCK YAANAKTCA, O4HAKO Mpun HeO6XOAVIMOCTVI Bbl MOXeETE BHECTU
npaBkKy 1 3aTem nognncaTtb JOKYMEHT CHOBa.
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[10OCMOTP 21EeKTPOHHOM MOAMMCK B
Microsoft Word, Excel n PowerPoint

Microsoft Office 2007

BHumaHme! [JokymMeHTbI, NognucaHHble B NporpaMmMax naketa Microsoft Office 2010
nam 2013, He MOTYT HbITb KOPPEKTHO PacMo3HaHbl B MPorpamMmMax naketa Microsoft
Office 2007 go cb6opkm 12.0.6554. PekoMeHayeTCs ncnosib3oBath 3Ty Uan 6osnee
NO3AH0 cOOpKy NakeTa MPorpamm.

>

s npocMoTpa 3NeKTPoHHOM nognucy B gokymeHte Microsoft Word, Excel nan PowerPoint Beinonxute
cnesyroLine LencTBus:
Ca)
1 Haxwmwute kHonky Microsoft Office ~ 4 BbIbepuTe NyHKT MNoaroToBKa, a 3aTeM Haxmute
MpocmoTp nognuceir. Otkpoetcs naHenb Mognucu.

Maognucw v W

< [leRCTRMTENLHME RO pRkOE
|Petrov 18, 10, 2=l

Coorae nognecu...,

¥aanwTe noanmce

PucyHok 58. NaHens «[Modnucu»

ﬂpmmeqaﬂme. Bbl MOXeTe TakKe Bbi3BaTb MNaHeNb I'Io,qnmcm, LLeNKHYB B CTPOKe

COCTOAHMA 3HAYOK 3]'IeKTpOHHOI7I nognmcum "i 5

2 Ha naHenu Moanucy LenKHUTE NPaBOW KHOMKOW MbILIW CTPOKY MNOAMUCH (IMBO HaXkMuTe KHOMKY
BbI30Ba MEHIO CrpaBa), B MeHo BbibepuTte nyHKT CocTaB nognucu.

3 B okHe CocTaB noanncun cogep>kaTtca KpaTtkme cBeaeHna o nognmcum m CepTMq)I/IKaTe. B 3TOM OKHe BbI
MO>eTe BbINOJIHUTL caeayrouine AeIZCTBMﬂZ

o YTO6bI OTKPLITL CEepTUPMKAT, HaXXMUTe KHOMKy MpocmoTp.

o Yrtobbl NPOCMOTPETb AONOJIHNTENIbHbIE CBEAEHNA O MNOAMUNCKH, LLESKHUTE CCbIIKY
AOI‘IOJ’IHVITEIIbeIe cBejeHunna, KoTopblie 6yAyT BK/1IKOUEHbI B NOANMUCH.

Ecam npu npoBepke cepTrdmrKaTa BO3HUKIN OLINOKK, COOBLLEHNE 06 3TOM OyZAeT BbIBEAEHO MOJ
3aro/IoBKOM OKHa.
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CocTan naanvcn

D Cusdia NpoSam - FPOBSERE MOAFEIH SASEPUMASS, ¢ OUBBHEMI,
LLane NOAMCaRe QoK yIsHTA:

Tema ceprisjsscara: M, Tech, Writer
K Bean ae L ({adm)

FreaT [+ i, KO
HAYE SEHEI BT a3 s =T

| DpoHaT... |

'T@'

’Wb‘

PucyHok 59. Cocmas nodnucu

Microsoft Office 2010

BHuMaHue! [JokyMeHTbI, MOANMCaHHble B NporpammMax naketa Microsoft Office 2007, He

nakeTa NnporpamMmm.

MOryT 6bITb KOPPEKTHO pacno3HaHbl B MporpaMmax naketa Microsoft Office 2010 go
c6opkm 14.0.6023. PekoMeHayeTCs UCNOAb30BaTh 3Ty AN Bosiee NO3HIO COOopKY

s npocMoTpa 3NeKTPoHHOM nognucy B gokymeHte Microsoft Word, Excel nan PowerPoint Beinonxute

cnesyoLine LencTBus:

1 Ortkpoiite Bknagky ®Paiin n B pasgene CeegeHna Haxxmute kHonky MpocmoTp noanuceii.

OTKpOGTCFI naHesnb I'Iop,nwcw.

Moanmucw v X
Vv AeRCYBuY enbHbie NOANNOE
Mopennsil Bruecnan Taxo... 10.06. 2}

2

Cocrae noanmem...

JAARKTE NOANNCE
Hoxyment nognmcan.
Mot Sreecerast MOtnO0 MINEHEISS! B JOKYMEHT
WASPOtHIE NOAMMOA CTAHOOSRTCR
HEACHCTINT Crntaser,

AONOMeITe et COCACISAA O NOANMCRX O
aoxymesTax Office..

PucyHok 60. MaHenb «[lodnucu»

I'IpumeuaHMe. Bbl Tak)ke MOXKeTe Bbi3BaTb NaHe b I'Io,qnvncm, LLLeNKHYB B CTPOKe

COCTOAHMA 3HAYOK 3}16KTp0HHOI7I noanmncun 'ﬁ' 5

2 Ha naHeau Mognucy LWesKHUTE NPaBOM KHOMKOW MbILUK CTPOKY MNOANMUCYK (MO0 HaXMUTE KHOMKY

BbI30OBa MEHHO cnpaBa). B meHto Bbl6epVITe NYyHKT CocraB nognncu.

3 B okHe CoctaB noanncun colep>kaTtca Kpatkme cBegeHna o nognmcum m CepTI/Iq)I/IKaTe. B HeMm BbI

MO>eTe BbINOJIHUTL caeayroune ,D,EI‘/JICTBVIFIZ

o YTO6bI OTKPLITL CEepTUPMKAT, HaXXMUTe KHOMKY MpocmoTp.
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o UYTobbI NPOCMOTPETb AONOJ/IHNTENIbHbIE CBEAEHUNA O NMOAMNCKH, WEJIKHUTE CCbIIKY

ﬂ,OI‘IOﬂHVITeﬂbeIe cBegeHuaA, KoTtopblie GyAyT BK/IKOUEHbI B NOANMUCH.

Ecam npw nposepke ceptudurkaTta BO3HUKAN OLLNOKYM, coobLueHne 06 3ToM OyAeT BbiBEAEHO MOA
3aro/IoBKOM OKHa.

CocTas nognucH |-® @
D Cusdfca Nposepe - MDOBEDE MOAMFCH SABEOUMASTS € OUMiiar,

b NOAMMCAE 00 yIeHT A

Tera cepmiafuecata: M, Tech, Writer

DpocoTp...
Fiet Beanae: L {adm) .
fraTHf [+ i, KOT [ 1
IMpeiT
DygyT Eeci B OO, | - =

PucyHok 61. Cocmas nodnucu

Microsoft Office 2013

s npocMoTpa 3NeKTPOHHON nognucy B gokymeHte Microsoft Word, Excel nnn PowerPoint BoinonxuTe
cnegytoine AencTBus:

1 CoxpaHute JOKYMEHT.

2 Ortkpovite Bknaaky ®aiin 1 B pasgene CBegeHua HaxxmmTe KHomnky MpocMoTp noanuceii.
OTtkpoetcs naHens Moanucn.

Moanucu vx
A ERcTERTEARNLIE MOAN AT

Haasios Huxonai Meanoswuy 05082013 |~
COCTas NognsCH_.

YAAAWTE BOSNHCE

JloscyaenT noanKwcan,
Mpae emecernm ARG MIBEHEHIE B A0KyIIEHT
UM BPOELIE NOAAMEN CTAHORATEA HEAEHCTENTAAHEINN,

JoncrmiTennHpe CEESEHIER O MOAMNSCEE B 40Ky IEEHTE
Office

PucyHok 62. NaHens «[Modnucu»

- prmeanme. Bbl Takoke MOXKeTe Bbi3BaTb NaHe b I'Iop,nmcm, LLLeNKHYB B CTPOKe

[}
COCTOAHMA 3HAYOK 3}16KTp0HHOI7I noanuncum .

3 Ha naHean HOAI'IVICI/I wenKHuTe I'IpaBOI?I KHOMKOM MbILIN CTPOKY noanncum (VI!]I/I Ha>XXMUTe KHOMKY
BbI30OBa MEHHO cnpaBa). B meHto Bbl6epVITe NYyHKT CocraB nognncu.
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4 B okHe CocTaB noanncun colep>kaTtca Kpatkme cBegeHna o nognmcum m CepTI/Iq)I/IKaTe. B HeMm BbI

MO>eTe BbINOJIHUTL caeayroune Ael?lCTBVIﬂZ

o YTtobbl OTKPBITE CepTUDUKAT, HAXMUTE KHOMKY MpocmoTp.

o UYTobbI NPOCMOTPETb AONOJIHNTENIbHbIE CBEAEHUNA O NMOAMUNCKH, LWLEJIKHUTE CCbIIKY

ﬂ,OI‘IOﬂHVITeﬂbeIe cBeaeHua, KoTopblie GyAyT BK/IKOUEHbI B NOANMUCH.

o Ytobbl noayunte MHGOPMaLMIO O Biagenble ceptudurkata, WwenkHuTe ccoinky MNMpocmoTp

CBejeHWUIn 0 nognucasLleM.

MpumeuaHue. Eciv npu npoBepke ceptrdurKaTa BOZHUKIN OLWINOKM, coobLLeHe 06

3TOM 6YyAeT BbiBeAEHO MoJ, 3aroJl0BKOM OKHa.

Cocrae nognucn [~ -]

Moanmos AEFITENTRARNS — NOINHIEHINGE COIEPBMLIGE HE WIMEHRNDTb W
CEDTIGMKAT AEAITRHTENLH,

Tein Aognmo: XADES-EPES
Tin noaTEE g EHUR:

YIRED A SArFBIR SORYLIEHT
LiEne noanuchian J0KyLenTa

VISP ASHNE SOFOBO LS
Téwa cepriadacata: M o8 Huxoasa M -1 OpomaTp...
Kem Badan: KCA_admin
18 DNREEMoTD COCItHHA © [ Barpeits ]
(CACH TR BT NOINACH O, - '

DS e B TR0

PucyHok 63. Cocmas nodnucu
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YaaneHme 31eKTpOHHOM MOAMUCU B
Microsoft Word, Excel n PowerPoint

Microsoft Office 2007

YTo6bl yaannTb 3NEKTPOHHYH NMOANUCL M3 okymeHTa Microsoft Word, Excel nan PowerPoint, BbinosHuTe
cnegyroLine AencTBus:
Cq)
1 Otkporite naHenb Moanucu. ns storo HaxmuTe kHonky Microsoft Office “ ', BbibepuTe NyHKT
MoproToBka, a 3ateM Haxmute MpocMoTp Nnoanucei.

MprmeyaHne. Bol MOXeTe TakKe Bbi3BaTb NaHesb MNognucuy, LWenkHyB B CTPOKe

COCTOAHMA JOKYMEHTA 3HAaYOK 3ﬂ€KTpOHHOI7I noanncum "ﬂ .

2 Ha naHenn Moanucy (cm. PrcyHok 58 Ha ctp. 110) WwenkHUTe NpaBoi KHOMKOW MbILLN CTPOKY
nognucy (MMbo HaxkMuTe KHOMKY Bbl30Ba MEHIO CMpaBga), B MEHIO BbibepuTe NyHKT YaanuTb
noAnuch.

3 B OkHe NoATBEPXAEHMS HaXXMuTe KHOMKY [Ja. d1ekTpoHHas NoANUCh ByAeT yaaneHa U3 oKyMeHTa.

Microsoft Office 2010

Yto6bl yAannTb 3NEKTPOHHYHO NOANUCL M3 AokymeHTa Microsoft Word, Excel unn PowerPoint, BbinosHuTe
cnegytouine AencTBus:

1 Ortkpovite naHesnb Mognucu. [1ns 3toro otkpowite Bknaaky ®Pavin v B pasgene CBefeHUs Haxmute
kHonky MpocmoTp noanuceii.

I'IpumeuaHme. Bbl MOXeTe Takxxe Bbi3BaTb NaHeNb I'Io,qnwcw, LLLeNKHYB B CTPOKe

COCTOAHMA AOKYMEHTa 3Ha4OoK 3]'IeKTpOHHOI7I noanmcum "a .

2 Ha naHenn Mognucn (cM. PucyHok 60 Ha cTp. 111) WwenkHWTe NpaBoi KHOMKOW MbILUN CTPOKY
nognucun (Mnbo HaXXMuTe KHOMKY BbI30Ba MEHHO CripaBa), B MeHIo BbibepuTe MyHKT YaanuTb
NoAMNUCh.

3 B okHe noaTBepXAeHWsA HaxXMuTe KHOMKY Ja. DneKTpoHHas NoAnvce ByaeT yaaneHa U3 4OoKyMeHTa.

ViPNet CSP 4.2. PykoBogacTBO noab3oBatens | 114



Microsoft Office 2013

YTo6bl yAaNNTb 3NEKTPOHHYHO NOANUCL U3 okyMeHTa Microsoft Word, Excel nan PowerPoint, BbinoaHuTe
cnesyoLLne AencTBus:

1 Ortkpoiite naHenb Mognucu. [Ans 3toro otkpowite Bknagky ®ain n B pasgene CeefeHna Haxmute

kHornky MpocmoTp nognucei.

an/IMe‘—IaHVIe. Bbl MOXeTe TakXe Bbi3BaTb NaHe b I'Iop,nmcm, LLIeNKHYB B CTPOKe

. H
COCTOAHMA AOKYMEHTa 3HAYOK 3JIEKTPOHHOU noAnncK .

2 Ha naHenn Moanucy (cm. PrcyHok 62 Ha cTp. 112) WwenkHuTe NpaBoi KHOMKOW MbILLN CTPOKY
nognucu (MMbo HaxXMuTe KHOMKY BbI30Ba MEHHO CMpaBa), B MeHI0 BbibepuTe NyHKT Yaanutb

noanuchb.

3 B OKHe NoATBEPXAEHMS HaXXMuTe KHOMKY [Ja. dneKTpoHHas NoANWCh ByAeT yaaneHa U3 oKyMeHTa.
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BuanmMas CTpoka Noanmcu B
nokymeHtax Microsoft Word u Excel

MpunoxeHuns Microsoft Word 1 Microsoft Excel no3BoasitoT BCTaBUTb B JOKYMEHT OfHY UAN HECKONbKO
BUAMMbIX CTPOK MoAnucK. Takas CTPOKa BbIMSANT Kak MEeCTO AN MOAMUCH B BYMaXXHOM JOKYMEHTE U
OAHOBPEMEHHO C BUAUMBIM MPEeACTaBieHNEM MOANMNCK B JOKYMEHTE A06ABASET NEKTPOHHYH NMOANUCH
A1 YAOCTOBEPEHUS IMYHOCTW NMOAMUCABLLETO.

BcTaBka BMAMMOW CTPOKM MOAMMUCH

YTobbI AO6aBI/ITb B AOKYMEHT BUANMYHO CTPOKY A4 NOANUCHU, BbINOJHUTE Cejyrouine Ael\/'ICTBI/IFIZ
1 Momectnte KypcCop B TO MeCTO AOKYMEHTa, Kyda Tpe6yeTc;| BCTaBUTb CTPOKY MOAMUCK.

2 Ha eknagke BcraBka B rpynne Tekct HaxxmuTte kHonky Ctpoka noanucn. OTKpoeTcs OKHO
Hacrpoiika nognucn.

Hatrpoia nasnmen [ Ea]
Dpeancucersinii noanMoeBa0Ee (Henpusep: B. A. Genonl:

B4, Banoe

JoasHOCTE APAANEEHHOND NOANMCHBANWEND (ranpiuep: Jupectop)
AuperTop

BAPEC MEETROMMHOR NOWTH MNP EANGHENNO T MOENHILE0 e o
duectand company.Lom

HHCTpnLAM A8 M0, SN00BEN LyET o

MeEpes NOSNCARMER 20 KYMERTA YEEUTECH, YTO MOSMICLIENERI0E
COASEEEGE ARARETLA NDASILYRHERL,

| PP ST NOANH W EIUELY A0E3RNATE NP HILEERHILE B SEHE NOANHGE
| MakasuesTe JATY AGANMIH B CTRO0E ROAMEN

o) Conem)

PucyHok 64. OkHo «Hacmpolika nodnucu»

3 3anosHute nons MNpeano>keHHbIN NOANUCBIBAOLWNNA, [OHKHOCTb NPeaoXKeHHOro
noAanucbiBaroLiero, Agpec 31eKTPOHHOW NoUTbl MPeA/oXXEHHOrO NognucbiBatowwero. Bol MoxeTe
BBECTM KpaTKUe MHCTPYKLMM ANs MOAMMCHIBAIOLLETO, @ TakXKe pPa3peLIvTb NMOAMUChIBALOLLEMY
8,06aBAATb NPUMEUaHWS B OKHE MOAMMWCH U BKJIKOUUTL OTOBpaXkeHne AaThl NoAgnNuUcK (ycTaHOBMB
COOTBETCTBYHOLLME bIAaXKKN).

4 BbIMOMHMB HACTPOWKY NoANMCHY, HaxxmuTe KHorKy OK. B oKyMeHT byzeT BCTaBaeHa MycTas CTpokKa
419 MOANUCK, KOoTopas Takxke byzeT oTobpaxkaTbca Ha naHenn Moanvcu.
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MNoanucwu v

x TpeGyennie Nogne e
BA Benas B.A Bencs

e #
Anpeetop

PucyHok 65. Budumas cmpoka nodnucu u ee npedcmassieHue Ha haHeau «[lodnucu» e Microsoft
Word 2013

[lo Toro kak B CTpoKy noanuch byaet nobaBaeHa 3NeKTPOHHas NMOAMUCH, Bbl MOXETE U3MEHUTL ee
HacTpoWku. [lns 3TOro BbINOJHUTE CiesytoLne AeNCTBUS:

1 B 3aBucmmoctn ot I/ICI'IOJ'II::3yeMOl\/‘I BeEpCun nporpamMmmsbl BbINMOJIHATE O4HO U3 Ael‘/’ICTBMI‘/’IZ

o B nporpamme Microsoft Word 2007 uaun Microsoft Excel 2007 HaxxmunTe kHonKy Microsoft Office
Ca)
', BbibepuTe NyHKT MoaroToeka, a 3aTem Haxmute MpocmoTp noanucei. OTKpoeTcs naHeb
Moanucm (cm. PrcyHok 58 Ha cTp. 110).

Ha naHenn Moanucy wenkHUTe NpaBov KHOMKOW MbILIW Ha3BaHWe CTPOKW MOAMUCY (Mau
LWeNKHWUTE NPaBOW KHOMKOW MbILWW CaMy CTPOKY MOAMWUCK B AOKYMEHTE), B MEHIO BblbepuTe
nyHkT HacTpoiika nognucm.

o B nporpamme Microsoft Word uaun Microsoft Excel Bepcimn 2010 nan 2013 wenkHUTe NpaBoi
KHOMKOWM MbILWW CTPOKY MOAMUCK U B KOHTEKCTHOM MeEHHO BblibepuTte nyHKT HacTpoiika nognvcu.

2 B okHe Hactpoliika noanucm (cM. PrcyHok 64 Ha cTp. 116) BHecuTe HEOHBXOANMbIE U3MEHEHUSA U
HaxxmuTe KHorky OK.

MpumeyaHwue. MNocie NoaNMcaHNs JOKYMEHTa Bbl CMOXETE NMPOCMOTPEThL CBONCTBA
MoANMCK B OkHe HacTpolikv nognucuy, Ho BHECEHWE U3MEHEHWI ByAeT HEBO3MOXHO.

[lobaBneHme 31eKTPOHHOM NOAMNMCK B CTPOKY
NOAMMCH

B npunoxeHunsx Microsoft Word n Excel Bepcuii 2007, 2010 1 2013 Bbl MOXKeTe NoANMcaTh JOKYMEHT,
NCNONb3yA BUAVMYHO CTPOKY MOAMUCH.

MpyMeyaHue. ECn OTKPbITb ZOKYMEHT C BUAUMOW CTPOKOM MOAMUCU B MPUNOXKEHUM,
Bxogawwem B nakeT Microsoft Office 6onee paHHeli Bepcun, yem 2007, cTpoka nognucu
6yAeT 3aMeHeHa 06bIYHBIM PUCYHKOM, 1 ee HEBO3MOXHO byaeT nognucarb.

YTobbI AO6aBI/ITb 3N1EKTPOHHYIO MOAMUCL B CTPOKY NOAMUNCH, BbINOJIHUTE CaeaytoLne AEVICTBMHZ
1 B 3aBucmmoctn ot Bepcun nporpamMmbl BbIMOJIHATE O4HO U3 ,D,EI‘;ICTBMVIZ

o B nporpamme Microsoft Word 2007 uaun Microsoft Excel 2007:
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Ca)
e Haxmute kHonky Microsoft Office ', Bui6epute nyHKT MOAroTOBKa, a 3aTeM HaxXMUTe

MpocmoTp noanucen. Otkpoetcs naHenb Mognuck (cMm. PricyHok 58 Ha ctp. 110).

e Ha nanenu MNopgnucu WenkHNTE NpaBoM KHOMKOW MbILWW CTPOKY NOANMUCA (MAW LLENKHNTE
NpPaBoOWN KHOMKOM MbILW CaMy CTPOKY MOAMNUCK B LOKYMEHTE) U B MEHIO BblbepuTe NyHKT
Moanucarsb.

o B nporpamme Microsoft Word uaun Microsoft Excel Bepcimn 2010 nan 2013 wenkHUTe npaBoin
KHOMKOWM MbILWW CTPOKY MOAMUCK U B KOHTEKCTHOM MeHH0 BbibepuTe NyHKT Mognucars.

B okHe MoanucaHue BBegMTe CBOE NMMA MO0 LLENKHUTE CCbIKY BbibpaTh pUCyHOK, UTOObI BCTaBUTH
rpadumyeckoe n3obpaxeHune noanucu. Huxe saHo KpaTkoe onncaHne ceptudurkara, KOTopbiM
npeanonaraeTcs NoAnucaTbh JOKYMeHT. YTobbl moanuncatb AOKYMEHT ApYyruMm cepTudurkaTom,
HaXkmuTe KHonky 3ameHnTb 1 Bbibepute cepTndumkar.

B nporpamme Microsoft Word nau Excel Bepcum 2013 B faHHOM OKHe Bbl MOXETe TakXXe BbINOJHUTD
cnepyroLine AencTBus:

o B nose Tun noaTeBep>kaeHuUs BbibpaTb OAHY M3 3ajaHHbIX MPUYMH NOAMUCAHUS LOKYMEHTa.
o B none Lienb nognncaHus foKyMeHTa yKazaTb Lie/ib MOANUCAHWS AOKYMEHTa.

o I"Ipm HeO6XOAI/IMOCTI/I Ha>XaTb KHOMKY CBe,IJ,EHIAﬂ n AO6aBI/1Tb AONOJIHUTeNbHblE CBEAEHUA O
noanuvcasLliem.

Magame srmve B ]
ﬂ HRNeAHITEALHEE CREAEHIME O TOM, YT MGanHBIETES

Tepea MOARICAHAEN J0KYMENTD FEEAMTEC, YTO NOANMIMEIEUDE (OAERMHIGE ABARETIA
NIBILABHEM,

ERESHTE COOE HAA MICKE S1860 MACKTE KMONKY "BHSpaTh DHCYMOE 1 DEEERETE DHOMOK 280
HONOAEI0BIHSE B KIYNEITEE MOANMIH

X Veanos BBpATE PHOTHE

HL Heanos
AupeETog

III N NogTedplE g eHAR

FTREPIIY AAHHT Z0UyEHT =
u!ﬂb MOZNHLANAR JOKCyMEHTA

FIREpAEHAE JOTORORA

Yrpfis A0Ga8HTE CBELENHA O NOSMLCAREEL, RIETe Exnoney sMogpoteoimis, | Cpeaenma. ]

Tewa cepragikata;  Heanos Hugonad Hpargpud Hime i 1

Kbl ngan KCA_ndsin - ;
NaannaTs OmmaeHa

PucyHok 66. lModnucaHue cmpoku nodnucu 8 npuaoxeHusx Microsoft Office 2013

MNMocne BBOAA NMeHW 1 Bbibopa cepTudurkaTa Haxxmmute kHonky Moanucatb. OTkpoeTcs Ananoro.soe
okHo ViPNet CSP — naposb koHTeliHepa katouen (cm. PucyHok 40 Ha cTp. 80).

Beeante naposb 1 Haxmute kHonky OK. B ctpoke noagnuncm nosasuTca umsa noanuvcasLiero nam
rpadumueckoe n3o06paxkeHne ero NoANUCK.
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Ecam no kaknm-nmbo npuynHam He yaanocCb NpoBepunTb HaAEXHOCTb CepTI/ICI)VIKaTa noanncu, Haj
CTpOKOl\/‘I noanncum 6yp,eT CTOATb NOMeTKa Hep,elTlCTBI/ITeﬂbHaﬂ noanncob.

x Fen S TR SN MOOMMCE

X A, MeaHoe

i, B, Hesmon
BupescTop

PucyHok 67. HedelicmeumensHas nodnuce

MpumeuaHue. CTPoOKy C HEAENCTBUTENbHON MNOAMMNCHIO MOXHO NOANUCAaTh elle pas.
[ns 3TOro WenKHUTE NPaBoW KHOMKOM MbILUN CTPOKY MNOAMUCH (MM Ha3BaHME NognNuUcK
Ha naHenu Moanucn) n BbibepuTe NyHKT MognucaTb ewe pas.

MpocmoTpeTb coctaB noanucy (cm. «[MpocmoTp anekTpoHHoW noanucu B Microsoft Word, Excel n
PowerPoint» Ha cTp. 110) uam yaanutb NoANUCh (CM. «YaaneHne 31ekTpoHHOW nognucn B Microsoft
Word, Excel n PowerPoint» Ha cTp. 114) 13 BUAMMOM CTPOKMN NOAMMUCU MOXKHO TaK Xe, Kak B Clyvae
HEBUANMOM MNOAMUCH.
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[TopsaaoK opraHm3aumm obmeHa
3ALLUMLLEHHBIMU COODLLEHVAMM

B paHHOM paszgene onucbiBaeTcsa Blanmogelictene ViPNet CSP ¢ noutoBbiMu nporpammamm Microsoft
Office Outlook (2007, 2010 nan 2013) n Mouta Windows Live (Bepcum 2009). Ans Toro utobsl
OopraHnsoBaTb 06MeH 3aLuniLeHHbIMKU cooblyeHnamm ¢ nomowsto ViPNet CSP B kakon-anbo ns atmx

nporpamMm, BbINOJIHUTE CleAytoLLe JeNCTBUS:

1

YcraHoBuTe (cM. «Cnocobbl yCTaHOBKM 3aKpbITOrO KAtoya 1 ceptudurkaTa» Ha cTp. 60) KOHTelrHep
Katoueit n ceptuomkat B nporpamme ViPNet CSP, a Takxxe ceptndumkat nsgatens n cnmcok
aHHY/IMPOBaHHbIX cepTudmKaToB (CM. «YCcTaHOBKa cepTudurKaTa nsgarena u cnmcka
aHHYJIMPOBAHHbIX CEPTUPUKATOB» Ha CTP. 73).

ObmeHsiTech cepTudmKaTamMm ¢ nonydatesnem (oTnpasmTenem) coobuieHms (cm. «ObmeH
ceptudurkaTamMm c noayyaresnem coobuieHns» Ha cTp. 122).

Mpv HEOHXOAMMOCTN HACTPONTE NOYTOBYHO NPOrpaMMy Ans PaboTbl € LMPPOBON NOAMUCHIO U
3aWwndpoBaHHbIMU COOBLLEHUAMN (CM. «HacTpolika AOMONHUTE/IbHBIX NapaMeTPOB 3EKTPOHHO
noanucu 1 WndpoBaHna» Ha cTp. 124).

B 3aBMCMMOCTU OT TOrO, ABASETECH IV Bbl OTNPABUTENEM UM NOyYaTenemM 3amdpoBaHHOrO
COODBLLEHMS, BBINONHUTE Cesytolmne AeNCcTBuUS:

o MoagnuwuTte coobLueHre 31eKTPOHHON NOANUCHEIO (CM. «/JobaBaeHne 31eKTPOHHON NOAMUCY KO
BCEM coobLeHnam» Ha cTp. 127, «JobaBneHne NoANNCH K OTAE/1bHOMY COOBLLEHMIO»
Ha cTp. 131).

o Co3painte 1 oTnpasbTe 3aWnMdPpoBaHHoe cooblyeHme (cM. «LLndposaHme cooblyeHuii
371eKTPOHHOM NoYThI» Ha cTp. 137).

o Pacwmndpynte nonyyeHHoe coobuyeHne (M. «[1pocMOTp 3aMPpPOBaHHbIX COOBLLEHNIA»
Ha cTp. 141).

BHuMaHue! YTobbl MOANUCHIBaTL COOBLLEHMS 31EKTPOHHON NOYTbl, HEOBXOAMMO UMETb
cepTndUKaT INEKTPOHHON MOAMUCK, B KOTOPOM YKa3zaH afpec 31eKTPOHHOW NouThl
BAajenbLa cepTudunkata 1 NPUCyTCTBYeT paclumpeHme «3alluLleHHas 31eKTpoHHas
noyta» B noJe «PaclumpeHHoe UCMo/b30BaHNe Katoua» («YayULleHHbI Katou»). Ecam
Takoro ceptudukara HeT, JobaBneHVe 3NEKTPOHHON NOANUCK K coobLeHmto byaeTt

>

HEBO3MOXHO.
UTt06bl NOAYYMNTb BO3MOXHOCTb MNOANUCAHUS COOBLLEHNI 31EKTPOHHOW MOYTHI,

CO3ZaiTe 3anpocC Ha HOBbIA CEPTUPMKAT, YKAXKUTE B HEM afpec 3/1eKTPOHHOW MOYUThI U
nepegjaiite 3anpoc agMUHUCTPATOPY BaLLEro YAOCTOBEPSIOLLEro LeHTpa.

Kpome obmeHa 3amdpoBaHHbIMU COOBLLIEHNAMM 3NEKTPOHHOWN MOYTbI, C MOMOLLbHO MPOrpamMmbl
Microsoft Outlook naun Moutbl Windows Live MOXHO LindpoBaTh JOKYMEHTbI U dalisbl
(em. «lndposaHne gokyMmeHTOB 1 GaiioB» Ha cTp. 142).
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ObMeH cepTndmkatTamm ¢
noaydatenem coobLleHms

UT06bI 3awmbpoBaTh COOBLLEHME INEKTPOHHON NOYTbI A5l ONPEAENEHHOTO MOJyYaTess, Bam
Heobxoaum ceptndurKaTt 3Toro nosyyatens. ObMeH cepTudrkaTamm MoOXeT ObiTb MPOU3BEAEH OLHUM U3

c/efyroLLMX CnocoboB:

MyTeM OTNpaBkun COOBLLLEHUNA C INEKTPOHHOW NOANUCBIO (CM. «/lobaBieHne NoANUCH K OTAEIbHOMY
coobueHnto» Ha cTp. 131). obaBasis MMa OTNPaBUTENs B KOHTAKTbI, MOAyYaTeslb TEM CaMblM
fpobasnset cepTndumkat oTnpaBUTeNs.

Mytem oTnpaBky paina ceptndurkaTa (C pacliMpeHnem .cer) NONyYaTeNO B COOBLLEHNN
3N1eKTPOHHOM MOYTbI, HA BHELLIHEM HOCUTENE UK pa3MeLLeHNs ero B 0bLLes0CTyNHOM CEeTEBOM
XpaHuauLie. 3To AaeT BO3IMOXHOCTb nofyyatento umnoptuposats CER-dain B KoHTaKT.

Mytem co3paHms koHTakTa ¢ CER-dainom 1 ero otnpaska.

BHumanwme! CepTtudukar nonyuatens v saw ceptmdukaT JOMKHbI COgepKaTb agpeca

/A\ 3NEKTPOHHOV MOYUThI BAAgE/bLEB (CM. «AZpeC 3/1eKTPOHHOW MOYThl 13 cepTudUKaTta He

HalgeH B CrMcKe afpecoB KOHTakTa» Ha cTp. 173).

UT06bl UMNOPTMpPOBaTb CePTUPMKAT B KAPTOUKY KOHTAKTOB, BbINOAHUTE CEAYyOLMNe AeNCTBUSA:

1

B nporpamme Microsoft Outlook naun B Moute Windows Live oTkpoiTe npeactaeieHne KoHTakTbl (B
Microsoft Outlook 2013 — npegcraBneHue Jlroam).

[BOVHbBIM LLLENUKOM OTKPOMTE HYXXHbIN KOHTaKT.

OTKpONTE OKHO ynpaBaeHUs cepTuduKaTamu Noab30BaTENS, A5 3TOFO BbINOJHUTE CledytoLne
JAencTBuS:

o B nporpamme Microsoft Outlook 2007 nan 2010 Ha Bknagke KoHTtakt B rpynne MNMoka3satb
HaxMuTe kHonky CepTudukatbl “,

o B nporpamme Microsoft Outlook 2013 Ha Bknagke KoHTtakT B rpynne Moka3s HaxmuTe KHOMKY

CepTtudukarsbl E.
o B Toute Windows Live BbibepuTe pasgen YaoctoBepeHus.
Haxxmute kHonky Umnoprt.
B okHe Mowuck cepTudmkarta ykaxumre nyTb K Ganny ceptudukata n HaxXMmuTe KHOMKy OTKpPbITb.

BbibpaHHbIn cepTndukat byaeTt fobaBneH K JaHHOMY KOHTaKTY.
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BHumaHume! Ecan nocne umnopta ceptudrkata NosBUAOCL COOBLLEHNE O TOM, UTO
/A\\ aA\pec 371eKTPOHHOW NouThl N3 cepTudMKaTa He HaliZieH B cnncke (M. «Aapec
(I, 371eKTPOHHON NMOYTbl U3 cepTudrKaTa He HalJeH B CMUCKe afpPecoB KOHTaKTa»

Ha cTp. 173), To 3awmndpoBaTb NMCbMO C MOMOLLIO 4aHHOrO cepTudurKaTa He yAacTCs.

UTo6bl y6eanTbCs, UTO A06aB/IEHHbIV CepTUOUKAT ABASETC JOBEPEHHBIM, BbiGEpUTE €ro 1 HaxMuTe
kHonky CBolcTBa.

Ecan B okHe CBolicTBa cepTudumkaTta Ha Bkiagke Obwme otobparkaetcs 3Hauok =8 nan 48 1o
cepTudumKaT He ABAAETCS AOBEPEHHBIM.

Ecnn ceptndukat He siBnseTcs AoBepeHHbIM, B OkHe CBOMCTBA cepTudmMKaTa OTKPOMTE BKAAAKY
[Josepue v B rpynne NameHeHne npaBun fosepus Bbibepunte BapnaHT ABHO JOBepPATb 3TOMY
ceptudukaty. 3aTem HaxkmumTe KHonky OK.

YTobbI OTNPaBNTb KaPTOUKY KOHTaKTa C CepTMq)I/IKaTOM, BbINOAHUTE Caeayrowme ,Cl,el7|CTBMFII

1

B nporpamme Microsoft Outlook nau B Moute Windows Live co3galite HOBbIV KOHTaKT U 3aMoHUTE
KapTOUKy CBOVMM AaHHbIMMU.

VIMnopTupyliTe B KOHTaKT Ball cepTUduUKar.
B KOHTEKCTHOM MEHIO KOHTaKTa BbIMOJHUTE Clefytolmne AencTBUs:

o B nporpamme Microsoft Outlook 2007 BbIGepuTe NyHKT OTNPaBUTL NOJIHbIE KOHTaKTHbIE
cBepeHus v 3aTem B popmarte Outlook.

o B nporpamme Microsoft Outlook 2010 naun 2013 Bbibepute NyHKT MNepecnaTb KOHTAKT 1 3aTEM
Kak koHTakT Outlook.

B okHe nucbma ykaxute agpec noayyatens, fo6aBbTe CONPOBOANUTENbHbIN TEKCT U HaXXMUTE
OTnpaBuTsb.

MpumeuaHue. B nporpamme Mouta Windows Live oTnpaBka KOHTakTa HEBO3MOXHa.

Mocne Toro Kak Bbl 0O6MeHANNCh cepTUdMKaTaMu € NosyyaTesem, MOXHO NPUCTynaTb K OTApaBKe
3alnppoBaHHbIX COOOLLEHWNA.
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HacTponka A0NONHUTENBHbIX
MapaMeTPOB IEKTPOHHOM MOAMMCH

1 WNPPOBaHMA

B nporpamme Microsoft Outlook ans Beibopa cepTMdUKaToB NOANUCK U WNppoBaHUs, dopmarta
KpunTorpaduy 1 HaCTPOMKM APYrMx NapaMeTPOB BbIMOAHUTE CEAYIOWMNE AENCTBUS:

1 Bbi3oBWTe OKHO M3MeHeHMs HacTpOMKu 6€30MacHOCTU, A5 3TOTO BLIMONHUTE Clegytolne

AeNcTBUS:

o B Microsoft Outlook 2007 BbibepuTe B MeHto CepBuUC NyHKT LieHTp ynpaBaeHuns
6e3onacHoCTblO, NepenanTe B pasges 3almuTa 31eKTPOHHOW NOYTbI U HaXXMUTE KHOMKY

Mapametpbl.

o B Microsoft Outlook 2010 nan 2013 oTtkporite Bknaaky ®ann u Boibepute nyHkT MapameTpsbl. B
okHe MapameTpbl Outlook BbiGepuTe paszgen LieHTp ynpaBieHna 6€30MacHOCTbIO N HAXXMUTE
KHonky MapameTpbl LeHTpa ynpaBaeHusa 6esonacHocTbro. B okHe LLeHTp ynpaBieHus
6e3onacHocTblo BbibepuTe pasgen 3awmTa 31eKTPOHHOM NOUTbI N HAXXMUTE KHOMKY

Mapametpbl.

2 B cnuncke ®opmart kpuntorpadpum Boibepute 3HaueHne S/MIME (cm. «S/MIME (Secure

Multipurpose Internet Mail Extensions)» Ha cTp. 217).

3 HaxwmuTe Bbibpatb HanpoTue noas CepTudukaT NOANUCK U YKaXKNTE HY>KHbIN cepTudukar.

Wamerenne HacTpoikn GesonacHocTh

HacTpoiika fe3onacHocTH
MA KoHGUr ypaLm:

¥cTaHoskn 5/MIME (tht@infotecs.ru)

DOPMAT KPUNTOrpadin: [SJMIME

HacTpolika GesonacHoCTH No yMon4aHuo Ans sToro dopMata

HacTpoiika No yMoN4aHMko ANA BCeX cooBuyeHni

CepTUhMKETEI M aNropUTHE

[METmEemnan:Hocrm... H Cozpate ] [ ¥aanuTe ] Maponk...

CepTudKaT nognuon: TDC, Tohtueva MNadezhda

AMFOPWTH XELIMPOBEHWA: [GOST R 34.11-94 v]

CeprudwkaT wnbposanna: |TDC, Tohtueva Madezhda

ANropuTH WHBPoBaHMA: [GOST 2814789 v]

MepenaEaTs CEpTUdMKATEI C cooblLeHnem

[ CK ][ OTmera ]

PucyHok 68. Beibop cepmugbukamos 015 nodnucu u wiugposaHus

4 Haxmute kHonky Beibpatbk Hanpotue nosis CepTnudmrkaT WNGPOBaAHNA U YKAXKNTE HY>KHbIM

ceptudukar.
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5

>

BHumaHue! Ecan Bbl6paHHbII\/’I AnAa co3gaHunAa 3J'IEKTpOHHOI7I noanmcm CepTVId)I/IKaT He

COAEPXUT afpeca 3/1eKTPOHHOM NOUTbI MW ajpec He COBMaAaeT C ajpecoM OTMpaBKM
coobLeHNs 3NeKTPOHHOM nouTkl, Microsoft Outlook He no3BoanT BbIGPaTL AaHHBbI

cepTnduKaT B KayecTBe cepTmdukaTa 31eKTPOHHON NoANUCH.

Ecnav BbIGpaHHbIN cepTUdUKaT He COAEPXXMUT IEKTPOHHOTO ajpeca OTNpaBKM COObLLEeHNS,
BO3MOXHbI CleAytoLLine CLieHapmu:

o

B XpaHunaniie OI'IepaLI,I/IOHHOl\/‘I CNCTEMbl NMEETCA ApyFOI‘/’I CepTI/ICI)I/IKaT cajgpecomMm BJ'IeKTpOHHOI‘/’I
MOoYThbl, KOTOprI?I coBnagaet C agpecoM oTnpaBkn COO6LLI,EHI/I$| 3ﬂeKTpOHHOI7I MoYyTbl. I"Ipm

noanncaHnm COO6LLI|eHI/IFI 3J'IeKTpOHHOl‘/‘I NOYTbl 3/IEKTPOHHAA noanncb 6yp,eT CO34aHa C

MOMOLLbBHO 3TOTO CepTVICI)VIKaTa, a Heé YKa3aHHOro paHee.

B xpaHuavLLe onepaLMoHHON CUCTEMbI HET APYTUX CEPTUPMKATOB C afPECOM 31EKTPOHHOM
MouThl, KOTOPLIV Bbl COBMaAan C agpPecoM oTrnpasku coobuyeHus. Mpu nonbITke NognucaHms
CoO0BLeHs 3/1eKTPOHHasA nognuce gobasieHa He byaerT.

YT06bI NONYYMTb BO3MOXHOCTb NOAMUCAHWS COOBLLEHWI 31IEKTPOHHO NOUThl CEPTUDMKATOM,
co3zaliTe 3anpoc Ha HOBbIV cepTUMKAT, YKaXKNTE B HEM KOPPEKTHbIN aapec 31eKTPOHHOW NOYUTbI 1
nepegaiTe 3anpoc aMUHUCTPATOPY Ballero y40CTOBEPSHOLLETO LIEHTPA.

Ecam TpebyeTcs, HacTpoliTe OCTaNbHble NapaMeTpbl U HaxmMuTe kHonky OK.

YTobbI BEIGpaTh cepTndmKaThl Nnognucy u wmudposaHus B nporpamme Mouta Windows Live, BeinonHute

cnesyroLine LencTBus:

1
2
3

B meHro CepBuc BbibepuTe NyHKT YUeTHble 3anuncu.

B okHe YueTHble 3anucu Bbl6epl/ITe YUYETHYHO 3anncCb U HaXKMUTE KHOMKY CeolicTBa.

B okHe CBOWCTB yUeTHOM 3anmncy oTkporiTe BkiaaKy besonacHocTb.

o~
i

Rambler — csoiicTea

Obuie ] Cepespes I Mogcmoserse | Besonacrocte | [enomertensso

Cepreavacat noonmcy

BoSepute coprudumar nogmcn. Tem cavem GypeT sagano
WADPOBOE YAOCTODEREHME, KOTOROE BYReT WeNoMe308aTHCR
NPV NOENACHBDEN COOKUEIHIR C ITOA JUETHON 2WMCHI0

Cepmagucar. Maxap JapyGent \ Bespam

)

Mapane Tow LMSEOBIeR
BofSopuTe COpTHSMKAT ¥ AT ORVTM UMSPODIMAR,. JTH Adenie
BXIOUIOTCR B COOCWEHAR C LAPPOBCHA NOIIMCHIO C TEM,
VTOGk! ¥V MOC W BOCTONBI0SATECA NOMYNaTEN NpW
OTPABKA BIM UMSOOBBRX COOGULN

Cepmigwecar.  Maxap SapyCemt Bepans...

Anropwa GOST 28147-83 (2560t »

0K J OM_ r‘ouua«mv

PucyHok 69. Beibop cepmugpukamos nodnucu u wugposaHus
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HaxxmunTe KHOMKy BblbpaTh HanpoTtve nons CepTudmrkat NOAMNUCK U YKaXKUTE HYXXHbIA cepTudukar,
KOTOpPbIV ByfeT NCNoab30BaTbCA 414 NOANNCAHWNA COOBLLEHWA.

HaxxmuTe KHonky Bbeibpatb HanpoTtus noas Ceptudukat wndpoBaHus 1 ykaxmte ceptudukar,
KOTOPBbIV ByAeT NCMNO0/Ib30BaThCA AN WNPPOBaHNSA COOBLLEHWN.

B cnncke Anroputm Bbibepute anroputM WMPpPOBaHUA.

Haxxmunte kHonky OK.
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[lobaBneHme 31eKTPOHHOW MOAMMUCA
KO BCEM COODLLEHMAM

MouTtoBble Nporpammel Microsoft no3eoastoT 406aBAATL B COOBLLEHNSA 3NEKTPOHHOWN MOYTI
3N1EKTPOHHYO MOANUCH, YTOObI rapaHTMPOBaTb MOA/IMHHOCTb U LLeJIOCTHOCTb COOBLLEHMS, @ TakXKe
obecrneunTb HeoTpekaemMocTb. YTobbl 0becrneunts KOHOUAEHLNANBHOCTb COOBLLEHMS, €r0 HYXXHO
3awmndposatb (cM. «LLndposaHmne coobLLeHNI 31eKTPOHHON NoYThl» Ha cTp. 137).

MpumeuaHwne. bonee NogpobHble CBeAEHMS O 3aLLMTe 3NEKTPOHHOMN NOYUTbI CPeacTBaMm
KpunTorpadun MoXxHo noayumtb Ha Beb-y3ne Office Online
(http://office.microsoft.com/ru-ru/outlook-help/HA102748945.aspx?CTT=1).

Huxxe onncaHo, Kak HaCTPOUTb A06aBNEHME SNEKTPOHHOM MOAMUCU K MCXOAALLMM COOBLLEHNAM B
Microsoft Outlook n B Moute Windows Live.

BHumaHme! YTo6bl MOAMMCHIBATL COOBLLEHUS 3NEKTPOHHOM MOYTbI, HEOBXOANMO MMETb

cepTmduKaT 31eKTPOHHON MNOAMMNCH, B KOTOPOM yKa3zaH agpec 3/1eKTPOHHOWM MoYThl

BNagenbLa cepTudukata 1 NPUCYTCTBYET paclumpeHmne «3aluileHHas 31eKTpoHHas

nouta» B nose «PacluiMpeHHoe NCcnonb3oBaHme Kkoua» («YnydlleHHbIn Katou»). Ecan
/ﬂ\ Takoro ceptudukata HeT, JobaBAEHNE 3NEKTPOHHON NOAMNMCU K COOBLLeHMIO ByaeT
"~ HEeBO3MOXHO.

YT06bI NONYUNTL BOZMOXHOCTb NMOAMMCAHNSA COODLLIEHNIA SNEKTPOHHOMN NOYTbI,
co3jaTe 3anpoc Ha HOBbIN CEPTUPMKAT, yKaxnTe B HEM aApec 3/1eKTPOHHOM NOYTbI U
nepegaTe 3anpoc agMUHUCTPATOPY BaLLEro YAOCTOBEPSAIOLEro LieHTpa.

Microsoft Outlook

UYt06bl 406aBAATL 3NEKTPOHHYH MNOAMUCH KO BCEM COOBLLEHUAM, BbINMOAHUTE CeAyHOLLNE AeACTBUS:
1 OTKpoWTe OKHO yrnpaBaeHusa 6e30NacHOCTbIO 3NEKTPOHHOM NOYTbI:
Ecam Bbl ucnonbsyete Microsoft Outlook 2007, BbinoaHWUTE cneaytolime AeCTBUSA:
o B meHto CepBuc BbibepuTe NyHKT LLeHTp ynpaBieHusa 6e3o0nacHOCTbIO.
o B okHe LleHTp ynpaBneHusa 6e30nacHOCTbIO OTKPOLTE BKAaAKy 3alinta 31eKTPOHHOM NoYThI.
Ecam Bbl ucnonbsyete Microsoft Outlook 2010 naun 2013, BoinonHWTe creaytoLime AencTBuUs:

o Ortkporite Bknagky ®ainn n Boibepute nyHKT MapameTpbl. B okHe Mapametpbl Outlook
BbibepuTe pasgen LieHTp ynpaBaeHns 6e30nacHOCTbIO U HaXMuWTe KHOMKy MapameTpbl LeHTpa
ynpaB/ieHus 6e30MacHOCTbIO.
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o B okHe U,eHTp ynpaBseHus 6e3onacHOCTbIO nepe|71,a,|/|Te B pa3jen 3aLIJ,VITa 3ﬂeKTpOHHOVI
NnouYThbl.

B rpynne LUngppoBaHHas 3n1eKTpoHHasA nouTa yctaHoBuTe Gaaxok flobasnate Ludpposyto
NOANUCH K UCXOAALLIUM COOBLLEHMAM.

W posannan INEKTPOHHIR NOT

£ WnSposars COZLPHNMOE W BA0MEHMI HOO 2NN coobwerui

“a

Xl 7| A06a8aRTe UHOP OB NOANKIE K MOOZRUMM COOBWIEHHEM|
Y| OTNPAsAATL NOANMIAHMEE COOBEHMA OTKDHTHM TEKCTOM
Janpawmesrs yeegomaenne S/MIME s scex nognucanmenx coobugermst S MIME

T Napasmerpyl...

PucyHok 70. Mpynna «LLlugpposaHHas 3n1ekmpoHHAs NoYMa» 8 okHe ynpassieHusi 65e30nacHocmeto

Y6eantech, uto yctaHoB/eH daaxxok OTNpaBaATb NOANNCaHHbIe COOOLLEHNA OTKPbITbIM TEKCTOM
(MHaue nonyyatenu, He ncrnoabsyrowme npotokon S/MIME, He cMoryT npouecTb coobLyeHme).

Haxxmunte KHomky Mapametpbl. OTkpoeTcs okHo M3aMeHeHMne HacTpoiikvu 6e3onacHocTu.

([T — HACTROHEH GEI0NACHOCTI E
TP BE0nacHoCTH
Ve ooy paa;

ODHAT KDNTTOM PSS ‘S.l'H]J'rIE *|

HacTpoica BasonscHOCTI NG YHOTYAHISD ANA STor0 GopHaTs

O B R B COeRe A

Pl Teot BE0nscHocTH. .. ] Coznats

CopmidwsaTss 1 ANMOETHS
CeprisisacaT noammor:

BusfipaTe
CEDTHRT UMPDOBAeA; EwbpaTe. ..

| NepenasaTe cepTridsesaTs ¢ ool

[ o | omens

PucyHok 71. OkHo «M3meHeHuUe Hacmpoliku 6e3onacHocmu»

3anonHute none Nmsa koHdurypauymm.
HaxxmuTe KHomKy BblbpaTb HanpoTtune nona Ceptuédumkat noANUCK.

B okHe Bbibop cepTudumkaTta BoibepuTe cepTdmkaTt 13 cnmcka. Ytobbl NPOCMOTPETL BbIGpaHHbIiA
ceptudumkat, Haxmute kHonky MNMpocmoTp cepTudukara.

Beibpas ceptndukat nognucy, Haxmute kHonky OK. ToT xe cepTudukart aBTomatnyveckn byaer
3afaH Ans WndpoBaHMA COOBLLIEHWNN.

BHumaHue! Ecv BbIOpaHHBIN 415 CO3A4aHUSA 3EKTPOHHON NOANUCY CepTUPMKAT He
COAEPXUT aApeca 3eKTPOHHON NMOUTLI MW ajpec He COBMaAaeT C ajpecoM OTMpPaBKM
Co0bLLeHNs 31eKTPOHHOM nouTkl, Microsoft Outlook He no3BoanT BbIGPaTh JaHHbIV
cepTudmKaT B KayecTBe cepTUdmKaTa 31eKTPOHHONW MOAMUCH.

>
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Ecav BbIGpaHHbIN cepTUdUKAT He COAEPXKUT INEKTPOHHOTO apeca OTNpaBKM COObLLEeHNS,
BO3MOXHbI C/iefytoLme cLeHapum:

o B xpaHuavLLe onepaLMOHHON CUCTEMbBI MMEETCS APYroi cepTUdUKAT C afPecoM 31eKTPOHHOWN
MouThbl, KOTOPbIV COBMaAaeT C ajpPecoM OTMNPaBKMN COOBLLEHNS 3NEKTPOHHOM NoyThl. [Mpu
NMOAMVNCaHNN COOBLLEHNS 3NEKTPOHHOM MOYUThI 31EKTPOHHAas Noanunck ByaeT co3gaHa ¢
MOMOLLIO 3TOFO CepTUPMKaTa, @ He YKa3aHHOro paHee.

o B xpaHunanwe onepaunmoHHON CUCTEMbBI HET APYTUX CEPTUDMKATOB C a4 PECOM INEKTPOHHOM
MoYThl, KOTOPbIV Bbl COBNagan C a4pecoM OTnpaBku coobuieHus. Mpur nonbiTke NOANUCAHUS
COO0bLLEHMSA 31eKTPOHHas noanuce gobasneHa He ByaerT.

YT06bI NONYUYNTb BO3IMOXKHOCTb NOAMUCAHNSA COOOLLEHWI 3NEKTPOHHOW NOYTbl CEPTUPUKATOM,
CO3JaNTe 3anpocC Ha HOBbIV CEPTUPUKAT, YKaXKMNTE B HEM KOPPEKTHbIN aApec 3NeKTPOHHOM NOYTbl U
nepezariTte 3anpoc agMUHUCTPATOPY BaLLErO YAOCTOBEPSIOLLErO LIEHTPA.

8 UTobbl COXpaHUTL HAaCTPOMKM, ABaXAbl HaXXMUTE KHOMKY OK.

[Touta Windows Live

Y106bl 406aBNATL 3NEKTPOHHYHO MOAMUCH KO BCEM COOOLLEHNAM, BbINOAHUTE CefytoLLne AeACTBUSA:

1 B rnaBHom okHe nporpammbl Mouta Windows Live B meHto CepBuc BbibepuTe nyHKT MNapameTpbl
6e3onacHocTw.

2 B okHe NapameTpbl 6€30nacHOCTU OTKponTe BkIaAKy besonacHocTb.

3 B rpynne be3onacHasa nourta yCTtaHOoBUTE q)l'la)KOK HOAHVICbIBaTb BCe OoTnpaBsdemMbie COOGLU.eHIASI.
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Q‘ Bodapue 30wy Ge30NACHOCTH ANR 06a3pesaTans intemet Explorer:
3003 VHTepHaTa (G30N3CHOCTY HAXE. MO BOIMOHOCTEN Gomswe)
O 303 OrPEHeErK CANTOS (BEI0NACHOCTS Bowwe)
[V] Mpegynpexasts, 6Cm NpHACKEMA NBITSOTCR OTNPEEMTE MWCEMO 0T
MOEro MMers
|V} He paspewams COpartsme nv OTKDLITIMS BAOKOMSY, KOTODLIE
MOCYT CORSDNATE BMDYCHI.

-,

3arpyaxa nsolpaxesss
T 13064

|¥] Enoanp s
B COOGULONSRY B TOpMaTe HTML

[¥] Nox ™ 1300 " <0 . OTMPIDNEHI0C C ARPETO0
INCKTROMOA NOHTIE I CINCKD MDD I TNPIBUTENEN

Beacnackan nouma
W Lhgposse yaocrosspaan (cepmguans) - s1o

pyroe <0,

B s ] et Capmgucans...

MOATSSRNASHHAR MAMOCTH NONS30SATENR NPW

RArenaan

Yrofio: CTammMTE LASDOEYC NOFWACS NOA [
COOBUEHHIEMI WM NONYSATE WHDPOSIbIe MompetTs CopmgwKAT.
coobuwerntz, y 53¢ pomwen Gomp COpTMEMWKAT ;

(V] Wngposam CORSPNIMOS i BNOXEHIR BOEX OO RAUMK CoOBU et

[¥] Nogrucnmam sce ompasnsssme coobuerma 0 ,

| MNapame Tpe | Hapeoess opasnTens =
3abrowp P ] My apomeio HacTROMM [ Prawer | Bescnacrocn
3awmTa o7 Brpycos

PucyHok 72. [lobasneHue 3nekmpoHHOU nodnucu Ko 8ceM coobujeHUsIM

4 Haxmute kHonky flononHuTtenbHo. OTKpoeTcs OkHO JlononHuTebHbIe NapameTpbl 6e3onacHOCTY.

'n:mmplmpuhnm ﬁ
Brppomaaie coobusms
& Mo SpamcasTe. Fpv CTOMKEETI LABEOREHLE SOOELLAHAY MSHSWS!
[168 8y -
[] Bicor 3 maspomaTe AR CaliE NEs CTNDABKE LHTDOBIHHON NINTH
Coofuesan ¢ asDposai Nommsch
E 1 Opfamnate Mo SBpOBOE YOOCTODEPESE NpM DTpaEME
a ' copluersil ¢ nogwWCH

Konm;mmuﬂmmmm HANDCADaHAR

-J-ﬁammﬁuﬂummmwmn
P wonmaees Windows Live.

Mposepeca oT30ma copTpIKaTIE
Meonepams, se Seared M OT0MBINL] LIAIDORE YAOCTORSDMSIR;

@ Toneso HEXOQACE B CETH
) Hemor g He NECBepRTE

[ox ][ omea |

PucyHok 73. [lonosHumensHsle Hacmpoliku 6e3onacHocmu

5 Yb6eputecs, uto ycTaHoBAEH paaxkok [lobaBadaTb Moe LiMppoBOe yA0CTOBEPEHME NPY OTNpaBKe

coobLeHn ¢ NOANMUCHIO.

6 YbepuTechb, UTO yCTaHOBAEH PRaxok ABToOMaTUUYeCcKn f06aBAATb cepTUdUKaTbl oTNpaBuTeneli B

KoHTakTbl Windows Live.

7 YT0bbI COXPaHUTL HACTPOIKW, ABaXAbl HAXMUTe KHoMNKy OK.
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[lobaBneHme NoanmcK K OTAe bHOMY
COODBOLLEHMIO

Y106bI 4O6ABUTL 31IEKTPOHHYHO NOAMUCH K OTAENBHOMY COOBLLEHMIO, BBINOJAHUTE AEUCTBUS, OMNUCaHHbIE

HWXe.

BHumaHme! YTo6bl MOAMMCHIBATL COOOLLEHWS INEKTPOHHOM NMOYTbI, HEOBXOANMO MMETb
cepTmdumKaT 31eKTPOHHON MNOAMNCH, B KOTOPOM yKa3zaH afpec 3/1eKTPOHHOWN MoYThl
BNaZesbLia cepTudukata 1 NpPUCYTCTBYET paclumpeHme «3aluuileHHas 3N1eKTPoHHas
nouta» B nosie «PaclumpeHHoe Ncnoab3oBaHNe Katoua» («YNyuleHHbln kKaou»). Ecam
Takoro ceptudukata HeT, JobaBAEHNE NEKTPOHHON NOANMCU K COOBLLeHMIO ByaeT
HEBO3MOXHO.

YT106bI NOAYYNTE BO3MOXHOCTb NMOANUCAHWS COOBLLEHNI 31EKTPOHHOW MOYTbI,
CO3/aiTe 3anpocC Ha HOBbIN CepTUHUKAT, yKaxKMTe B HEM aZpec SNEKTPOHHOM NOYTbI U
nepeaviTe 3anpoc afMUHUCTPATOPY BaLLETO YAOCTOBEPSAIOLLErO LieHTpa.

Microsoft Outlook

Y106bl NOANMNCaTh COOOLLEHNE INEKTPOHHOM NOAMMWCHIO, BbINONHUTE Ceaytowmne AeNCTBUS:

1 Co3paiiTe HOBOe COObBLLEHME N B 3aBUCUMOCTM OT Bepcum nporpammel Microsoft Outlook

BbINOJIHUTE OAHO U3 JENCTBUIA:

(¢]

B nporpamme Microsoft Outlook 2007 oTkporite Bknagky CoobweHue v B rpynne MapameTpsbl

HaxxmuTe kHonky CoobuieHune ¢ unppoBoi NOANUCHIO L= ;

B nporpamme Microsoft Outlook 2010 oTkpoiiTe Bknaaky MapameTpsbl 1 B rpynne PaspewweHne
L

HaxxmuTe kHonky Mognucate ™.

B nporpamme Microsoft Outlook 2013 oTkpoiiTe Bknagky Mapametpsbl 1 B rpynne PaspeweHne

o
Ha>XXMUTE KHOMKY I'Iop,nwcaTb 4R

o
MpumeyaHune. KHonka CoobuieHne ¢ umdpposon noagnuceto nav Mognucatb L= (™)

MO>XXeT OTCYyTCTBOBaTb Ha MNaHeNN MHCTPYMEHTOB, eC NpeABapuTENIbHO B OKHe

MN3meHeHUne HacTpoek 6e30nacHOCTU He Bbin BbibpaH cepTUdUKAT INEKTPOHHOM
NoOAMNMCKY, UCMONb3YEMBIA MO YMOAYaHUIO (CM. «[lobaBieHne 3aNeKTPOHHOM NOAMUCU KO
BCEM CO0bLLeHMAM» Ha cTp. 127).
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< B
2 Eciv Ha naHenn MHCTpyMeHTOB HeT kHomnky CoobleHune ¢ umdppoBon NoANMCbIO = (nAn KHOMKM

2]
Moanucatb L= (Moanucatb A)), obpaTuTeck K pasgeny Ecau otcytcTByeT kKHOMka «CoobLeHve ¢
undposon nognuceto» («Moanucatb») (Ha cTp. 132).

3 BBeauTe TeKCT COOOLLEHUS, YKaxUTe TeMy U agpecaTa. Ecam Tpebyetcs, sobaBbTe BAOXKEHMS.

4 Haxmute kHonky OtnpaBuTb. OTkpoeTcs okHO ViPNet CSP — naposib KOHTelHepa katouei
(cm. PucyHok 40 Ha cTp. 80).

5 BseauTe napoab n HaxmMuTe kHomky OK.

Ecam otcyTtcTByeT KHOMKa «CoobueHne ¢ umdpoBOM NOAMNCHIO»
(«[Moanncatb»)

B cnyuae ecam kHonka CoobuieHume ¢ undposoii nognucbro (Moanucatb) OTCYTCTBYET, BbINOJHUTE
cnegytoline AencTBus:

1 Ortkporite okHO CBoWMcTBa 6e30onacHOCTU. [115 3TOro B 3aBUCMMOCTN OT BEPCMM NPOTrpamMmbl
Microsoft Outlook BbiInoAHWTE O4HO N3 AENCTBUIA:

o B nporpamme Microsoft Outlook 2007 HaxxmMuTe KHOMKY BbI30Ba AMaNOrOBOro OKHa rpynmnbl
Mapametpbl Ha Bknaske CoobueHne. B okHe MapameTpbl cOObLEHNA HAXXMUTE KHOMKY
MapameTpbl 6e30nacHoOCTL.

o B nporpamme Microsoft Outlook 2010 naun 2013 otkpowTte Bknaaky MNapameTpbl 1 B rpynne
AononHnTeNbHbIE NapaMeTpbl HaXMUTE KHOMKY Bbl30Ba gnanorosoro okHa Ceoiictea . B
okHe CBOMCTBa HaxxmuTe KHOMKy MapameTpbl 6e30nacHOCTY.

OtkpoeTcs okHo CBoWcTBa 6€30MacHOCTU.

Crofcrea GesonacHocTI E
WpanaTe CO0Emamae W BNow e coobuered
| fofamems 8 coobusme Lwbposmo Noamss
o | FiE meabposaTE NS OO0 S
HanpauseaTh yeegornerme SMIME ona smoro coobw erse

Mapane T GERnacHacTH
HacTpodsa belonsoeocTi;

CADTO > = PIBEFE T NAJME T, ..

MeTeia BeIonan-acmd
Mamyrs NomATeo HET > -

PucyHok 74. OkHo «Csolicmea 6e3onacHocmu»

2 YcraHoBuTe dnaxok Jo6aButb B cooblyeHre LMdpOBYH NOANUCH.
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3 Tpwu HeobxogumocTun B cnncke HacTtpolika 6e3onacHOCTM BbibepuTe NpesyCcTaHOB/IEHHbIE
napameTpbl 3/1eKTPOHHON MNOAMUCU U LLNPPOBAHNUA.

Mo ymonuaHwuto B cnincke Hactpoiika 6e3onacHOCTU YCTaHOB/IEHO 3HayYeHNe <ABTO>. 3TO 3HAUWT,
UTO CepTUPUKAT INEKTPOHHOM Nnoannck ByaeT BbibpaH aBTOMaTMUeckun. Ytobbl BbIOpaTh
cepTndurKaT CaMOCTOATENIbHO, HaXkMUTe KHOMKY M3MeHUTb napameTpsbl (cM. «HacTpolika
[LOMONHUTENBHBIX NAapaMeTPOB 31EKTPOHHON NOANNCU U LINPPOBaHMA» Ha CTp. 124).

4 Y10bbl COXPaHUTb HACTPOMKK, HaxkmuTe KHomnky OK.

[Touta Windows Live

Y1066l NoaNMcaTh COOBLLEHNE INEKTPOHHOW NOAMUCHIO, BbINMOJHUTE CeaytoLne AeNCTBUA:
1 B nporpamme Mouta Windows Live co3gaiite HoBoe coobLieHme.

2 B okHe HoBoe coobueHune B meHto CepBuc BbibepuTe nyHKT Lindpposas nognuce.

I'IpleeuaHme. Ecan meHto B okHe HoBoe COO6LIJ,EHI/1€ CKPbITO, HAXXMUTE KHONKY

B =

Ha NaHeau MHCTPYMEHTOB U BbibepunTe NyHKT OTO6paXkaTb CTPOKY MEHHO.

3 BBeguTe TEKCT COOBLLEHNS, yKaxXMTe TeMy v agpecaTa. Ecam Tpebyetcs, fo6aBbTe BAOXKEHUS.

4 Haxmute kHonky OtnpaBuTb. OTkpoeTcs okHO ViPNet CSP — naposib KoHTeliHepa katouei
(cM. PrucyHok 40 Ha cTp. 80).

5 Bsegute napoab n HaxmuTe KHonky OK.
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[100CMOTP 21EeKTPOHHOM MOAMNCH
COOOLLEHMS

Microsoft Outlook

[ns NpoBepKM 31eKTPOHHOW Noanncy coobuieHns B nporpamme Microsoft Outlook BeinosHuTe
cnegyroLine AencTBus:

1 OtkpoWTe coobleHMe C 3NeKTPOHHOW MNOAMUCHIO.

2 B ctpoke MognvcaHo npoBepbTe agpec 3/1eKTPOHHON NOYUThI LA, MOANUCABLLEro coobLyeHuMe.

O Zelenekay Michad M. Ornpasness: B 20, 10. 2009 15:16

Heeiys  Zslenskiy Michad M.
Horsis:
Tema:  Coobussswe

Mogrscano: relenga@info 'ﬂ

PucyHok 75. lposepka 3nekmpoHHoU hodnucu 8 coobuwjeHuu

BHumaHwue! Ecnn agpec 3n1ekTpoHHOM nouThl B cTpoke MoanncaHo He coBnagaeTt ¢
/A\\ afpecom oTnpaBuTens B cTpoke OT, TO UCTUHHBIM OTNPaBUTENEM COObLLeHNa cresyeT
cuMTaTh NOAMMCaBLLEE €ro L.

Ecam npw npoBepke 3n1eKTPOHHOM NOAMNNCK BO3HUKAN Kakne-1mbo npobnemsl, ctpoka MoanuncaHo
nojyepkHyTa KpacHOM NNHUEN.

om Zelenskay Michad M. COrmpasnesio:  Br 20.10.2009 1516
Eoany Zelensky Michai M.

Eonma

Tepas: [T T AT T

Nognucane:  MeeoTon SATPYAHEHAR, OTHOCALECS K MOgRMcy i

PucyHok 76. CoobuwjeHue ¢ HedelicmaumesibHOU 3/1eKMpPOHHOU NOONUC6O

3 Y706bI NONYUNTL BOslEe NOAPOBHYHO MHPOPMALMIO 06 INEKTPOHHOM NOAMMUCU, HAXKMUTE KHOMKY

Undposas nognucs ,ﬂ OTkpoetcs okHo LindpoBasa noanuck: npaBuibHas. Ecin anekTpoHHas
MOAMNMCh, COAEPXKALLANACA B COOBLLEHNN, HEAENCTBUTENbHA, OTKPOETCs OkHO Lindposas nognuce:
HernpaBWibHas.
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Undpoean NoAnMCe: npaeurenas WXl
Tera:  Coobuersse
or: Zelengidy Mchal N.
Uy oMY <00b FONRETCR QEACTEHTE NN M
Q R0DEDOeN,

ANA MOOOTDS (BEACHE! O CEPTENKATE, NEVMEHRAEHON &
WidpOsOt NOAMMON COOSEREHAR, HIDDSITE KHONKy "Coeatrms’.

NPeayrpexaaTs 06 ousbKax 8 NOAMEABO COOBULEHSEIX A0 OTXDEITIA,

e - =
Undpoeaa NOANMCE: HENPIUABHAA
Tera: Coofwersre
or: Zelensiyy Mchal N,

Noamncano:  eensisSnforu
Lndposan noanis cooliuersn senterca
HEAGRITEATEADHON M HE A0SEDEHHON.
Ara npoO0TPa (BEAGAT 0 CEDTUEVKATE, NOVMEHALHOM B
i 7 NOAMMGH coolus , HANIRITE KHOOKY
“Coeneren’”,
Mpen)yrpexaaTn 06 ousbKax B NOAMMCIFeBX COUBWErStAX A0 OTKPRITIA,

PucyHok 77. CeedeHus o delicmsumenbHOCMU 3/1eKmpoHHOU hodnucu

4  Yrtobbl nonyuntb MHGOPMaLUIO O cepTUduKaTe NOANMUCKH, HaxXMUTe KHOoNKy CBeaeHus.

[Touta Windows Live

[ns npoBepKn 3NeKTPOHHOM noanucy cooblueHns B nporpamme Mouta Windows Live BbiInoaHuTe

cnegytouine AencTBus:

1
2

Bbibepute B cnucke coobLieHnn nognucaHHoe coobLieHume.

B obnactv uteHns B 3aronoBke coobleHns byaeT oTobpaxaTbCs 3HaYOK 3NEKTPOHHOW NOAMMCHU.

Jammna Kypoukms [k

example@eample.com;

Tema coobleHns

R Noanucane (nognacs gocTosepHa)

JoSagnTs KOMTAKT

PucyHok 78. CoobuyeHue nodnucaHo docmosepHoli 3/1eKmpoHHOU hodnucero

Eciv npu npoBepke 31eKTPOHHOW NMOANUCK BO3HUKAW Kakune-anbo npobemMsl, B 3arofoBke
coobLeHns Ha KpacHOM GoHe byaeT BbiBEAEHO NpeaynpexaeHne o6 oTCyTCTBUM J0BEPUs K
cepTndurKaTy 31eKTPOHHOW noanuncy. BMecTo Tekcta coobuieHus byaet oTobpaxkeHo

npeaynpexaeHne 6e30nacHoOCTL.
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Hanuna K

cample

example.com

Tema coobuleHuns

G Moanicano - soi HE AOTEPAETE AIMHOMY CEPTHEHEATY

Vimelorca AaHHOro CoobWeHnA
MNposepsTe MYHKTLI U3 CReRYIoUero Cnucka

CoobuieHne He BCKpbIBANOCH NPU NOMOLUMK
Bbl euwe He pewnnu, AOBEPATL Nu cepTrudukary,
MCNONb3IOBaHHOMY NPH NOANUCAHWK 4aHHOTO
coobwennn

Ceprudukar He NpocpoyeH

Anpeca 3nNeKTPOHHOM NONTHI OTNPaABUTENA U
cepTuduKaTa coBnagaoT

Ceprudukar He Obin OTO3BaH, UNK HE yAanoch
nony4YnTs MHGOpMaUnIo O ero oTasise
Hukakmnx uHbIxX npobnem ¢ ceprudukaTom He
oDHapyxeHO

M bBonbwe He 3apaBaTth 3TOT BOMPOC 0 AaHHOM COODLeHUH

Orkpeite coobujesne Busecm copmnxar Wamesnte npasuna gosepus

PucyHok 79. CoobueHue nodnucaHo HedocmoegepHoli 31ekmpoHHOU nodnucero

Ecam nmucemo noanmcaHo He,ﬂ,OCTOBepHOI‘/’I 3JIEKTpOHHOIz noAnncbro, 4OCTYMHbI Cegyrowme

JAencTBUs:

o UYTobbI NMPOCMOTPETb COO6LLI,EHI/IE, Ha>XMUTE KHOMKY OTKprTb coo6u.|,eH|/|e.

o UYTobbI NMPOCMOTPETb CepTVIqJVIKaT, KOTOpPbIM NOAMMNCAHO COO6LLI,EHI/IE, Ha>XMUTE KHOMKY BbiBecTn

cepTidukar.

o UYTobbI caenatb CepTI/Iq)I/IKaT, KOTOpPbIM NMNOANMMCaHO COO6LLI,eHVIe, A4OBEPEHHbIM, HaXXMUTE KHOMKY

N3meHunTb npasuia goBepua.
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LLInpposaHme coobLleHnI
5/1EKTPOHHOW MOYTh|

LInpposaHme coobulieHnI
Microsoft Outlook 2007

Ans wndbpoBaHUs OTAEbHOTO COOBLLEHNS BbINOAHUTE CEAYyOLLNE AeNCTBUS:
1 B nporpamme Microsoft Outlook co3aalite HOBOe COOBLLEHME U YKaXMUTE HY>XXKHOTO MoJjlyyaTens.
2 YcraHoBuTe QYHKUMIO WNPOBAHUA OAHUM U3 CNOCOHOB:
o B okHe coobuleHus Ha neHTe CoobuieHue B rpynne MapameTtpbl HaxxmuTe kHonky LndposaTtb
iy

o B okHe coobuyeHuns Ha neHTe CoobleHue B rpynne MapameTpbl oTKpoiTe okHO CBOWCTBA
6e3onacHocTu 1 yctaHoeuTe dnaxxok LLndposatb cogepkumoe coobLLEeHUSA U BAOXKEHUS.

Y100bI N3MEHUTbL AOMONHUTE/IbHBIE NapaMeTPbl HACTPOIKKN (CM. «HacTpoiika fOMNONHUTENbHbIX
napameTpOB 3/1eKTPOHHOW noanuncy 1 windposaHua» Ha cTp. 124), Takune Kkak BbIbop
NepcoHaNbHOro ceptTudurKaTa U3 HeCKOAbKNX YCTAHOBIEHHbIX, HaXKMUTE KHOMKY 3mMeHnTb

napamMeTtpbl.

CrodcTea GesonacHocTi @
I:'-"u.bmau'rb CRREmEIMOR M BROXEMR CooBulse I
Acfamme 5 coobusrse LApOny o Nogmsts:

PucyHok 80. YemaHoska napamempa 015 wugposaHus omoesibHo20 coobujeHus
3 OrtnpasbTe coobuieHme.

Ans wndposaHMa BCex OTNPaBASEMbIX COOBLLEHWI BBINONHUTE CAefyHOLLNe JAeNCTBUA:

1 B rnaBHom okHe nporpammbl Microsoft Outlook B MmeHto CepBuc Bbibepute koMaHay LieHTp
ynpaBneHusa 6e30nacHOCTbIO, a 3aTEM MNepenanTe B pa3sen 3almuta 31eKTPOHHO! NouThl.
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2 B rpynne 3awwuTa 3/1eKTPOHHOM NouThbl ycTaHoBUTe daaxok LLnpposaTtb cogepkumoe u
BJIOXKEHUSA UCXOAALLMX COOBLLEHUIA.

fz

Uenrp ynpaenesua bezonacnacrsio N

Hageacreie nsaarenm

Wwdp P noNTa

Haacrponem

AQB I V] [LIndposars coRepimos i BAOKEHIA HOORALMK COOBULEHMA| I

NapameTpsl KOHOHALHUNAILHOCTI 7] AcBsenate undpoeyR NOANKES K MCXOAAEMM COOBEEHMAM

v OTNPasaaTh NOANULANMNE COOBWENMA OTKPMTIM TEKCTOM
Zanpawnears yseaomaenme S/MIME 300 Bcex NOAMSCAHHEX CO06mennin S/MIME

[—-m WEXTDOHHON NouTY

O6pa6oTra BAOXENMA DX .
Mo ypoawsmmo:  Yeranoskn S/MIME tohtuevana@infoteds.ru) ZI Napamerpy... |

ABTOMATUNECEAR JATPYIKS
Undpoosie yaocronepenua (Ceprnduxarn)

Be30NACHOCTE MAKPOCOD
Lin@poseie yAOCTOBLDEHNA AN CLPTHONKATH AEANOTCA AOKYMEHTAMK, KOTOPEIE O6ecnew

Mporpamunsii gocryn 4 0NICHOCTD BAIK AMNEKTPOMHEN TPAHESKLMA.
8 > = - 2 r a . 7
Ony6anKosaTs & rob NsEKe Aap v | Mmnopr/anopt. | | Domumre )
HHTATH KaK O6BINMHBEH TeRCT

HUTaTs OGLIMHEE NIACEMA KAK OBBNHEIL TExCT

HuTatp NncoMa ¢ uMOPOSON NOANMCHIO KaK OBHNMBIR TexCT

Cuenapnn 8 nankax

PaspewnTp MAKPOCH & MANKAX COEMECTHONO J0CTYNA
7| PRIpewnTe MaKpocu B 06U NnanKax

< ™ '

[ ok || omema

PucyHok 81. Ycmaroska napamempa 0418 wiugposaHus ecex coobujeHuli

3 Ytobbl M3MEHUTb AOMONHNTENbHBIE NapaMeTPbl HACTPOMKM (CM. «HacTpoiika fONoHUTENbHbIX
napameTpOB 3/IeKTPOHHOW noanuncy u windposaHusa» Ha cTp. 124), Takune Kak BbIbop
NepcoHaNbHOro ceptTudmrKaTa U3 HeCKOAbKUX YCTaHOB/IEHHbIX, HaXXKMuTe KHoMKy MapameTpbl.

4 [lBa pa3a HaxxmuTe kHonky OK.

5 Tlocne 3TOro BCe OTNpaBaseMble COO6LLEHNs ByayT 3alMPPOBaHbI, €CIN ANs WX NOJydYaTenel B
KapTouKe KOHTaKTOB A06aBfeHbl cepTUdUKaThI.

LUndposaHme coobuleHnin Microsoft Outlook 2010
n 2013

Ana wmuppoBaHUa OTAENbHOTO COOBLEHNA BbINMOAHWTE CefytoLne JeACTBUS:
1 B nporpamme Outlook co3zaiite HOBOe COObLLEHME U YKaXKXUTE HYXKHOFO NoJy4aTens.
2 YctaHoBUWTe QYHKLUMIO WNPOBAHNA OAHUM U3 CNOCOHOB:
o B okHe coobuyeHuns oTkpoliTe BknaaKy MapamMeTpbl 1 B rpynne PaspellueHna Haxkmute KHOMKY

LWngposatb g (lWUndposatb ).
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o B okHe coobuyeHuns oTkpoliTe Bknagky MapameTpbl 1 B rpynne [JonoaHUTeNbHbIE NapaMeTpbl

HaX>XMWTE KHOMKY Bbl30Ba AMaNorosoro okHa CeorctBa . B okHe CBOMCTBA HaXXMUTe KHOMKY
MapameTpbl 6€30nacHoOCTY.

B okHe CBowcTBa 6e3onacHoctn (cM. PucyHok 80 Ha cTp. 137) yctaHoBuTe dpnaxxok LLndposatb
CoAep XXKMMOe U BJIOXKEHUSA COOBLLEHNIA.

Y106bI N3MEHUTL JONONHUTENbHbIE MapaMeTPbl HACTPOMKM (CM. «HacTporika 4ONOAHUTENbHbIX
napameTpoB 3/IeKTPOHHOW NoANnCcK 1 lWndpoBaHus» Ha cTp. 124), Takune Kak BbI6Op
nepcoHasbHOro ceptTudukaTa U3 HECKONbKNX YCTaHOBAEHHbIX, HAXXMUTE KHOMNKY MI3mMeHnTb
napameTpsbl.

3 OrtnpasbTe coobuieHue.

ﬂ'}'lﬂ LLII/Iq)pOBaHI/IFl BCEX OTrNMpaBadeMbIX COO6LLI,eHI/II7I BbINOJIHUTE Caeayrowne AEIZCTBMRZ

1

B rnaBHoM okHe nporpammbl Microsoft Outlook otkpoiite Bknagky ®Paiin v BbibepuTe NyHKT
MapameTpbl.

B okHe MapameTpbl Outlook nepengunte B pasgen LeHTp ynpaBneHns 6€30MacHOCTbIO 1 HaXKMUTe
kHonky MapameTpbl LeHTpa ynpaBaeHUs 6€30MacHOCTbIO.

B okHe LieHTp ynpaBaeHns 6€30nacHOCTbIO NepenanTe B passen 3awmra 31eKTPOHHOM NouUThbl 1 B
rpynne LndpposBaHHas 3neKTpoHHas noyta yctaHosuTe daaxok Lndposatb cogep>kumoe n
BJIOXKEHUA UCXOAALLUX COOBLLEHUA.

LienTp ynpasnesng S£30NaCHOCTEIO ¥

-
Hagemone HEAATEARN
el s L ponasHag WCKTRCHNER NOYTA

MapamETHE ABELATERSUAHUA B — =
ﬂ“ I ¥ S poRETe COLEDENLOE H BAOKAHWA HOO A (o oG EHnR ]

MApAMETDE KOHGHIEHUHASEHGITH W 7] Bofasnats yedpomgs NOANICE K BOOAALMM COoE LeHIAM

¥ CTRpamnATE NOANMEAHHEE (O0EEMIEA CTPRTHR TEHICTOW
JanpausiEsTe yEEgosbEHHE SMIME 188 BoEx NoANMCEHEEE CO0GIEHHA SMIME

FAUATS WEETROHHGE MONTH

QEDIGOTIE BAD EHIA F .
- b e No ywoavanwm: | ¥eranosca SMIME fohtuevana@infotecs.ru) El Napametpy...

ABTOMATHYECESA JAIPYIES

L pisbie ¥AMCTOREDEHNE (LEDTIg MK T
MapameTps MAKPOCOE

B Undpoesis yaoCTOBEREHAA HAH CEPTHEMLITS AEARNTIE JOFMEHTAMN, KOTORNE oEecneyl [
Mporpamunsm gocmm BEIONACHDLTE BAWHYE WEETEOH P TREMIADLHE.

| Oyl guxosans B raclansHoM CNMOCE BA0EC08... [ HuanopT/acnopt... [ Dompamme
Yurath wax obbi4HbA TERCT

HATaTh OSbINHbE NACBMS KAK 08BIMHBRA TEKCT

AT MACEMA © WWHEOBCE NoANEceD KAE 0SMYHEA TERCT
Cupanmea B nangax

FAIREWHTY: CERINTE B GEWLME NaNEAE
PASEELNTE CREHNTE B OB MANEAx -

PucyHok 82. Ycmaroska napamempa 015 wiugposaHus acex coobujeHuli

Yt06bl M3MEHUTb AOMOJHUTE/IbHbIE MapaMeTPbl HACTPOKKKM (CM. «HacTpolika JONMONHUTENbHbIX
napameTpOB 3JIeKTPOHHOW NoAnncy 1 windposaHus» Ha cTp. 124), Takvne Kak BbiIbop
MepcoHabHOTO cepTUdUKaTa N3 HECKOJIbKMX YCTaHOBJIEHHbIX, HaXKMuUTe KHornky MapameTpsi.

5 /[lBa pa3a HaxxmuTe kHonky OK.
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6 [locne 3T0ro BCe oTNpasaseMble cCOObLLeHUs ByayT 3anMbpoBaHbl, eCin AN UX noaydaTenei B
KapTouke KOHTaKTOB AobaBsieHbl cepTudumkatbl.

LUndpoBaHme coobuleHni Noutel Windows Live

Ans wndpoBaHmsa OTAEABHOIO COOBLLEHMS BbINOJHUTE CeAytolmne AeNCTBuS:
1 B nporpamme MNouta Windows Live co3aaliTe HOBOe COOOLLEHUNE U YKaXKMTE HY>KHOTO nosyyaTtens.

2 B okHe HoBoe coobuieHne B meHo CepBUC BbibepunTe NyHKT 3awmdpoBars.

an/IMe‘—IaHVIe. Ecan meHo B okHe HoBoe COOGLIJ.EHVIe CKPbITO, Ha NaHenn

WHCTPYMEHTOB HaXXMUTe KHOMKY =y BblbepuTe NyHKT OTO6pakaTb CTPOKY
MEH}O.

3 OrtnpaBbTe cooblyeHve.

Ans wmdbpoBaHUs BCex OTNPABASEMbIX COOBLLIEHWI BBIMOAHNUTE CiefytolLme AeACTBUS:

1 B rnaBHom okHe nporpammbl Mouta Windows Live B meHto CepBuc BbibepuTe nyHKT MNapameTpbl
6e3onacHocTw.

2 B okHe MapameTpbl 6e3onacHOCTM OTKpOKTe BKaaKy besonacHocTb (cM. PucyHok 72 Ha cTtp. 130).

3 B rpynne besonacHas nouta yctaHosuTe $paaxok LLndposatb coaep>xmmoe n BNOXKEHNA
MCXOAALLUX COOBLLEHUN.

4  Haxmwute kHonky OK.

Mocne 3T1OrO BCE oTnpaBadaemMble COO6LLI,eHVIFI 6y,£l,yT 3aLLlI/IC|)pOBaHbI, ecnn ana nx nonyt-laTene|7| B
KapTO4Ke KOHTAaKTOB ,D,O6aBJ'IEHbI CepTVIq)VIKaTbI.
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[TooCMOTP 3aLMPPOBAHHbIX
COODOLLEHNM

MonyyeHHoe 3aWwMppoBaHHOE COOBLLEHME B CNNCKE COOBLLEHMI OTMEYEHO 3HAYKOM CE| (B Microsoft
Outlook) nan —& (B NMoute Windows Live).

B nporpamme Microsoft Outlook npu Beibope 3alwmndPpoBaHHOro coobLyeHna B 061acT YTeHWA NOABUTCA
npegynpexaeHue: <HeBO3MOXHO 0TObPasnTb 3NeMeHT B 061aCTh uteHus. OTKpoKTe 3NeMeHT Ans
yTeHus ero cogepxnmoro». B noute Windows Live npu Bbibope 3aimppoBaHHOro coobLueHns cpasy
OTKPbIBaeTCA OKHO BBOZA Naposis JOCTyNa K KOHTelHepy. Takum 06pa3om, NCKAOYaeTCa BO3MOXHOCTb
MPOYTEHUSA JAHHOTO COOBLLEHNA MOCTOPOHHMM INLIOM.

g BHumaHme! Ana npocmoTtpa 3awmndpoBaHHOro coobLueHns HeobxoarMa nporpamma
ViPNet CSP.

Y106bI NpOoCMOTpETh 3aWNPpoBaHHOE COOBLLEHME, BbINOJHUTE CAeAytole AeNCTBUS:

1 B Microsoft Outlook aBaxabl LenkHMTe Hy>XHOe coobuieHune B cnncke. B Moute Windows Live
BblOepuTe coobLleHME B CNUCKE.

2 B oxHe ViPNet CSP - naponb kKoHTelHepa karouel (cM. PrcyHok 40 Ha cTp. 80) BBeAUTE Naposib,
KOTOPbIM 3alUMLLEH BaLl 3aKPbIThIA KAHOY.

Mocne 3toro COO6LLI,eHI/1€ CO BCEMMW BJIOXKEHNAMN 6y,u,eT paCLLII/Iq)pOBaHO M NMOKa3aHO Ha 3KpaHe.
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LLIndpoBaHMe 40KYMEHTOB U GanioB

Ecv Bam Heo6x04MMO 3awndpoBaTh OnpeseneHHble 4OKYMEHTbI Uan daliibl, BOCMONb3YNTECh
cnesyroL M crnocobom:

1 CospganTe 3awmppoBaHHoe coobLyeHne (cM. «LLlndposaHme coobLeHNI SNeKTPOHHOM NOYTbI»
Ha cTp. 137).

2 B kauyecTBe BNOXEHMWI YKaXUTE HYXHblE JOKYMEHTbI Uan dalinbl.

3 OrtnpaBbTe cOObLLEHVE Ha agpec NoNyyaTens Wav Ha CBOW agpec. B nepeom cayuae
3aWNPPOBAHHbIE 4OKYMEHTBI CMOXKET MPOCMOTPETH TOJIbKO YKa3aHHbIA BaMuW noJjiyuatens, BO
BTOPOM — TOJ/IbKO Bbl.
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DNIEeKTPOHHAdA MOAMMCE
MakpOCOB, GOPM M 6a3
NAHHbIX

dnekTpoHHas nognuck B Microsoft Office InfoPath 144
DNEeKTPOHHasA NOAMNNUCb MakpOCOB 150
MoanuncaHune 6a3bl gaHHbIX Microsoft Access 152
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DNEeKTPOHHAas NOAMMCL B MiCrosoft
Office InfoPath

PaspelueHne noanmcbiBate Gopmy InfoPath
NEKTPOHHOU MOAMUCHIO

Mpw cozaannm wabnoHa dopmel Microsoft Office InfoPath Bbl MoXeTe pa3pelwmnTb jobaBaeHne K popme
3NeKTPOHHON Nnognucy. 3anosHMB GopMYy, NOb30BaTENM CMOTYT NOANUCATb BCHO GOPMY UM OTAE/bHbIE

€e YvacTtu.

Microsoft Office InfoPath 2007

YT06bI paspelwnTb Nonb3oBaTensM nognuckisate dopmy Microsoft Office InfoPath 2007, BbinonnHuTe
cnesyoLine LencTBus:

1 Co3pgaiite nam oTKpowTe WabaoH GopMbl B peXXMMeE KOHCTPYKTOpa.
2 B meHto CepBuc BbibepuTe nyHkT Mapametpbl Gopmbl.

3 B okHe MapameTpbl popMmbl OTKpOWTe BKAaAKy Lindpposbie noanucn.

Wsdposee Noamat
Paspeus T NOALIOBATENEM NOATMCHEATE 3TY GOPMY LMDDOBCH NOAMA0:

He WNons108aTh LASDOBLIE NOAMNATH
Hnons308aTs Wadpossie NOAMMOT Ans Bien Gopest

B3TEN0 NOAMICATL Sopey, S0 ons Soana oTrpatnens 6e3 noarnos

9 Mngnb306aTs WADPOERIE NOATMOA ANR KOMKPETHEX A3HEIX & Gopme
MOAMICEBaE e Asee B8 QOpMe:

Habop NOAMACBAsIE A8 ﬂm
e [ yaanm
;yunemu... ]

PucyHok 83. Bknadka «ugpossie nodnucu»

4 Ecnu Bbl XOTUTE, YTOBBI NONIL30OBaTE/Ib MOT MOAMNMCaTh BCO GOPMY, BbiIbepute onuuto
Wcnonb3oBatk umpposblie noagnucu ana Bceid Gopmbl.

Ecam Bbl ucnonb3yeTte 3NeKTPOHHbIE NOANUCK 418 BCe GOPMbI, Bbl MOXETE YCTaHOBUTb G1axkok
MpeanoXxnTb Nonb3oBaTeNto nognucatb Gopmy, eciv oHa 6bina oTnpasieHa 6e3 nognuciy.

5 Ecauv Bbl xOTWTE, UTOOBI NONB30BaTENb MOT MOAMUCHIBATL OTAE/NbHbIE 31eMeHTbl GOpMbI, BbibepuTte
Mcnonb3osatb undpoBblie NOANNCK AN KOHKPETHbIX AaHHbIX B popme.
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o UYTobbI YKa3saTb nogrnucbiBaeMble AaHHbI€, HaXKMUTE KHOMKY AOGaBMTb. OTKpOGTCﬂ OKHO Ha6op
noanncbiBaeMbiX gaHHbIX.

HaGop noansceissemee JAHHBE -8 E
ESEminme iHE 400 NOGMACeSAEeD AL

Hame
T - B L I S

Frrnyspatnal e ey sracune 1 -3

T T T MA
B QonycaTh HOMONLBBAMAE TOMssD HON NOarmo
o® MOAMMAGA AEAOTON HELESNHENH [COBNACTHIR NOAMA SR
A AR NOOMMC: NOSMSGESET MNPESWSCTEYINUMNE NOGMIACH [DPEnNAoWSE NOOMLBaHIE]
Coacalilarse B8 NOETEAE SR NOAMMOA:

Mp=sf e wis MOAMMCATE oy Wi PALAEA, NPOBEPETE MK, & TAOKE AONGATERRHYD
MHEOPMALETD, KOTOPEA JOVTKHA NIAHMTROA BHECTE € MG,

o ][ omee

PucyHok 84. OkHo «Habop nodnucsigaemoix OaHHbIX»
o BseguTe uma gna NoanMCbIBaEMbIX AaHHbIX B COOTBETCTBYHOLLEE MOJe.
o Haxmute kHonKy Bbibpatb XPath psgom c nonem MognucbiBaemble Nons v rpynnsi.
o B okHe Bbibop nons wau rpynnel Bbibepute NoanncbiBaeMoe nose n Haxmute kHonky OK.

o Bbl Takke MOXeTe ykasaTb TUM B3aMMOCBS3M MEXY HECKOIbKMMUN MNOAMUCAMMU, YCTAHOBUB
nepek/itoyaTesb B XesaeMoe MosioxeHue (Mo ymoadaHuto Jonyckatb UCNOb30BaHNE TOIbKO
oA HOM noanucun) 1 2o6aBunTb COObLLEHME A1 NOATBEPXKAEHUS NOAMUCH.

o BbINOAHMB HEO6XOAMMbIE HACTPOMKM, HaxkmmTe kKHornky OK. BbibpaHHOe nosie NosBUTCA B
cnncke Habop nognucbiBaembIX AaHHbIX (CM. PrcyHok 83 Ha cTp. 144).

o Ecnm Tpebyetcsa paspellntb NOAMMCHIBaTb HECKOLKO NOJEN GOpPMbI, MOBTOPUTE OMNMUCaHHbIE B
ware 5 gelicTBra HeobxoaMMOE UNCNO pas.

6 UYToObl COXpaHUTb HAaCTPOMKKM, HaxxmuTe kHonky OK.

Microsoft Office InfoPath 2010 n 2013

Y106kl pa3pewnTtb Nonb3oBaTensiM nognuceiBatb dopmy Microsoft Office InfoPath 2010 1 2013,
BbINONHUTE ClefytoLive AeNCTBUS:

1 B npunoxeHunn Microsoft InfoPath Designer co3gaite nau otkponTe WwWabaoH Gopmsl.
2 Ha Bknagke ®aiin B pazgene CBegeHUs HaxxMuTe KHoMKy MapameTpbl dopmbl.

3 B okHe MapameTpbl popmbl oTKpoliTe pasgen Lindposbie noagnucu.
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LudpoBsie noanuom

(7 He Mononb308aTh NOAMMOA B hopHe
@) WMcnpnb30BaTe NOANKCH ANA YACTEN HopHel
MoanMcsIBEEMEIE AaHHEIE B hopHe:

Habop NoAnMCEIBaEMEIX ASHHEIX LobasuTb. ..

MName

PucyHok 85. Bknadka «ugppossie nodnucu»
4 Y10bbl YKa3aTb NoANMCbIBaeMble JaHHble, HAXXMUTE KHOMKY [lo6aBuUTb.
5 B okHe Habop noanuncbiBaeMbIxX faHHbIX BbINOJHUTE CeytoLine AencTBUS:
o BeeauTe nma ana nognNMCbIBaeMbIX JaHHbIX B COOTBETCTBYHOLLLEE NoJie.
o Haxwmute kHonky Beibpatb XPath psgom ¢ nonem MognucbiBaembie NOAsA U rpynnbl.
o B okHe Bbibop nosns uauv rpynnsl BoibeprTe NOANMCbIBAEMOE NoJie N Haxxmute kHornky OK.

o Bbl Takxxe MOXeTe ykasaTb TUM B3aNMOCBA3M MeXAY HECKOAbKMMMW NOAMUCAMM, YCTaHOBMB
nepekatoyaTeNb B XesaemMoe nosoxeHune (no ymonyanuto Jlonyckarb UCMoONb30BaHNE TOJIbKO
oA HOM nognucm) 1 2o6aBunTb COObLLEHME A1 NOATBEPXKAEHUS NOAMUCH.

o BbINOAHMB HEOBXOAMMbIE HACTPOMKK, HaxkmuTe KHonky OK. BbibpaHHOe nosie NosBUTCA B
cnncke Habop nognucbiBaembIx gaHHbIX (CM. PrcyHok 83 Ha cTp. 144).

Habop NoansCpiaen b 4asHes |-® E
ESEminme iHE 400 NOGMACeSAEeD AL
Hami
M0 NAChanaerse NORA W MEYTIGI:
Frrnyiesoia o vy smane 1 =3
MapameTpR NOAMAGE
B [onyoxaT WNONBIOBAFAE TOMSKD GOHON NOOrHoE
[ NOARAG RRAMOTON HE LSRN ML [COBHECTHES NOSMAEEaE)
(A AR MOMMMCD NOSMSHERET MPESWSCTEYSUNE NOMACH [OPEnNNAouSs NOOMCHBaHE]
Coscfiilersie £PR NOATEAED SR NOAMMOA;

Mipeoe 8 e MOAMMCATE GODHY W PASAERA, NDOBECGLTE MK, & TAOKE AONOAHATERLHYD
IHPOPMALEN0, KOTORAR SOUDKHS MPEHATLON BMECTE C MOAMMCLIO.

o] [omms

PucyHok 86. OkHo «Habop nodnucsigaemoix OaHHbIX»

6 UYTO6bI COXpPaHWTb HacTPOWKK, HaxmMmTe KHomky OK.
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[ToanncaHme dopmsbl InfoPath

Ecaun npu cozgaHnm popmebl Hbina NpesycMOTpeHa BO3MOXHOCTb ee MOAMNUCaHWs, Noib30BaTeNlb CMOXET
£,06aBUTb K GOPMe CBOKO 3NEKTPOHHYHO NOAMNUCL. YTObbI noanucate GOpPMYy, BbINOJHUTE CeaytoLme

AencTeus:

1 Otkpovite popmy nam wabaoH popmbl B nporpamme InfoPath 2007, InfoPath Filler 2010 nan
InfoPath Filler 2013.

2 B 3aBucumoctn ot Bepcun Microsoft Office InfoPath BbinonHUTE 0AHO 13 AENCTBUIA:

o B nporpamme InfoPath 2007 B meHto CepBuc BbibepuTe NyHKT Lindposbie nognucu (nam
HakmuTe KHonky Lingposbie nognucm 2 Ha MaHenn MHCTPYMEHTOB);
o B nporpamme InfoPath Filler 2010 nan 2013 oTtkpoliite Bknagky ®Paiin n B pasgene CeegeHuna
HaxxmuTe KHonky Mognucatb dopmy.
Otkpoetcsa okHo Lndposblie nognucu.
[ Undposeie nognucn B @
370 N0 NOIBONRET ACSSBHTE WM YRAMTE WADPOSYIO NOSMMCE, & TAKKE NPOCMOTRETD CEXNACTSa
CYSECTONOEI LASPOTEIX NOANMCEA.
273 GOPMA NOANMCAMA LHADPOBESST NOLTIACRMI CED YIOWNX WAL
Moarwcan Cocromae  MOAMKAN... 3aMeTXH | Acfsev... j
Zlrevov AeicTovT.,.  Bos_dopea TR
MpocHETRETH NOATMCNO SopMy
¢ m ' WYRTDWWT.,.
Ana npocwoTpa NOAPOSHEIX CBEAHNT O LWSDOBON NOAMMON HEKSITE KHOOKY TIDOCHOTDETE NOAMMCAHIO
N
Saxpeite
PucyHok 87. OkHo «Lugppossie nodnucu»

3 Haxmute kHonky Jo6aButb. OTkpoeTcs OKHO Bbibop AaHHbIX ANA NnognucaHus.

4  Ecnv anekTpOHHas NOANWCb NPUMEHAETCA ANA BCen GOPMbI, BbibepuTe efMHCTBEHHBIA MYHKT Crncka
— Bca_cdopma. Ecam nognuck nprMeHseTcs Ans oTAeNbHbIX AaHHbIX, BbibepuTe 13 cnvcka
noAnucbiBaemMble AaHHbIe.

5 Haxwmute kHonky OK, otkpoeTca ananorosoe okHo lMNMoanucaHme (cm. PucyHok 66 Ha cTp. 118).

6 Ecnu Bbl nognucbIBaeTe OTAeNbHbIE AaHHbIE, BBEAUTE CBOE MMSA B NOae PAAOM C KPEeCTUKOM WA
LLLeNKHUTE CCblKY BbiBpaTh pMcyHOK, UTObObI BCTaBUTL rpaduyeckoe n3obpaxeHme NoAnMCK.

7 Mpwn HeobxoaMMOCTL 3anoaHKTe noae Llenb noanucanusa gokymenTa. B nporpamme InfoPath Filler
2013 B 3TOM OKHe Bbl TaK>Xe Mpu He0b6XOAMMOCTU MOXeTe BbibpaTb NPUUNHY NOANNCAHUA U3
HECKO/IbKMX 3af,aHHbIX BapMaHTOB B cnincke Tun noaTBep>XaeHuns.

8 B HuxxHen yactu okHa MNMognucaHne npuBeaeHbl KpaTKMe CBEAEHUS O cepTUdUKaTe, KOTOPbIM

npegnonaraetca noAnucatb AaHHble. Ecan Bbl XOTUTe nognucatbesa A4pyrum ceptudrkaTom, HaxmuTe
KHOMKy N3MeHUTb 1 BbibepuTe cepTudukar.
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9 Haxwmure kHonky Moanucate, oTkpoetca okHo ViPNet CSP — naponb KoHTelHepa katouel

(cm. PucyHok 40 Ha cTp. 80).

10 BeeawuTe naposib 1 Haxxmute KHonky OK.

Mocne noagnuncaHns BHeCeHME N3MeHeHMM B popmMy (Man B nNons) 6yaeT HEBO3MOXHO.

[TpocmoTp noanunck B popme InfoPath

YTt0obbI NpocMoTpeTh Nognuce B popme Microsoft InfoPath, BeinoaHuTe cnepyrowme gericteums:

1

B 3aBucmmocTn oT Bepcun nporpammel Microsoft InfoPath BeinosHuTe ogHO K3 felicTBU:

o

B nporpamme Microsoft InfoPath 2007 B meHto CepBuc BbibepuTe NyHKT Lingposbie nognucu

(nn HaxxmnTe kHonky Lingposbie noanucu 2 Ha naHenn MHCTPYMEHTOB).

B nporpamme Microsoft InfoPath Filler 2010 otkpoWiTte Bkiagky ®aiin n B pasgene CeegeHus
HaxxmuTe KHornky Lindposbie noanucu.

B nporpamme Microsoft InfoPath Filler 2013 otkpoinTe Bknagky ®aiin v B pasgene CeegeHus
HaxxmuTe KHornky MpocMoTp nognucei.

OTtkpoetcs okHO Lndposbie nognucy.

Ecan Bbl ucnonbsyete Microsoft InfoPath 2007 nan Microsoft InfoPath Filler 2010, BbibepuTe
3/1eKTPOHHYHO MOAMMWCh M3 CINCKA U HAaXKMUTE KHOMKY MpocMoTpeTb nognuvcaHHyo ¢opmy.

OTtkpoetcs okHo CocTtaB nognucu (cM. PrucyHok 671 Ha cTp. 112).

Ecam Bbl ucnonbsyete Microsoft InfoPath Filler 2013, BbibepuTe 31€KTPOHHYHO NOAMNUCH N3 CNMCKa U

HaxxmuTe KHorKy MpocMoTpets nognuck. OTkpoeTcs okHo CocTaB noanucy (cm. PricyHok 61

Ha cTp. 112).

o

B okHe CocTaB noAnucKU cofepxaTcs KpaTkMe CBeAeHNs o noanuncu n ceptudukarte. Ecam npum
nposepke cepTudrkaTa BO3HUKAM OWNOKK, coobLieHMe 06 3Tom ByaeT BbiBEeAEHO NOA
3aro/IOBKOM OKHa.

YTtobbl OTKPBITL CcepTUdUKAT, HaxXMKTe KHOMKY MpocmoTp. YTo6bl NpOoCMOTPETHL
JOMOJIHUTENbHbIE CBeAEHMWS O MOAMMUCH, LLEeNKHUTE CCbiaKY JononHuTeNbHbIE CBefeHUs,
KOTOopble 6yAyT BK/ItOUEHbl B MOAMNUCH.

YnaneHve noanmcn n3 ¢opmel InfoPath

Yrtobbl yaannte nognuce n3 popmel Microsoft InfoPath, BbinosHuTe creaytowne gencrems:

1

B 3aBucrmMocTn oT Bepcun nporpammsl Microsoft InfoPath BbinosHuTe ogHO K3 AelicTBUI:

o

B nporpamme 2007 B meHto CepBuc BbibepuTe NyHKT LindpoBbie noannck (Mam HaxmmuTte Ha

naHes v HCTPYMEHTOB KHOMKy Lindposble nognucu "ﬁ).
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o B nporpamme Microsoft InfoPath Filler 2010 nan 2013 oTtkpolite Bknagky ®Paiin 1 B pasgene
CBegeHuA HaxmuTe KHonky MpocmoTp nognucu.

Otkpoetcs okHo LindpoBbie nognucu.

Bb|6ep|/|Te 3IEKTPOHHYHO MoAnncb U3 Cnmncka. YT006bI NPOCMOTPETb NOANNCL Nepes yaaneHnewm,
BbINOJIHUTE Caeayrolne Ael;lCTBMFlI

o B Microsoft InfoPath 2007 nan Microsoft InfoPath Filler 2010 HaxxmuTe kHoMKy MpocmoTpeTb
nognucaHHyto popmy. OTkpoetca okHo CocTaB nognucK. YTobbl OTKPbITb cepTUdMKaT,
HaXxmMuTe KHomMky MpocMoTp.

o B Microsoft InfoPath Filler 2013 HaxxmuTe kHoMky MpocmoTpeTb cepTudukat. OTKPOETCA OKHO
Ceptundwnkar.

Bbi6paB 3N1E€KTPOHHYHO MOAMWCH, HAXXMUTE KHOMKY YAanuTb.

B okHe MoATBEPXAEHMA HaxkMuTe KHOMKyY [la. D1eKTpoHHas Nognuck byaeT yaaneHa us Gopmbl.
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DNIEKTPOHHAA NOAMMUCbL MaKpPOCOB

[loanncaHme MakpOoCoB

Co3aaB Makpoc B npunoxeHusx Microsoft Office, Bbl MoXeTe 3aBepuTb €ro 31IeKTPOHHOW MNOAMNMCHHO.
DNeKTpOHHas NOAMMCH NMO3BOSET MOATBEPAUTL MPOUCXOXKAEHME MaKpoca M ero 6esonacHocTb. Co3aatb
1 noanuncaTtb Makpoc no3BoastoT Npuaoxenus Microsoft Word, Excel, Outlook, PowerPoint, Publisher un

Visio.

BHumaHue! Y106kl nognucate Makpoc, Hy>XKHO MMeTb cepTudUKaT C pacliMpeHEeM
«[MoanuncbiBaHWe Koga» B None «PacluimpeHHoe NCnonb3oBaHWe Kto4a» («YnyyLleHHbIN
kntou»). Ecam Takoro ceptndukata HeT, Bbl He CMOXeTe A006aBUTb 3EKTPOHHYHO

/ﬂ\ noAnuck K Makpocy. [lna noayyeHns Hy>xHoro ceptudurkata obpartunrtecs K

~ aaMMHucTpaTopy nporpaMmbl ViPNet YaocToBepstowmii 1 kKNtoueBoi LIeHTp
(cM. gokymeHT «ViPNet Ya0cTOBEpAIOLWMIA 1 KAOYEBOM LEeHTP. PykoBOACTBO
agMUHUCTPaTopa»).

UT06bI NOANMCATb MaKPOC, BLINOAHWTE CAeaytoLne AenCTBuS:
1 OrtkpoWite pegaktop Microsoft Visual Basic.

o Ecam Bbl ncnonbsyete Outlook 2007, Publisher 2007, Visio 2007, B meHto CepBucC BbibepuTe
nyHkT Makpoc, 3aTem LwenkHnTe KoMaHay Pepaktop Visual Basic.

o Ecan Bbl ncnonbsyete Microsoft Word 2007, Excel 2007 uaun PowerPoint 2007, Ha Bknazke
Paspabotuuk B rpynne Kog HaxxmuTe kHonky Visual Basic.

MpuMmeuaHue. Bkiagka PazpaboTumk no ymonuaHuto He otobpaxaetcs. YTobbl oHa
nosBuaack, B MeHto Paiin BbibepuTe NyHKT MapaMeTpbl 1 B OTKPBIBLLEMCS OKHe B pasgene
Hactpoliika neHTbl (HacTpouTb neHTy) yctaHoBuTe daaxkok PaspaboTtumk.

o Ecan Bbl ncnonbayete nroboe 13 nepeuncieHHbIx NpuaoxeHnin epcumn Microsoft Office 2010
nnn 2013, Ha Bknagke Paspabotunk B rpynne Kog Haxmute kHonky Visual Basic.

MprmeyaHue. B ntoboM 13 NepeuncieHHbIX MPUIOXEHNA 415 Bbi30Ba pegakTopa Microsoft
Visual Basic MOXHO TakXe BOCMO/b30BaTbCsA coueTaHmeM knasuw Alt+F11.

2 B okHe pegakTopa Microsoft Visual Basic B MeHto Tools (CepBuc) Bbibepute nyHkT Digital Signature
(Undposas noagnucek). OTkpoeTcs okHo Lndposas nognuce.
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. Undposan nognede B

Tesonuan nogrsce npoesTa VBA:
Wen cepristescaTa:  [HET cepadiecaTal)

Ty Pt
Fira cepTiateedaTa: Petroyv

OK __D'l'lﬁhl

PucyHok 88. [lobassneHue 3nekmpoHHoU nodnucu

3 Haxmute kHonky BbibpaTb, B OTKpbIBLUEMCS Crivcke Bblbepute cepTndmKaT 31eKTPOHHON NOAMUCH
N HaxkmuTe kHonky OK. dnekTpoHHas noanunce byaet gobaBneHa K Makpocy.

[ lpoBepka NoANMCKM Makpoca

UT06bI NPOBEPUTL INEKTPOHHYHO MOAMWCh MaKpOCa, BbIMOJHUTE CeAytoLLne feNCTBUS:

1 B okHe pegaktopa Microsoft Visual Basic B meHto CepBuc BbibepuTe nyHKT Lindposas nognuce.
OTtkpoetcsa okHo Lndposas nognuce.

. Undpoean nognnce B

TesoyLaR Nog it npoexTa VBA:
Vem cepriageecaTa: Petrov

| Danpobisern... |

M Padcsd
il oRpTiafedaTA: Pelioy

[ zaamme ?En-ﬁmm---:

PucyHok 89. OkHo «ugpposas nodnuce»

2 B okHe Lindposas noannck ykasaH Tekywuii ceptudumkat nognmcu. Ytobbsl npocMoTpeThb
ceptTudukart, Haxmute kHonky MoapobHocTy.

Ecan ceptndukat HeHagexeH, To Ha Bkiagke Obuee B okHe CepTudukar byseT BbiBeAeHO
coobLLeHre 0 BO3HUKLLEN NpobieMe. HeHagexXHbI cepTudumkaTt noMeyaeTcs KpacHbIM KPecToM.

YaaneHne noanmcy Makpoca

Y106bI YAaNUTb 31EKTPOHHYHO NMOAMUCH N3 MPOeKTa Makpoca, BbIMOAHUTE CeaytoLLme 4eNCTBUSA:

1 B okHe pegakTopa Microsoft Visual Basic B meHto CepBuc BbibepuTe nyHKT Lindposas noanuce.
OTtkpoetcsa okHo Lndposas nognuck (cm. PucyHok 89 Ha cTp. 151).

2 YTobbl yAanUTb 31eKTPOHHYHO MNOAMUCH, HAXKMUTE KHOMKY YAanuTb. dNeKTpOoHHas noanuce byaert

yZAaneHa 13 npoekTa.
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[ToanmncaHne 6a3bl JaHHbIX
Microsoft Access

B npunoxeHnn Microsoft Access npesycmMoTpeHa BO3MOXHOCTb NognuncaHns 6asbl 4aHHbIX NPy
nybankaummn. Mocne cosganmsa darina 6asbl gaHHbIX B popmaTte Microsoft Access ero MoXXHO ynakoBars,
£,06aBUTb 31EKTPOHHYHO NMOAMMCh, @ 3aTEM PacnpPOCTPaHNTb NOAMMCAHHbIN NaKeT Cpeamn Apyrmx
nonb3oBaTenen. [lonb3oBaTeny, NoNyUYnBLLME NaKeT, MOTYT U3B/eYb U3 Hero 6a3y AaHHbIX U ganee

paboTaTtb C HeW.
YTto6bl ynakoBaTb 1 nognucaTb 6a3y gaHHbIx Microsoft Access, BbINosHUTE Cleaytowne AencTBus:

1 B 3aBUCUMOCTY OT BEPCUM NPOrPamMMbl BbIMOJHUTE OAHO U3 AeACTBUIA:
Ca)
o B nporpamme Microsoft Access 2007 HaxxmuTe kHonky Microsoft Office ', BbibepuTte NyHKT
Ony6anKoBaTb, a 3aTeM HaXXMmuTe YnakoBaTb U NOANUCATb.

o B nporpamme Microsoft Access 2010 nan 2013 oTkporite Bknaaky ®ann u Boibepute pasgen
CoxpaHuTb Kak (B Access 2010 —CoxpaHutb n onybankosatb). B rpynne CoxpaHutb 6a3y
AaHHbIX KaK LLeNKHUTe 31eMeHT YnakoBaTb M NoAnucatb, a 3aTeM — CoxpaHuTb Kak.

OTkpoeTcs OKHO Bblbopa cepTudmKaTa.

2 BbibepuTe cepTduKaT 3NEKTPOHHOM NoanncK 1 HaxmuTe kHonky OK. Otkpoetcs okHo Co3aathb
nognucaHHbi naket Microsoft Office Access.

BHumaHme! Ana noanvcannsa 6a3bl AaHHbIX 3/1€KTPOHHOM NOAMUCHIO HEOBX0AMMO
BbIbpaTh cepTndmMKaT, KOTOPLIN MMeeT paclumpeHne «lNognuceiBaHre Kkoga» B nose
«PaclwmpeHHoe ncnonb3oBaHme Katoua» («YaydleHHbIn kKatou»). Ecan B ceptndukate B
/ﬂ\ none «PaclumpeHHoe NCnoab3oBaHue Katoya» He 06aBAeHO JaHHOe pacLuMpeHue, Bbl
"~ He cMoXeTe co34aTh NOAMMCaHHbIN NakeT. 3a HEOBXOAMMBIM CePTUBMKATOM
obpaTtnTech K aAMUHUCTPaTOPY YA0CTOBEpPAtOLLEro LeHTpa (cM. gokyMeHT «ViPNet
YA0CTOBEPSOLWNIA N KNHOUYEBON LLEeHTP. PyKOBOACTBO aZMUHUCTpaTOpa»).

3 BblbepuTe manky A/ COXpaHeHWs MOAMMUCAHHOTO MakeTa.
4 B none Umsa daiina BBegnTe UMs 41 NakeTa U Haxmute kHonky Cosgartb.

MoanucaHHbIM NakeT 6a3bl AaHHbIX OyAeT COXpaHeH B yKa3aHHOM narke.
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OpraHmsaumsa 3aLmiLeHHOoro
coeamHerHma TLS/SSL

OpraHu3auma JocTyna K 3awmiLeHHoMy Beb-cepBepy 154
Hactpoiika Be6-6pay3epa Internet Explorer ans pabotel no npotokony TLS/SSL 157
MNpoBepka fOCTYNHOCTM Be6-y31a No 3awuiLeHHoMy npoTtokoay HTTPS 158
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OpraHmsauma AoCTyna K
3alLMLIEHHOMY BED-CcepBepy
Y1066l ¢ nomMousto kpuntonposargepa ViPNet CSP opraHm3oBaTtb JOCTYN K 3al4ULLIEHHOMY BE6-

cepBepy, NocNeA0BaTe/IbHO BbINOAHUTE HACTPOWNKY CEPBEPHOM N KIMEHTCKOW YacTen:

Tabauya 5. MNMopsdok opaaHuzayuu docmyna k 3aujuujeHHoMy eeb-cepsepy

JeiictBne Ccbika

O Hactpotite cepsep IIS. Hactpolika cepBepHoi Yactu
(Ha cTp. 154)

O YcraHosuTe kpuntonposangep ViPNet CSP.

O YcTaHOBWTE B XpaHWUIVLLLE cepTUPUKaTOB
KoMMbloTepa cepTudurKaT Noab3oBaTens (cepeepa),
cepTndukat nsgatens n aktyanbHblli cnmcok CRL.

O YcraHosuTe kpuntonposangep ViPNet CSP. Hactpolika KnneHTcKomn yactu
(Ha cTp. 155)

O YcTaHOBWTE B XpaHWIVLLLE CepTUPUKATOB
nosb3oBaTena cepTndukart nonb3osaTens (KIMeHTa),
cepTndukat nsgatens n aktyanbHbli cnmcok CRL.

O Mpw HeobxoanMOCTM HacTponTe Hpay3ep Internet
Explorer ans pabotbl no npotokony TLS/SSL.

Cosert. Mbli pekomMeHgyeM pacnedaTtatb CNUCOK U OTMeEYaTb B HEM Larn no Mepe nx
BbIMOJIHEHUA.

HacTtporika cepBepHOM YacTu

[LJ'IFI HaCTpOPIKI/I cepBepH0|7| 4acCTu BbINONHUTE Chejyrouimne AGVICTBMHZ

1 Hactpowrte cepsep IIS (cMm. «MpakTnyeckoe pykoBoacteo. Co3aaHne yaaneHHbix Beb-y3nos IIS» B
6ubanoteke MSDN (https://msdn.microsoft.com/ru-ru/library/25fz9ck5%28v=vs.100%29.aspx)).

2 YcraHosute kpuntonposaligep ViPNet CSP (cm. «YcTaHoBKa 1 3anyck nporpammbi» Ha cTp. 26).

3 Cospgainte 3anpoc Ha cepTndmKaT Ana sBeb-cepsepa IIS (cm. «Co3gaHmne 3anpoca Ha cepTudurKaT 1
bopmMupoBaHMe 3aKpbITOro KiatoYa» Ha cTp. 52) (ucnonb3yiite wabnoH ceptudukata WEB server) n
OTMNpaBbTe €ro B yA0CTOBEPAIOLLNIA LIEHTP.

4 [onyuunte y afMUHWUCTPaATOPa YAOCTOBEPAIOLLIErO LieHTpa cepTndmkaTt ana cepeepa IS, nsgaHHbIN
no 3anpocy, a Takxe cepTndukaT nsgatensa u CNUcok aHHyAnpoBaHHbIx cepTudukaTos (CRL).
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BHumaHue! CeptndumkaT nonb3oBaTtens 415 cepBepa AOIKEH UMETb paclumpeHne
«lndposaHme gaHHbIX» B noje «/cnonb3oBaHue Kitoua» 1 paclumpeHune «Nposepka
MOAJIMHHOCTN cepBepa» B NoJse «PacluMpeHHOEe NCMO/b30BaHUE KatoUa»
(«YNyYLIEeHHBIN KNoY»).

>

YcTaHOBMTE MONYUEHHBIN cepTUdUKAT ANs cepBepa B KOHTEMHEP KAtOUeN (CM. «YcTaHOBKa
cepTudumkaTa B KOHTENHEP KAtOUen» Ha cTp. 65).

YcTaHOBUWTE B XpaHuauLLe cepTndukaTos JOKaNIbHOIO KOMMblOTepa cepTudurkaT cepeepa
(cm. «YcTaHOBKa cepTudukaTa B cmctemHoe xpaHmanie Windows» Ha cTp. 67), a Takxe
ceptudukat nsgatensa n cnmcok CRL (cm. «YcTaHOBKa cepTudukaTta nsgatens v cnmcka
aHHY/IMPOBaHHbIX CepTUdUKATOB» Ha CTp. 73).

HactpoiTe npaBa f0CTyna K KOHTEMHepy kato4ven (CM. «HacTpoiika npae focTyrna K KOHTenHepy
karouer» Ha cTp. 80). Mbl pekoMeHAyeM 3a4aTb clegytowme rnpasa:

o [ns rpynnel SYSTEM — MonHbiii gocTtyn, YteHue.
o [ns rpynnel Administrators — MonHbI goctyn, YteHme.

o [Ans BCTPOEHHOW y4eTHOW 3anucu, nog kotopon pabotaet npunoxeHne (LOCAL SYSTEM, LOCAL
SERVICE, NETWORK SERVICE nau IIS AppPool\ms nyna), — MonHblit goctyn, YteHue.

MpoBepbTe AOCTYNHOCTL Be6-y31a MO 3almiieHHoMy npoTtokoay HTTPS (cm. «[MpoBsepka
[OCTYNHOCTM Beb-y31a no 3awmieHHoMy npotokony HTTPS» Ha cTp. 158).

HacTtporika KIMEHTCKOW YacTu

ﬂ'flﬂ HaCTpOI7IKI/I KJMEHTCKOM YacTy BbIMOJHUTE caiegywouimne AeVICTBI/IFII

1
2

YcraHoBuTe nporpammy ViPNet CSP (cM. «YcTaHOBKa 1 3amnyck nporpaMmbl» Ha CTp. 26).

CozpanTe 3anpoc Ha ceptudumkaT nonbzoBatens (cMm. «CoszaHune 3anpoca Ha cepTudurKaT 1
bopMMpoBaHMe 3aKpbITOro kko4va» Ha CTp. 52) 1 oTnpaBbTe ero B yA0CTOBEPSAOLLMA LIEHTP.

MonyunTe y agMUHMCTPATOPa YAOCTOBEPSAIOLLEro LieHTpa cepTudukaT Ans BeO-KANeHTa, N3gaHHbIN
o 3anpocy, a Takxe ceptudukat nsgatens n cnmcok CRL.

BHumaHue! CeptudukaT nonb3oBatens Ans Beb6-kKaMeHTa AOMKEH UMETb pacluMpeHmne
«[poBepka NOANMHHOCTU KAMEHTa» B nose «PaclumpeHHoe ncnonb3oBaHme Kaoua»
(«YNyuLeHHbIN Kou»).

YcTaHOBUWTE NOAYYeHHbIN cepTUdUKAT ANS KNMEHTA B KOHTEMHEpP KIrOUen (CM. «YCcTaHOBKa
cepTudukaTa B KOHTENHEP KAtOUen» Ha cTp. 65).

YctaHoBUWTe B XxpaHuanLe cepTudmKaToB TEKYLLEro Nosib3oBaTtens ceptudukar ans Beb-kaneHTa
(cm. «YcTaHOBKa cepTudurkata B cucteMHoe xpaHuauie Windows» Ha cTp. 67), a Takxke
ceptudukat nsgatensa n cnucok CRL (cm. «YcTtaHoBKa cepTudukaTa nsgatena n cnucka
AHHYJIMPOBAHHbIX CEPTUGUKATOB» Ha CTp. 73).
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6 BbinonHwTe HacTpoiiky obo3pesatens Internet Explorer ana paboTbl Mo 3almLeHHOMY MPOTOKOAY.

7 MpoBepbTe AOCTYNHOCTb BebH-y3na no 3awmweHHomy npotokony HTTPS (cm. «[posepka
AOCTYyNHOCTM Beb-y31a No 3awmiieHHoMy npotokony HTTPS» Ha cTp. 158).
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Hactporka Beb-bpay3epa Internet
Explorer ana paboTbl MO NPOTOKOY
TLS/SSL

MpumeuaHue. B Beb6-6pay3sepe Google Chrome 26 1 6onee No3gHUX Bepcuin
opraHv3oBaTh 3aluLLeHHoe coeamHeHne SSL/TLS ¢ nomolLbio KpunTonpoBaligepa
ViPNet CSP HeBO3MOXHO.

Hactpoiiku Beb6-6pay3epa Internet Explorer no ymonuaHuto nossonstot pabotate no npotokoay TLS/SSL.
Ecnn HacTpolikn Bpay3epa OTAMUHBI OT NMepBOHaYaabHbIX MW COEANHEHWE C CEPBEPOM HE MPOUCXOANT,

BbINONHNTE CiefytoLLme AeNCTBUS:

1

B meHto CepBuc b6paysepa Internet Explorer Boibepute nyHkT CBoicTBa 0603peBaTtens (CBolcTBa
6paysepa).

B okHe CBolicTBa o603peBaTena (CBoicTBa 6pay3epa) OTKpowTe BKAaAKy JONONAHUTENbHO.
Ycranosute paaxkkm SSL 3.0 n TLS 1.2.
CHumuTe daaxkok SSL 2.0.

MpoBepbTe AOCTYNHOCTb Be6-y3na No 3awwmiieHHoMy npoTtokony HTTPS (cm. «[MpoBepka
[OCTYNHOCTM Beb-y31a no 3awmieHHomMy npotokony HTTPS» Ha cTp. 158).
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[1poBepKa AOCTYMHOCTV BeD-Y3/13
MO 3aLlUMUIEHHOMY MPOTOKOAY HTTPS

Ans poctyna k Beb6-y3ny no npotokoay HTTPS BbinoAHUTE caegytolime feACTBUS:
1 B agpecHown cTpoke obo3peBatens Internet Explorer BBegnTe https://umsa_cepsepa.

2 [lpu ycnewHoM coeanHEHNN 1 ayTEHTUPMKaLMM NONb3OBaTeN OTKPOETCA CTpaHuLa Beb-cepaepa.

Ecnun coegmHeHmne c Be6-cepBepOM YCTaHOBUTL He yAanock, obpatntecs K pasgeny BosMoxxHble
HernonaAkn 1 cnocobbl UX ycTpaHeHus (Ha cTp. 164).
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14

PaboTa ¢ yHMBepCa bHOM
3/1EKTPOHHOM KapTOM

Ob6Lwme cBeseHNs 06 yHNMBEPCaAIbHOW 31EKTPOHHOWN KapTe 160
Hactpoika ViPNet CSP ansa Bzanmogencteus ¢ Y3K 161
ABTOpM3auma Ha EaMHOM nopTane rocysapcTBEHHbIX U MyHULMNANbHbIX ycayr PO 163
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Obwme cBeaeHms 0b
YHUBEPCANIbHOW 3N1EKTPOHHOW KapTe

YHuBepcanbHas 3nekTpoHHas kapTa (Y2K) npeaocraBaset cBoeMy BAajesbly BO3MOXHOCTb NOAyYaTb
BCE roCcy,apCTBeHHble N MyHWULMMNaNbHbIE YCYTW, OKa3blBaeMble B 3N1EKTPOHHOM hOpMe CoriacHo
3akoHogatenbcTBy Poccuinckon ®egepauum (cMm. «ABTOpM3aLma Ha EAMHOM nopTane rocyfapcTBEHHbIX U
MyHULMNanbHbIX ycayr PO» Ha cTp. 163). Ha YK cogep>katca nepcoHanbHble faHHble rpaXjaHnHa,
CTPaxoBOW HOMEpP VHAMBUAYaNbHOIO ANLEBOrO CcYeTa B cMcTeMe 06A3aTeNbHOro NeHCUOHHOTO
ctpaxoBaHus (CHWUJC), Homep nosnvca o6s3atesbHOrO MeaMLMHCKOro cTpaxoBaHus (OMC), gaHHble
3/IEKTPOHHOrO 6aHKOBCKOro npuioxeHus. Kpome Toro, Ha YK MOXeET pa3meLLaTbCsl KOHTEHep Katouel
(Ha cTp. 218) ¢ KBaNMPULIMpPOBaHHbIM cepTudrKaToM (CM. «KBanndunLMpoBaHHbIl cepTudurkaT»

Ha cTp. 218), KOTOpbIV AAET NOJAb30BATENO BO3MOXHOCTb COBEPLUATh HOPUANYECKN 3HAUNMbIE AENCTBUIS.

Bo Bpems nogauu 3asBaeHns Ha Bbigady YIK rpaxkaaHnH caMm NpuHUMAaET pelleHmne O pa3MeLLeHnn Ha
CBOEW KapTe CPeACTB 3/1eKTPOHHOM NoANUCH (CM. «1eKTPOHHasA NoANMUCb» Ha cTp. 219), 1 coTpyaHunK
nyHkTa Bblgaun kapt (MBK) Y3K 3anucbiBaeT KOHTEVHEP KAtoYer C KBaaMULMPOBaHHbIM CepTUHUKATOM
Ha Y3K.

Y106kl UCNO/Ib30BaTh KBAIMPULMPOBAHHBI cepTUdMKaT, 3anmncaHHbIn Ha YIK, Bbl MOXeTe NCnoab30BaTb
kpuntonposangep ViPNet CSP. lns 3Toro He06x0AMMO BbINOSHUTL NMEPBOHaYaNbHYH HACTPOWKY
(cM. «Hactpoiika ViPNet CSP gnsa B3anmogericteua ¢ YIK» Ha ctp. 161).
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HacTtpowka ViPNet CSP an4
B3anMoaemcTema ¢ YoK

Y1066l BOCNONB30BaTLCA EANHBIM MOPTaNIOM roCyAapCTBEHHbIX YCAYT UAW NOAMNUCHIBATb 31E€KTPOHHbIE
JLOKYMEHTbI C MOMOLLbIO Ballen YHUBEepPCaibHOWN anekTpoHHOM KapThbl (YIK) (cM. «YHUBepcanbHas
31ekTpoHHas kapTa (Y3K)» Ha cTp. 219), Ha KOTOPOW pa3MeLLEHbl KOHTENHEP KHOUEN U
kBanMdMLUMPOBaHHbIN cepTudmkat (cMm. «PaboTa ¢ yHMBEpCaNbHOWM 31eKTPOHHOW KapTor» Ha cTp. 159),
npeasaputensHo Hactpointe nporpammy ViPNet CSP ansa pabotbl ¢ YI3K. ns 3TOro BbINOAHUTE
cnesyoLLne AencTBus:

1 3anyctute nporpammy ViPNet CSP (cm. «3anyck nporpaMmbi» Ha cTp. 35).

2 B pa3gene MoakntouaeMble ycTpoiictBa (cM. PucyHok 44 Ha ctp. 90) rnaBHOro okHa NporpamMmbl
3anpeTuTe UCNoJb30BaHMe YCTPOUCTB BCex TUNoB, kpome UEC (cm. «HacTtpoiika cnucka
onpatumBaemMblx YCTpOUCTB» Ha cTp. 90).

3 TMoakntoumTe K Komnbrotepy Ntoboi PC/SC-cOBMECTUMbIN CUMTbIBaTENb KOHTAKTHbIX CMapT-KapT 1
yCTaHOBWTE ero gpavisep.

MpumeuaHune. Mbl peKOMEHAYeM UCMO/Ib30BaTh CUMTBIBATE/b KOHTAKTHBIX CMapT-KapT
GemPC Twin ot komnaHun Gemalto nan ACR38U ot komnaHum Advanced Card Systems
Ltd.

4 [lomecTtute YIK B cumTbiBaTEND.

5 B pa3gene KoHTeliHepbl katouel (cM. PucyHok 29 Ha cTp. 61) rnaBHoro okHa ViPNet CSP B
packpbiBatOLLEMCA CMUCKe B BepXHel yacTu okHa Bbibepute UEC.

6 B cnucke BbibepuTe KOHTEMHEP KNHOYER, 3anncaHHbIN Ha Bally YHUBEPCANbHYHO 3/1EKTPOHHYHO
KapTy, ¥ HaxmMuTe KHoMnKy CBOMCTBa MO0 ABaXAbl WENKHUTE 3TOT KOHTEMHEP KAtOYe.

7 B okHe CBoWcTBa KOHTelHepa katouen (cM. PricyHok 32 Ha cTp. 66) wenkHuTe ccbiaky MNposepuTts,
KOTOpas HaXOAMTCA B HUXHEN 4acTh OKHa HanpoTWB CBEAEHWUIN O KBaMOULIMPOBAHHOM
cepTudukaTe, cogepkallemMcs B KOHTEHepe katouei, n BBeaute kog NMUH2 Bawen Y3K. YcnewHas
npoBepKa 03HaYaeT, UTo C CepTUPUKATOM BMOCAEACTBUMN MOXHO paboTaTb.

MpumeyaHue. B cnyvae ecnv B NnyHKTe Bblgayuum KapT Ha Bawwy Y3K 6bin 3anucaH

cepTMouKaT 31eKTPOHHON NOANUCH, HO B OkHe CBOICTBa KOHTelHepa Karouel
nokasaHo, 4Yto Ha YK He 3anucaHo HM ogHoro ceptudukara, B pasgene

Mogkntouaemsble ycrpoiictea okHa ViPNet CSP 3anpetuTe ncnosib3oBaHWe BCeX TUMOB

yctpoicts, kpoMme UEC (cM. «HacTpolika crnuvcka onpalunBaemblx YCTPOUCTB»

Ha cTp. 90), n NOBTOPUTE MOAK/IOYEHME KapThl.

8 B okHe CBolicTBa KOHTeNHepa KAIOUeN WwenkHUTe ccblaky OTKpbITb CBOMCTBaA cepTUduKara.

ViPNet CSP 4.2. PykoBogacTBO nosab3oBatens | 161



9 B okHe CepTndukaTt HaxxmMuTe KHOMKY YCTaHOBUTb cepTUMKAT M yCTaHOBUTE cepTUdMKAT B
XpaHWIVLLe TEKYLLEro nofib3oBaTens onepaLMoHHON CUCTEMBI (CM. «YcTaHOBKa cepTudurKaTta 13
KOHTelHepa Kkatouel» Ha cTp. 70).

MpeaBapuTenbHas HacTponka ViPNet CSP ansa paboTbl ¢ YK BbinoaHeHa.
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ABTOPM3aLMA Ha EAMHOM nopTane
rOCYAAPCTBEHHbLIX M MYHULMMANbHbBIX
ycnyr PO

[Ans Toro utobblI NPOMTU aBTOPU3aLMIO Ha EAMHOM nopTane rocyfapCcTBEHHbIX U MyHULMMANbHBIX YCAYT,
ncnonbays YK, BbINOAHUTE cnesytowme 4ecTBuUS:

1 Tlepengunte Ha CTpaHuMLy aBTOpu3aumnm EaMHoro noptana rocysapCcTBEHHbIX yCayr
(https://esia.gosuslugi.ru).

2 Bbibepute cnocob aBTopuzauumn Yepes kpuntonposangep/YIK.

3 3arpysuTe n ycTaHOBUTE MarvH Ans paboTbl C MOPTaNOM roCyAapCTBEHHbIX YCAYT.

Mpumeuanume. Mpun ncnonb3osaHum naarnHa sepcum 2.0.5.7 ybeantecs, uto B
HacTpoikax 6pay3sepa Internet Explorer Ha Bki1aske besonacHOCTb CHAT diaxkok

BK/IIOUMTB 3alLMLLIEHHBIA PEXUM, a TakKe YCTaHOBJIeHbl BCe pa3peLleHuns ans
3neMeHTOB ynpasaeHus ActiveX.

Momectute ¥Y3K B cuntbiBatesib PC/SC-COBMECTUMBIV CUMTbIBATEIb KOHTAKTHBIX CMapT-KapT.
Haxxmute KHoMKy BoiTu.

Beegute kog MNH2.

N o v M

B okHe BezonacHocTb Windows BbiGepuTe HY>KHbIN KBanMGULIMPOBaHHbIN cepTuduKar.

Mocne aBTOpPM3aUMK Bbl NoaydaeTe JOCTYyN KO BCEM rOCyAapCTBEHHbLIM U MyHUUKMNANbHbIM yCyram,
npeacrtaBi€HHbIM Ha nopTtane.
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A

BO3MOXHble HEMONAAKN U
CNOCODObI UX YCTPAHEeHUA
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He yaaetca yCTaHOBUTb UK YAANNTh
NporpamMmy

Mpy BO3HWKHOBEHWN NPO6GIEM NPY YCTAHOBKE WAN YAANEHUN MPOrPaMMbl BO Bpems obpalleHus B
cny>by TexHuueckon nogaepxkm OAO «MHdPoTeKC» nepeaalite coTpyaHMKam dainbl XXypHanoB

nporpamMmMbl, KOTOPbIE HaXo4ATCA B CIe4YHOLWMX NankKax:

e Eciv Bbl Ucnosib3yeTte onepaunoHHyto cuctemy Windows XP nan Windows Server 2003:
C:\Documents and Settings\All Users\Application

data\InfoTeCS\InstallerData\ViPNet CSP\Logs.
Ecam Bbl Mcnonb3yete onepauunorHyto cuctemy Windows Vista, Windows Server 2008 nan 6onee

NO34HWX BEPCUIA:
C:\ProgramData\InfoTeCS\InstallerData\ViPNet CSP\Logs.
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He yaaeTca 3anyCTuTb nporpamMmy

Ecan npw nonbiTke 3anyctutb ViPNet CSP nossasetcsa cooblyeHne 0 HapyLUeHU LieNOCTHOCTH
nporpamMmsl UAn 06 OTCYTCTBMM KOMMOHEHTOB, AajbHeNwasn paboTa nporpaMmMbl byAeT HEBO3MOXKHaA.

MpoBEpKa LENCCTHOCTH MCNONHAEMBIX MOgyN el @
B MpoUgcce NPOBEPKM LENOCTHOCTH MCNONHASHEIX MOAYNei obHapyHeHsl
! Ny, cneayrowme ownbkui:
Monyne Oumbka
itcespgui.dil HapyweHWe usnocTHOCTH,
csp_settings_app.exe - Unable To Locate Component ﬂ

I.-"'_"\-.I This application has failed to start because itcespgui.dil was not found.
‘S@¥ Re-installing the application may fix this problem.

Pucyrok 90. CoobuwjeHusa 06 owubkax npu 3anycke ViPNet CSP

Y106kl BOCCTAHOBUTL pabotocnocobHocTb ViPNet CSP, 3aHOBO ycTaHOBUTE NpOrpaMMy, He yaansas yxe

YCTaHOBAEHHYIO (CM. «/lobaBaeHve, yaaneHne n BOCCTaHOB/IEHE KOMMOHEHTOB NMPOrpaMmbl»
Ha cTp. 30).

Mocne nepe3sarpy3ku nporpamma ViPNet CSP 6yaeT nonHocTbio pabotocnocobHa. Ecam nporpamma
6bl1a 3aperncTpnpoBaHa, MOBTOPHas perncTpaLms He Tpebyetcs.
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KoHdmkT VIPNet CSP ¢ apyrnmm
nporpamMmMamu

M3-3a cneundukmn pabotsl nporpammHoro obecneueHms ViPNet moxeTt 6bITb HapyLlueHa paboTa

CTOPOHHUX MPUNOXKEHUN.

Ansa yctpaHeHusa koHdavkTa MO ViPNet co CTOPOHHUMU NPUAOXKEHNAMUN BHECUTE U3MEHEHMSA B
cucteMHbIl peectp Windows, Ans 3TOro BbINOAHUTE Clesytowmne AeNCcTBuUS:

1 B meHto Myck BbibepuTe NyHKT BbINOAHUTD.

2 B okHe BbinoaHutb B none OTKpbITb BBeAUTE regedit U HaxxmuTe KHOnKy OK. OTkpoeTtcs okHO

PepakTop peectpa.

BHumaHue! HenpaBuabHOe pesakTvpoBaHne peecTpa MOXeT NPUBECTU K
/\g BO3HVKHOBEHWIO HEMONAA0K B PaboTe ornepaLMoHHON CUCTEMbI, MO3TOMY 06A3aTeNbHO
CO3/aliTe pe3epBHYIO KOMMWIO peecTpa. ITO NO3BOANT BOCCTAHOBUTL PeecTp npu

BO3HVWKHOBEHNWN HENOJAA0K.

3 B pasgene peectpa
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Infotecs\PatchEngine I'IpI/ICBOI7ITe

napameTpy Flags 3HaudeHue 0.
4 Tllepesarpy3ute KOMMbtoTEP.

Ecam nocne BbINONHEHWA YKa3aHHbIX AeNCcTBUIN NpobaeMa He ByaeT pelleHa, obpaTuTech B Cayxby
TeXHMYeckon noaaep>xkun komnaHnm «MHpoTeKC» (cm. «ObpaTtHas cBA3b» Ha cTp. 15).

Ecaun ViPNet CSP KoHAUKTYET C KpUNTONpOBaigepaMu Apyrmx pa3paboTumkoB, MOXHO OTKAHOUNTb
noaaepxky pabotsl ViPNet CSP uepes nHtepderic Microsoft CryptoAPI.

BHumaHwme! Mocne oTkatoueHns nogaepxkn nitepderica Microsoft CryptoAPI

HEeBO3MOXHO byaeT ncnoab3osaTb kKpuntorpadunueckme dyHkumm ViPNet CSP B
/A\ Microsoft Office n gpyrux npuaoXeHUax, NCNOAb3yIOLLMX 3TOT nHTepderic. OgHako
T COXPaHWTCA BO3MOXHOCTb 1CMo/b3oBaTh ViPNet CSP B pas/IMUHbIX MPUAOKEHNAX

ViPNet.

Yto6bl OTKNHOUMTL NOAAEPXKKY MHTepdenca Microsoft CryptoAPI, B pa3gene JonoaHUTENbHO OKHA
ViPNet CSP cHumuTte dnaxok Mogaepikka pabotbl ViPNet CSP uepes Microsoft CryptoAPl. ViameHeHus

MOJIHOCTBIO BCTYMAT B CUAY NOC/E Nepe3arpy3ku KOMMbroTepa.
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[1pobaeMbl NPU NCNONB30BAHNMN
arnnapaTHOro MOAy/1A 1OBEPEHHOM
3arpy3kn «Akkopa-AM/3»

Ecnv Ha KoMNblOTEPE YCTaHOBJIEH annapaTtHbl MOAyb AOBEPEHHOM 3arpy3ku «Akkopa-AM/[3», HO ero
He yAaeTca ncnonb3osatb B nporpamme ViPNet CSP B kauecTBe faTumka CiyyariHbIX YMCEN, BbINOJHUTE

cnegyroLine AencTBus:
1 Y6eputech, UTo Ha KOMMbIOTEPE YCTaHOBAEHBI ApanBepbl «Akkopa-AM/3».

2 V13 nanku ycTaHOBKM ApalriBepoB (MO yMOAYaHWIO C: \Accord) cKONupymnTe ¢pann tmdrv32.dll B
C/esyroLLyto narnky:

o Mpu ncnonbsoBaHmm 32-paspsgHon Bepcun Windows — C: \Windows\System32.
o Mpw ncnonb3oBaHum 64-paspsgHort Bepcmm Windows — C: \Windows\SysWOW64.

3 B nporpamme ViPNet CSP Bbibepute «Axkkopa-AM/A3» B kauecTBe gaTumka CiyyanHblx Ymcen
(cM. «V/Icnonb3oBaHMe AaTumka CaydanHbIX YmMcen» Ha cTp. 95).
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[1pobaeMbI NPU MCNONB30BAHNMN
yCTpOWCTBa TMNa eToken Aladdin

Ecnm Bbl cnosb3yete yctponcteo Tvna eToken Aladdin, n npu ¢dopmupoBaHmnm 3anpoca Ha cepTudukat

Ball KOMMbHOTEP 3aBUCaeT, ybeanTech, UTO YCTaHOBAEHO NporpaMmmMmHoe obecrneyeHme eToken PKI Client
5.1 SP1.
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CepTnodmkaT aBTOMATUYECKM
HEKOPPEKTHO YCTaHAB/IMBAERTCA B
XPaHWAWLLE MPU MOAKIHOUEHM
BHELLIHErO YCTPOMCTBA

Mpv NOAKNOYEHMIN K KOMMBIOTEPY HEKOTOPBIX BHELLIHWX YCTPOWCTB, HanpumMep YCTPOMCTB ceMeicTBa
ESMART Token (cm. «Cnncok noasep>kmBaemblx BHELLHUX YCTPOMCTB» Ha cTp. 202), ceptudumkarsl,
XpaHALLMECH Ha HUX, yCTaHaBAMBAIOTCA B CUCTEMHOE XpaHUauLLEe aBToMaTnyecku. MNocae Takon
ycTaHoBkW pabota nporpammbl ViPNet CSP ¢ 3Tumn ceptndukatamm byaet HeBo3MOXHa. YTobbl
OTK/IFOUNTb aBTOMATMUECKYH YCTaHOBKY CEPTUHUKATOB NPW NMOAKIOYEHUN YCTPOWCTBA, NPeABapUTENbHO
BbINONHUTE CefytoLLme AeNCTBUS:

1  Ortkpoite koHcoAb MMC:
o Haxwmute couetaHne knasmw Win+R.
B meHto Myck Takke MOXHO BbIO6paTh NYHKT BbINOAHUTD.
o B none OTkpbITh BBEAMTE mmc ¥ HaxkmuTe kHonky OK.
2 B meHto ®ain okHa KOHCOW BbibepuTe NyHKT J06aBUTb NAW YAaAUTb OCHACTKY.

3 B okHe [l,o6aBneHv|e nypaneHune OCHACTKOM B cnncke AOCTyI‘IHbIe OCHacCTKu Bbl6epVITe OCHaCTKy
Pep,aKTop 06bEKTOB rpynn030i/'| NOJINTUKN N HAXKMUTE KHOMKY ,U,OGaBVITb.

4 B okHe Bblbop ob6bekTa rpynnoBoi NOAMTUKM BbibepuTe 06bekT JlokanbHbI KOMMbloTep. B
pe3ynbTate byaeT fobaBneHa ocHacTka Moantuka «J/1okanbHbIN KOMMbOTEP>.

5 Ha neBoli naHenn okHa KoHcou BbibepuTe pa3gen KopeHb koHconm > Monutuka «JlokanbHbi
KomnbtoTep» > KoHdurypaums komnbrotepa > AAMUHUCTPaATUBHbIE WabaoHbl > KOMNOHEeHTbI
Windows > CmapT-kapTa.

6 Ha npaBol NnaHesn OKHa KOHCOM ABax /bl LLeSKHWTe napameTp BkatounTb pacnpoctpaHeHune
KOPHeBOro ceptudukara co cMapT-KapTbl.

7 B okHe Bkarountb pacnpocTtpaHeHne KOpHeBOro CepTMq)I/IKaTa CO CMapT-KapTbl yCTAaHOBUTE
nepekaryartenb B NONOXKeEHNE OTKNOUNTD.
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1
A BknoumnTE pACNpPOCTPaHEHME KOPHEBCTO CEPTMdNKATA CO CMapT-KapThl =] @

E‘ BrnrounTe pacnpocTpaHeH Me KOPHEEOTD CEPTURWKATE (O CMBPT-KapTel

Chegyrownid napamerp

l Mpeasaywmii napamerp

) He sagaro KommenTapui: m
) BrarounTe
-
MoAREPHMBIETCR: e yinge Windows Vista -
MapameTpei: Cnpaeka:

3TOT NapaMeTp NO3BLNAET YNPABNATE PacnpocTpaHEHNEM -
KOPHEBOrD CEPTMGNKATA NPK BCTABNEHHOA CMapT-KapTe.

Ecnm 3T0T napameTp BENHIYEH MAKM HE 3343H, TO NPW BCTABKE
CMapT-KapTel NPOM3CALET PACNPOCTPaHEHME KOPHEBOTD
ceptudkata. Mpumedanue, YtoBel AaHHeI napamerp
NOANTHEN paBoTan, Ao/HeH GeiTs BKIHIUEH NapaMeTp
nonauTKK: «BrniownTs pacnpocTpadenne cepTudnKaTos co
CMapT-KapTals,

Ecnu 3ToT napameTp oTKAKOYEH, TO KOpHEBLIE CEPTUGMKATEI He
Gy yT pacnpocTpaHATECA CO CMApT-KapTel.

| ok || omer || Mpuenas |

PucyHok 91. OmkroyeHue asmomamuyeckoll ycmaHosku cepmugukamos 8 cucmemMHoe XpaHuauwje
npu NOOKJIOYeHUU 8HeWHe20 ycmpolicmed K KoMnetomepy

Tenepb Bbl MOXeTE NMOAKIHOUNTL BHELLHEE YCTPONCTBO K KOMMbIOTEPY M YCTAHOBUTb HY>Hble
KOHTEMHepbl Katouen u ceptudukaTtbl (CM. «YCTaHOBKa KOHTEMHEPOB Kto4vein 1 cepTudrKaToB»
Ha cTp. 59).
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Ouwwmbka NpPoBEPKM CepTndmKaTa

Ecan npn ycraHoBKe CepTI/I(I)I/IKaTa noJsib3oBatend noABAAETCA CUCTEMHOE coo6u.|,eH|/|e O HEBO3MOXXHOCTU
npoBepuTb CepTI/Iq)I/IKaT, 3TO O3Ha4aeT, YTO B CUCTEeME HE YCTaHOBJIEHDI CepTI/ICI)I/IKaT mn3patena n Cnmcok
AHHYJINPOBAHHbIX CepTI/Iq)I/IKaTOB (CM. «YcTaHOBKa CepTI/ICI)I/IKaTa ns3partena n CnMcka aHHyanmpoBaHHbIX

cepTnduKaToB» Ha CTp. 73).
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He yaaetca 3andpoBaTbh A0KYMEHT

AAPEC 3NEKTPOHHOM MOYTbl M3 CepTUdMKaTa He
HalAeH B CMUCKe aApecoB KOHTaKTa

Mpw nmnopTe cepTndukaTa B KapTouky KoHTakTa Microsoft Outlook MoxeT nosaBuTbCa coobLeHwe:

Micresoft Office Outlock @

! b A.H.DEC BHEKTDOHHDI:H noYTEl M3 CEDTMdJIJﬂ(ETE He HEI?IJ].EH B (NMWCKe aApecoE KOHTaKTOE. ﬂDEEBMTb 3TOT CEDTMdJMKET AaHHOMY KOHTEKTY?

[ Aa ] [ Het

PucyHok 92. Owubka umMnopma cepmugukama

3To 03Hayvaert, UTo cepTUdMKaT He COAEPXKNUT aApPec 3NEKTPOHHON MOYTbI, KOTOPbIN Hbl COOTBETCTBOBA
aApecy AaHHOroO KOHTakTa. MNo3Tomy 3awmndppoBaTh COO6LEHNE Ha 3TOM cepTudUKaTe 415 NosyyaTens He

ygacTcs.
Bo3MOXHbI cnegytoLme NpUYmnHbl NOSBAEHNA NPObaeMbI:
e CepTuduKaT He MPUHAANEXMUT AAaHHOMY KOHTaKTYy, B 3TOM C/lyYae BbINOAHUTE CefyoLLNe AeACTBUS:
o Ortkporite okHO CepTudukar, ABaxabl WenkHyB Gainn cepTudmrkaTa Ha AUCKeE.

o Ha Bknagke O6wme ya0CcTOBEPLTECH, UTO CEPTUDMKAT MPUHAANEXMIT JaHHOMY MONyYaTENtO.
Eciv aTo He Tak, ykaxuTe Ans MMMIopTa HYXHbIR cepTrdukar.
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Ceptudukar

Ofilme |cgcras | MyTe cepmcbwcaumm|

g CeeneHnA © cepTHhHKaTe

3ToT cepTudmMKaT npegHasHavaeTca gna:

Ballero KOMNeOTEPS
= JalMwmasT CDDELU.EHMH BHEKTDDHHOﬁ MoHTR

*[oaTeep#aaeT YAANEHHOMY KOMMBIOTEPY HAEHTUDMKALID

Homy Boigan: WMBaHos Hukonai MsaHosmy

Kem soigan: KCA_admin

]? ECTh 3aKpEITEIA KN4 ANA 3TOM0 cepTUhMKaTA.

HDRDDEHEE ] CEETHQHNGTGX

OeiicteuTenen ¢ 12, 05, 2010 mo 12, 05, 2015

PucyHok 93. lposepka enadensya cepmugukama

B ceptudukate He nponmvcaH agpec 3eKTPOHHOW NOYUThI JaHHOrO KOHTaKTa, B 3TOM C/lyyae

BbINOJIHUTE Caeayrowne Ael7|CTBI/IFII

o Ortkporite okHO CepTudukar, ABaxabl WenkHYB Gainn cepTudmrkaTa Ha AUCKeE.

o Ha Bknagke CocraB BbibepuTe nose CybbekT 1 yAOCTOBEPLTECH, B KAUECTBE 3HAUEHWS
napametpa E 3asaH Hy>XHbIN agpec 31eKTPOHHOM NOYThI.
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Ceptudmrar

| Ofwme | Cocrae |I'I\m:. CepTHdJMKaLIMH|

MokasaTb: ’ <Brex hd ]

Mone SHaqeHue

|:|A.|1ropmm ¥IWWpoBaHWA no... MOCT P 34.11-94
DmuaTenb KCA_admin, AAMWHWCTPETOP, ...
MCTBMTENEH C 7aerycra 2013 r. 16:36:00 3

eprees Kpuit AHTOHOBIY,

{5 MaermidicaTop knoua cy...  OF 1732 3¢ 24813568 54 11...

el W A W A MrnEara [0 A AAEEAET WS

= HOBHH
E = zergeev@gmail.com

CBOiCTES. .. KonupoEaTe B daiin. ..

nOJlDOGHEE 0 COCTase CEQTI.-IQLII\'ETG

PucyHok 94. lNposepka adpeca 31ekmpoHHOU noYmel 8 cepmugpukame
Ecniv 370 He Tak, BbINOJHUTE CleAytoLime JeNCTBUS:

e Ecav Bbl nMNopTnpoBanu ceptTndumkaTt KOHTaKTa, 3anpocuTe HoBbIM cepTndmKart y

nonydvarena.

e Ecav Bbl fobaBasiAn B cMCTEMY CBOM cepTMdMKaT, 3anpocuTe HOBbIA cepTudmKar y
aAMVHMUCTPaTOPa BaLLEro yA0CTOBEPSIOLLErO LIeHTpa.

HeaonyCTMbIA cepTndmkar

Mpwv oTnpaBKe 3alWNGPOBAHHOIO COOBLLEHNSA MOXET NMOABUTLCA NPeAYNPexeHme:

Microsoft Office Outiook He YA8ETCR NOAMMCATS WM S3aMSPOSATE COOBIEIIIe H3-3a OTCYTCTENA
WWYW, KOTOPGIE MOCYT forre WNORLIOBIHEA 7R OTNRASNA C agpeca
“tohtuevanaBnfotecs.nu”. BomomsiTe 0RM0 M3 CREAYIOUMX REACTOMA.

PN

T Nony-Te HoBoe WPOBoE YROCTODEDEHSE ANA AM0H YHETHOM JAMMOL. [LNA ITOMO B Merd
“Cepenc” snbepure Komanay LenTp yNpaanerss 5e30NacOCT” i HIXHTE KHONKY
TIORY T YAOCTOSEDEIAE " 43 BKNALKE SARUITE MEKTDOHMOM NOWTE",

Hanaerme sonky "Yuerree 3amn”, wrofs: OTNPASHTE COOSULEHAS C NOMOWEIO YETHOM SAMMaL,
AR KOTOPOH 19SeTCR CopTHdMKAT,

PucyHok 95. Hedonycmumelli cepmugpukam e Microsoft Outlook
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2TO MOXET b6bITb CBA3AHO CO caiegyrownMm npvynHamMmum:

CepTudukat nosyyatens He COAEPXKMUT agpeca SNEKTPOHHOM NOYUTbl JaHHOrO NoJsyyaTens
(cM. «Appec 31eKTPOHHON NouTbl U3 cepTudmKaTa He HalAeH B CMUCKE apecoB KOHTaKTa »
Ha cTp. 173).

Baww cepTudukat He coaep>XMT agpeca Ballen 31eKTPOHHOM NoYThbl (CM. «Apec 31eKTPOHHON
nouyThbl N3 cepTUdurKata He HaZeH B CNUCKe afpPecoB KOHTaKTa» Ha cTp. 173).

CepTndukaT noayyatens nam eaw ceptudukaT HeAenCTBUTENEH. 3aMpOCUTe HOBbIN cepTUdukar y
noJsiyyatens uan y aiMMHMUCTpaTopa Ballero yAOCTOBEPAIOLEro LeHTpa.

He yka3aH nepcoHanbHbI cepTudmKaT NOANNCKA U WINPpPOBaHUS (CM. «HacTpolika 4OMONHUTENbHBIX
napameTpoB 3/IeKTPOHHOW NOANNCK U LWndpoBaHMsA» Ha cTp. 124).

B cuctemMHoe xpaHuavie He Bbl1 YyCTaHOBAEH cepTUPUKAT n3aaTens (CM. «YCcTaHOBKa cepTudukarta
n3gaTens n CNUcKa aHHYNMPOBaHHbIX cepTudunKaToB» Ha cTp. 73).
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He yaaeTcAa NOCTaBUTb INEKTPOHHYHO
noANNChH

He HanaeH 3aKPbITbIN KNHOY, COOTBETCTBYHOLLMM
cepTmpukarty

Ecnv npu BoibOpe cepTndumkaTa ana nognucaHns otkpbiBaetcs okHo ViPNet CSP - nHuumnanmsauyms
KOHTeliHepa K/ItoUe, 3TO 3Ha4UMT, UTO He HalZeH 3aKpbITbli K4, COOTBETCTBYHOLMNIA BbiIOpaHHOMY
cepTndmMKaTy. ITO MOXET NMPOU3ONTM B TOM C/IyYae, eC/iM KOHTEMHEpP KAroUen Bbl1 yaaneH B nporpamMmme
ViPNet CSP (cm. «YpaneHve KoHTenHepa katouein» Ha cTp. 87).

Yto6bl NogNuncaTth AOKYMeEHT BblbpaHHbIM cepTudumkatom, B okHe ViPNet CSP - nHuumnanusaums
KOHTeliHepa KtoUen yKaxnTte nyTb K KOHTENHEPY, KOTOPbIN COAEPXXUT 3aKPbITbI KJHOY,
COOTBETCTBYOWMIA cepTudumkaty. Ecnm Bbl He 3HaeTe MeCTOMNONOXEHNE KOHTEMHEPaA KNOUEN,
MCcnoab30oBaHWe BbIbpaHHOTo cepTudurKaTa HEBO3IMOXHO.

Ecnn B okHe ViPNet CSP - nHuumanmsaumusa KoHTemHepa KarUen Bbl yKaxeTe MyTb K KOHTeNHepy
KJtOUel, 3TOT KOHTenHep byaeT fobaBneH B cnncok B pasgesne KoHtenHepsl kntoueld okHa ViPNet CSP.

He yaaetcs noanmcatb COOBLLEHNE 3NEKTPOHHOM
NOYTb|

Ecam npu nonbiTke nognucatb COoOLLEHME 3NEKTPOHHOW NOYThI BbIBOAMTCA COODBLLEHNE O TOM, YTO
OTCYTCTBYIOT CepTUPUKaThI, KOTOPbIE MOTYT BbITb MCNOJL30BaHbI A1 OTNPaBKW C AaHHOTO agpeca
3NeKTPOHHOM MOYTbI, BaM ciefyeT obpaTUTbCs 3a TakuM cepTdMKaTOM B YAOCTOBEPAIOLLMIA LieHTP. B
cepTudumkaTe foKeH bbiTb yKasaH Ball aApec 3N1eKTPOHHOM NMoYTbl U MPUCYTCTBOBAaTb pacluMpeHmne
«3alnLLeHHan 31eKTPOHHas nouTa» B Noje «PacluimpeHHoe NCNoab30BaHMe KoUa» («YnyyLleHHbIN
KAHOU»).

He yaanock noanmncatb COOBLLEHNE 3N1EKTPOHHOM
MOYTbI HYXHbIM CEPTUOUKATOM

Ecav npu nonbiTke nognucatb COOBLLEHNE 31EKTPOHHON NOYTbI MOAMNMNCAHNE MPOUCXOANT, HO
MCMo/b3yeTcs CEPTUPMKAT, OTANYHBIA OT BbIOPAHHOTO, 3TO O3HAYaeT, YTO yKa3aHHbIN cepTndmkaTt
3NEKTPOHHOV MOAMUCK He COAEPXUT afpeca 3/1eKTPOHHON NoYThl BAajenbla ceptudrkata nam 31ot
aApec He COBMajaeT C afpPecoM OTNPaBKM COOBLLEHNSA 3NEKTPOHHOM NoYThl. [Tpn 3TOM B MOMEHT
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MOAMMCaHUS COOBLLEHNSA U3 CUCTEMHOTO XPaHUAULLILA BbIBMpaeTca APYro cepTMdmKaT, CoAepKaLuii
aZpec 3/1eKTPOHHOM MOYThI, C KOTOPOrO OTMPABAAETCS COOBLLEHMe.

Ans ycTpaHeHWs OWNOKM BbINOJAHWTE CEAyHOWMNE AeCTBUS:
1 Co3paliTe 3anpocC Ha HOBbI cepTUdMKAT U yKaXKMTe B HEM KOPPEKTHbIM afpec 3NEKTPOHHOM NOYThI.

2 OrtnpaBbTe 3aNpocC Ha cepTndurKaT aJMUHNCTPATOPY BaLlero yAOCTOBEPAIOLLEro LieHTpa U
AOXANTECH BbIMOJAHEHMA 3aMpoca.

3 YkaxuTe B kayecTBe cepTudumKaTa AN 31EKTPOHHON MOANUCH NONYYEHHBIV cCepTUdmKaT.

He yaaeTtcs noanmMcarb Makpoc Mam 6asy AaHHbIX
Microsoft Access 2007

Ecav npu nonbiTke nognucate Makpoc Wan co3gaTtb NoAnncanHHbIl naket Microsoft Access 2007 B okHe
BblbOpa cepTUdUKaTa 31eKTPOHHON NOAMUCHU HET AOCTYMNHbIX CEPTUGUKATOB, 3TO 3HAUNT, UTO Bbl HE
MoOXKeTe NoANUCbIBaTL Kog. ObpaTtnTech B YAOCTOBEPSAIOLWMIA LLEHTP 3a CepTUdMKaTOM, KOTOPbIN nMeeT
aTpnbyT «NognunceiBaHve Koja» B paclUMPEHHOM MCNOJ/Ib30BaHNM Karoua.

HeBO3MOXHO PeiakTMPOBaTh MOAMMCAHHbIN
nokymMeHT Microsoft Word manm Excel

UYT06bl BHECTU U3MEHEHUS B NOAMMUCAHHbIN AOKYMeHT Microsoft Word mnan Excel, yaanute 31eKTpOHHO
NoAnucCh (CM. «YaaneHue anekTpoHHon noanucu B Microsoft Word, Excel n PowerPoint» Ha cTtp. 114) n
BHECUTe HeobXoANMble N3MeHeHMs. [Tocae 3TOro Bbl MOXeTe CHOBa NMOAMMUCaTb AOKYMEHT.

/\E BHumaHue! He canepyet yaanAaTb 3INEKTPOHHYH NOANMUCH U3 JOKYMEHTa, NOANMNCaHHOIo
== ApYyTUM IMLOM, UK eCn AOKYMEHT MMeeT pnanyeckyro 3Ha4MMOCTb.
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HeT coenHeHnAa C CepBEPOM MO
npotokony HTTPS

Ha IIS cepBepe 1 Beb-KAMEHTe YCTaHOBIEHD!
pa3Hble Bepcnm ViPNet CSP

YcTtaHoBUTE Ha BeG-KaneHTe Ty xe Bepcuto nporpammbl ViPNet CSP, uto ycTaHoBAeHa Ha cepBepe.

Ecnun 310 HEBO3MOXHO, 1 Ha cepBepe ycTaHoB/ieHa bonee paHHAsA Bepcua ViPNet CSP, uem 4.2, Ha Beb-
kaveHTe ¢ nocnegHen sepcmert ViPNet CSP BbinonHuTe creaytowme AencTBus:

1 B okHe ViPNet CSP nepenante B pasagen JonoaHnTenbHO.

Liy ViPNet CSP

c:ﬁ ViPNet CSP

Kpuntonpoeaitgep ViPNet * NpeaHazHadYeH ANA peanuzaunm Kpuntorpadunueckmnx dyHKLUMIA
E onepaunoHHon cvcreme Microsoft Windows.

KeHTeAHeps! (rosen [lononHUTENbHBIE NapaMeTpbl
Moaknouaenmsle ycTpoicTEa

- Kypran paboTel kpunTonposaigepa:
,ﬂET‘-'IHK CNYyHarHbBIX YWcen

AypHanuposaHue BCeX KpUNTorpadnyeckins onepaumil
fononnutensHo BO3MOMHO SHAUNTENBHOE CHIDKEHWME NPOHZE0ANTENBHOCTI.

)K)‘pHEJ'IMpDEEHHE ACCTYNA K KNHYak NoAeL30BATENA
HesHauwTeneHoOE CHUMKEHNE NRECU3ECANTENRHDCTH,

AypHanuposaHue oTKNHOYEHD
Hanbonbluan NporsE0guTenbHOCTh,

Moagep:ka pabotel ViPMet CSP yepes Microsoft CryptoAPI
[ Noanepsxka anroputaos 2012 roaa & TLS-ceccnsx
= Mogaepsxka TL51.2

’ Mpoeepute daiine nporpamMmel Ha LENCCTHOCTE ]

2 0AC «lHGoTeKCs, 1991-2015 [ oK ] [ OTmena ] [ MpumMeHnTs ]
Eepcowa 4.2 (2.34707)
CepuitHBIA HOMeEp:

PucyHok 96. OmkaroueHue noddepxku anzopumma TLS 1.2

2 CHumute dnaxkum Nopaep>kka anroputmos 2012 roga B TLS-ceccunsax n Moppepikka TLS 1.2.
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3 B okHe CoiicTBa 0ob60o3peBatens (CBoiictBa 6pay3sepa) Bawero bpaysepa Internet Explorer cHumute
dnaxok TLS 1.2 n ycraHosuTe daaxok TLS 1.0 (cm. «HacTporika Be6-6pay3zepa Internet Explorer
Ana paboTbl no npotokoay TLS/SSL» Ha cTp. 157).

4 3akpoWiTe nNporpammbl nepesarpysnte KOMMbOTEP.

MonpobywTte cHoBa opraHm3oBaTtb TLS/SSL-coeanHeHme.

He yCTaHOBIEHbI CEPTMOMKATbI MOIb30BaTENS,
n3aatens, CRL B Hy>XHOE XpaHMauLLE

MpoBepbTe KOPPEKTHOCTb YCTAHOBKM CEPTUPUKATOB B XPaHUAULLE C MOMOLLbIO CTaHAAPTHOW KOHCOM
MMC (Microsoft Management Console).

YTtobbl NPOCMOTPETL CepTUPMKATbI, YCTAHOB/IEHHbIE B XPaHWIVILLLE, BbIMOAHWTE Clejytolime AeACTBUA:
1  Ortkpomite koHcoAb MMC:
o Haxwmute couetaHne knasmw Win+R.
B meHto Myck Takke MOXHO BbI6paTh NYHKT BbINOAHUTD.
o B none OTkpbITh BBEAMTE mmc ¥ HaxkmuTe kHonky OK.
2 B meHto Paiin okHa KOHCOAW BbibepuTe NyHKT [lo6aBUTL AN YAaNUTb OCHACTKY.

3 B okHe [lobaBseHne 1 yaaneHe ocHacTKOM B cnincke JocTynHble OCHAacTKN BbIGepUTE OCHACTKY
Ceptudukatbl 1 HaxkxmuTe kKHonky J,o6aBuThb.

4 B okHe OcHacTka aucnetuepa cepTUdUKATOB BbIGEPUTE HYXKHbI TUM OCHACTKM:
o Moel YUeTHOW 3anncu noab3oBaTtens — A3 NPocMoTpa cepTUdrKaToB BeH-KNANEHT];

o YYeTHOW 3anucK KoMMbloTepa — A8 NPOCMOTpa cepTUdUKaTOB cepaepa.

MpumeyaHme. YTo6bl He f06aBNATL OCHAcTKy CepTUdUKaTbl B KOHCOJb KaXAbIW pas,
KorZa oHa BaM MOHaZ0bWTCS, Bbl MOXETE COXPaHUTL KOHCOb. [151 3TOr0 B MeHH
KoHconb BbibepuTe NyHKT COXpaHUTB.

CepTVIq)VIKaTbI noab3oBaTtend, n3gateaa n CNnNcok CRL AOJIKHbI ObITb YCTaHOBJ/IEHbI B HY>KHO€ XpaHW/InLLe,
N Npn Nx OTKPbITUKN HE JOJI)KHO BO3HWMKATb OLNBOK.
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[na cepsepa IS B ocHactke MMC cepTndunkatos 1OKanbHOro KOMMNbIOTEPa JOMKHbI NPUCYTCTBOBATb

Koncone  [Jefictene

e 7F 4 XD HE

Bug Cnpaeka

certmgr - [Ceptudmkarsl - Tekywmnid nonssosarens'/InuHoe Ceg

CepTndmrar

Oflwme |CocraB | MyTe cep-rmbmawml

{ CeBepenna o ceprwdmkaTe

_ﬁjJ Ceptudmkatel - Tekylnii nons3oeatens

4| ] Maunoe
| Ceptndpuartel

CeptuduKaT NoAbL3OBaTENA

aT npegHasHavaeTca gna:

el AT

T YAANEHHOMY KOMMBOTERY -

T H
f

4| ] loBepeHHEIE KOPHEEEIE LIEHTPBI CEPTUBUKALIM
| Ceprudmkatel

| JloBEpUTENEHEIE DTHOLLEHWA E MPEYNPUATHI

CepTuduKar usaarens

LYHD BALUEMD KOMNBKOTEDA

SET, YTO NporpaMMHoOe ofiecneueHue
KOHKPETHOrD M30aTenA

NporpamMMHoe ofecneyeHue oT MIMEHEHWUA

m

| CepTudukaTh, K KOTOPLIM HET AOBEPUA

| CTOpOHHWE KOPHEBBIE LEEHTPEI CEpTdMKaLIMK

| JloeepenHbie nnua

| [lpyrue nons3oeatens

| JloBepeHHbie KOpHEBEIE CEpTUNKATEI CMapPT-KapTel

Kpanunne NMuyHoe cogepsanT 9 cepTudgukateoe.

PucyHok 97. Cepmucpukam seb-kaueHma 8 xpaHuauuje cepmugukamos mekyuje2o nose308amess

cnepyrowne cepTmdunkarsl:

Ons Beb-knneHTa B ocHacTke MMC cepTudmrKaTOB TeKyLLIEro NoJsib30BaTeNs 40KHbI MPUCYTCTBOBATb

4[] MpomekyTouHEIE LEHTREI CEPTHEMKALMK js LS nocne ero nyEnMKaLm -
~| Cnncok oT3e1Ba cepTMhNKATOB Crncok CRL
| CepTudukatel
~| D6vexT nonszoearena Active Directory IS oMy BblfaPetrov 5.A.
= T
| Joeepentbie naatenn =

Kewm Boigad Ivanov LE.

OeitcteuTened ¢ 19.10.200% no 19.10.2014

]? ECTb 3aKpbIThIM KW, COOTBETCTBYHOWMIA 3TOMY cepTuduka

HUD.DDSHEE o CEQTHQHNBTBX

Pasgen Jinunble > Ceptudpukarbl — ceptudmkaT nosb3osatens (cepsepa).

Pasgen [loBepeHHble KOPHEBble LLeHTpbl cepTudukauum > Ceptudukarbl — ceptudukar nsgatens.

Pa3,qeﬂ I'Ipome>|<yToqu|e LeHTPbI CepTVIq)MKaLI,MIA > Cnucok oT3blBa CepTI/Iq)I/IKaTOB — CMNCOK

CRL.

cnepyrowne ceptudmKaThi:

Ecnv ceptudukat He yCTaHOBAEH WN YCTAHOBIEH HEKOPPEKTHO, BLIMOJIHUTE YCTaHOBKY cepTudUMKaTa B
XpaHuauie (CM. «YcTaHOBKa cepTudurKaTta U3gaTens u Cnmcka aHHyIMpOBaHHbIX CepTUhUKATOB »

Pazgen JinuHble > Ceptudurkatel — ceptudurkaT nonb3osatens (Beb6-kaneHTa).

Paszen [loBepeHHble KOPHEBble LLeHTpbl cepTudukauum > Ceptudukarbl — ceptudukar nsgatens.

Pa3,qeﬂ I'Ipome>|<yToqu|e LLeHTPbI CepTI/lq)VIKaLl,I/II/I > Cnucok oT3blBa CepTI/Iq)I/IKaTOB — CMNCOK

CRL.

Ha cTp. 73).
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Beb-bpay3ep He HacTpoeH Ha paboTy no
npotokony TLS

Mo ymonuaHuto HacTpoikn Beb-6pay3epa Internet Explorer nossosstoT paboTtaTb NO 3aULLIEHHOMY
npotokoay TLS. Ecam coeamHeHns ¢ cepBepoM He NPOUCXOAMUT, MPOBEpPbTE Hainune B Bpaysepe Hy>KHOro
cepTudukata n ybeamTech, UTo B CBOMCTBaX 0603peBaTesis pa3peLleHo UCMo/b30BaHNe NPOTOKO/IOB

TLS/SSL.
Ana npoBepkn Hanuums ceptudurkaTa BeINOAHUTE Cedyrolne JeiCTBUS:
1 B meHto CepBuc Beb-6pay3epa Internet Explorer Beibepute nyHkT CBOMCcTBa 0603peBaTens.
2 B okHe CBoiicTBa 0603peBaTens oTkpoiTe Bkaaaky CogepikaHue 1 HaXxxmMmute KHOMKy
Ceptnoukarsbl.
3 B okHe CepTudukatbl oTKponTe Bkaaaky JInuHoe 1 npoBepbTe, UYTO B Crivcke cepTUdMKaToB
NPUCYTCTBYET HY>XHBIN.
4 Bbibepute HYXHbI cepTUdUKaT 1 HaxkMuTe KHOMKy MpocmoTp.

5 B okHe Ceptuéukar ybeantech, UTo cepTUPMKaT COAep>KUT paclumpeHme MNpoBepka NOAANHHOCTM
KnueHTa (cMm. PucyHok 98 Ha cTp. 182). Ecim Tako aTpmnbyT OTCYTCTBYET, 06paTUTeCh B
YAOCTOBEPAOLWNIA LIEHTP 38 CepTUPMKaTOM, B KOTOPOM ByAeT yKazaH JaHHbl napaMeTp
(cm. «ViPNet YgocToBepatoLwmii U KAtOUEBON LeHTP. PykoBOACTBO agMUHUCTPaTOpPa»).

Ceprudukar L2 ==
- CocTae | MyTe cepTHdMKELIN
MokasaTb: [<Bce> -
MNone SHaqeHne g
EBnaneneu TDC, Zelensky Mikhail, Tech. ...
[Elomwpemsii knou FOCT P 34. 10-2001 {512 fuT)
HmonbsoBaHme KNKO4E Lindpoeaa noamice, HeoTper.. .

|
é

HD.EHTHCbHKaTDD KmYa cy.., 41F35D 20591970 C51ED..,
CDDK NERCTEMA cekpeTHor,.. ©C 18 cenTabpa 2009 r. 13:05:...
Hnemmbmrca‘rop rtoqa Le...  MaentudukaTop kno4a=48 ...

CIFHARHRIS NCNAHIALEHLIAG Tuan Fufiisr TA =N s 2NRATE N

MpoEEpKa NOANMHHOCTH KMMEHTA (1.3.6.1.5.5.7.3.2)
SEWMILEHHARA 3NeKTpoHHER noyTa (1.3.6.1.5.5.7.3.4)

Mevate ] [KonuposaTde)aﬁn... ]

PucyHok 98. Cocmas cepmugbukama geb-knueHma

[ns npoBepky akTMBHOCTU NPOTOKOA0B TLS/SSL BbiMOAHUTE CaesytoLime AeACTBUS:
1 B meHto CepBuc Beb-6payzepa Internet Explorer Bbibepute nyHkT CBOlicTBa 0603peBaTens.

2 B avanorosom okHe CBolicTBa 0603peBaTens oTKponTe Bkaagky JonoaHUTeNbHO.
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3  Y6eputecs, uto dpnaxku SSL 3.0, TLS 1.0 yctaHoBAEHbI, a pnaxok SSL 2.0 cHAT.

4 T[lpoBepbTe NoAKAOUEHNE K BeO-cepBepy.

TpebyeTca nepesanyck cayxbbl cepsepa IS

B HekoTOpbIX Cyyasx Ans JOCTyNa K cepeepy Mo BHOBb HAaCTPOEHHOMY npoTtokoay TLS Heobxoaumo
nepe3anyctuTb Cyxby cepsepa. 117 3TOro BbINOJHUTE ClegytoLune AencTBus:

1 Ortkpoute okHO Aucnetuep 3agay Windows.
2 OctaHoBuTE CNYyXOY inetinfo.exe.

3 TMocne Toro kak cayxba aBToMaTMUeCKM 3anyCTUTCS, NMPOBEPLTE NMOAKIHOYEHNE K CEPBEPY.

TpebyeTtcd COXpaHUTb Napob K cepTnduKaTty
cepsepa
B HekoTOpbIX Cyyasx ANs AOCTyna K cepBepy TpebyeTcs coXxpaHUTb Napo/ib K KOHTENHepy katouven. [ns
3TOro BbIMOAHWTE CleAytoLme AeNCTBUA:

1 B ocHacTtke koHconnm MMC oTKpoIiTe HYXHbIN cepTUdUKar.

2 Ha Bknaake CocraB okHa Ceptudukat HaxxmuTe kHorky KonupoBatb B daiin.

3 Ha ctpaHuue npuseTtcTBua Mactepa akcnopra ceptudukaToB Haxkmute KHonky fanee.

4 B okHe BBOZa Napos K KOHTEMHEPY KAtOUei BBeAWTE Naposib NO/b30BaTe/Is CEPBEPHON YacTy,
yctaHoBuTe dnaxkkm CoxpaHuUTb Naposib 1 He nokasbiBaTb 60/bLLe 3TO OKHO.

5 Haxmute kHonky OK. Tenepb paboTy MacTepa MOXHO 3aBEPLUNTbL — Mapo/b COXPaHEH.
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He yAaeTCa NOAKAFOUMNTLCA K LIEHTPY
ceptndrkaumm Microsoft CA no

npotokony HITP

Ans yaaneHHoro foctyna K CepBepy, Ha KOTOPOM pa3BepHYT LieHTp ceptudumkaumm Microsoft CA ¢
nHterpmposaHHbiM ViPNet CSP (cm. «HTerpauyms ViPNet CSP ¢ ueHTpom ceptudurkaumm Ha b6aze
Microsoft CA» Ha ctp. 101), no npotokony HTTPS nosnb3oBatento He TpebyeTcs BbINOAHATL KAaKUX-1M60

AOMONHNTENDBbHBIX HAaCTPOEK.

[ns ypaneHHoro foctyna K cepBepy, Ha KOTOPOM pPa3BepHYT LeHTp cepTudmkaumm Microsoft CA ¢
nHterpuposaHHbiM ViPNet CSP, no npotokony HTTP BbinoAHWUTE cneaytolime AeACTBUS:

1 3anyctute Beb6-6paysep Internet Explorer.
2 B okHe CBoiicTBa bpay3epa Ha BKagke besonacHoOCTb BbINONHNUTE ClejytoLime AeNCTBUS:

o Haxwmute kHonky CaitTel 1 fobaBbTe Be6-CalT C LLIeHTPOM cepTudumKkaLmm B 30Hy MecTHas

WHTpaceTb.

o Haxwmute kHonKy Apyro 1 B okHe MNapameTpbl 6e30MacHOCTM - 30Ha MECTHOW MHTpaceTH Ans
napametpa Vcnonb3oBaHue 3iemeHTOB ynpasaeHusa ActiveX, He NOMeUeHHbIX Kak
6e3onacHble A5 UCMOIb30BAaHNA YCTAHOBUTE Nepek/oyaTeb B NosoXeHne OTKAUNTD.

MpuMeuaHue. Ha3BaHus 3nemMeHTOB UHTepdelica NpuBeeHbl 4ns Be6-6pay3epa Internet
Explorer 11.
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[ 1oy coeimHeHnn C cepBepOoMm
BbIBOAMTCHA NpeaynpexaeHme
CUCTeMbl Be30nacHOCTU

Ecav npu nonbiTke COefUHEHMs C cepBepoM bpay3ep BbIBOAUT NPeayrnpexXaeHne cMcTeMbl
6e3onacHocTn YkazaHHoe B cepTiduKaTe Ha3BaHUE HEMPABU/IbHO UM He COBMajaeT C Ha3BaHWEM
y3/a, NPOBEPbTE, UTO Ha3BaHWe JOMEHa CepBeEpPa N MMS MOJb30BaTeIs, Ha KOTOPOE BbiaH cepTudukaTt

cepBepa, COBMajatoT.

@ Mycran crparnua - Windows Internet Explorer Cepruduicar @
| v https:
@ L) |§. ps://server | Oblwme |Cm_—ras I MyTs cepmdnmaumm|
oe e [@ MycTan cTpanuua l

ﬂ CeeneHna o cepTuhuKaTe

3ToT cepTudMKaT NpeHasHayaeTca ana:
* OBecneqYMBaET NONYHEHME MAEHTUDMKALIAN 0T YAANEHHOD
KOMMBKOTEPE

Homy Boinaitsc-server

Kewm BbiganNCC-HC Admin

AeitcreuTened ¢ 10.12.200% no 10.12.2014

YCTaHoBMTE CEDTMdJHKBT... ] JaABNeHHE NOCTABLLMKE

MoapofiHes o

0 WuTepHet | 3awmuey

Pucyrok 99. Mposepka coomgemcmeus HasgaHus OoMeHa cepeepa U UMeHU NoJib308ames, Ha

komopoe 8bl0aH cepmugpukam cepsepa
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He yaaetca n3aatb ceptmomkaT Ha
ycTpomncTee Tmna JaCarta ¢
MOMOLLBHO CTAHAAPTHbLIX CPEACTB
yA0CTOBepAroLLero LeHtpa Windows

Ecan Bbl XOTUTE C NOMOLLBIO CTaHAAPTHBIX CPEACTB yaocToBepsatolero LeHtpa Windows nsgatb
cepTudmKaT Ha BHeLlHeM ycTporcTtae Tuna JaCarta, ncnonbdys anroputmel ViPNet CSP, 1 npu stom
NOABAAETCA OKHO C OLUMOKOW, BINOAHUTE CedytoLme JeliCTBUS:

1 B nporpamme ViPNet CSP nepeigute B pa3gen Mogkntouaemble yCTPoOncTBa.

2 Hal'lpOTI/IB Thna yCTpOIZCTB JaCarta LEeNKHUTE CCbIIKY BknroueHo 1 B KOHTEKCTHOM MEHHD Bbl6epI/ITe
NYHKT BbikntounThb.

3 W3parite Tpebyemblin cepTndumkaT cpeacTBamm yaoctosepstoLLero ueHtpa Windows.

4 B nporpamme ViPNet CSP B pasgene MogkatouaemMble YCTPOCTBa HaNnpoOTUB TWMa YCTPOMNCTB
JaCarta wenkHWTe cCblKy BbIk/IFOUEHO 1 B KOHTEKCTHOM MEHHO BbiGEpUTE NYHKT BraounTb.

A PerucTpauma ceprudmkaTos i ] 5]

| Permctpaums ceprndmratos

He yaaeTca yCTaHOBATE OQUH WIH HECKONLKO cepTudmkaTos

He yAaeTcA 33BEPWMTE OAMH MAK HECKOMLKO NPEANOHKEHHEIX 3AMPOCOB CEPTMMKATOE. MPOCMOTPUTE CBEAEHUA
Nof KEHAEIM CEpTURMKATOM, YTobkbI ONPEaEnTE AaNbHELME AEHCTBIS.

Monutuka perncrpaunn Active Directory

% Bxon co cMapT-+apToi X Cocroanme:HeyaadHo MogpobHocTk 'f,’f{?
Mnoxoi Ko,
He yAaeToA co30aTh 3anpoc CepTUOMKETE. He YOaeToA Co30ATE 3aKPRIThIA KoY.
CnefyiolMe NapaMeTpsl oNPEAENAOT XaPaKTER MCNONL30BaHWA M CPOK ASHACTEMA ASHHOrD THNa
cepTudMKaTa:
WcnonesosaHme kntosa: Lindposas noanvcs
LUndpoBaHMe Knouei
MonuTHKK NpuMeHeHA: MpoBEpKa NOAMMHHOCTH KIMEHTE
Bxog co cMapT-kapToit
Cpok geiicTena (aHei): 365

MpocMoTpeTs 3anpoc

C |

| CneayrowWwmil Nons30BaTeNs I 3aKpLIT |

Pucyrok 100. Owiubka npu noneimke u3daHus cepmugukama Ha ycmpolicmeae muna JaCarta 8
ydocmosepsroujem yeHmpe Windows
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BbINOHEHWE KpUNTOrpapuueckimx
ornepaunm Ha BHELLIHEM YCTPOWCTBE
cemenctea JCSD 3aHMmaer
ATENIbHOE BPEMS

Mpw NnogkNOYEeHWN BHELLHEro ycTpoicTBa cemelictBa JCSD k KOMMbOTepY Nog ynpaBaeHuem
OC Windows Vista nan Windows Server 2008 BbinosHeHve Kpuntorpaduyeckmx onepawmii ¢
MCNONb30BaHMEM KHOUEW, HaXOAALLMXCA Ha TaKOM YCTPOWMCTBE, MOXET 3aHMMaTb ANUTEIbHOE BPEMS.

[Ans ycKOpeHWs BbIMOJIHEHUS KPUNTOTrpahuUecKnx onepauuii ¢ ncnosb3oBaHmem ycrporicts JCSD
pekoMeHayeM OBHOBWTb OMEPALMOHHYHO CUCTEMY.
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He yaaetca pabotatb C BHELLIHMM
YCTPOMCTBOM, €C/IM Ha HEM
YCTAaHOBJIEHO Cpa3y /ABa arnmnjiera

Ecnv Ha BaleM BHeLIHeM YCTPOMCTBE YCTaHOBAEHO cpa3y ABa annaeta, ViPNet CSP pacnosHaet BHelHee
YCTPOWCTBO, COOTBETCTBYIOLLEE NNLLb OAHOMY M3 3TWX annsieToB. PaboTa cpa3y ¢ AByms annietamm He
noaaep>xxvsaetcs. Ytobbl ncnosnb3osatb B ViPNet CSP kakon-11bo onpegeneHHbin annaet n3
3anuncaHHbIX Ha BalleM TokeHe, B rnaBHomM okHe ViPNet CSP Ha cTpaHuue MoakntouaemMble ycTpolicTBa
OTKJIFOUUTE MCMONb30BaHMeE BCEX TUMOB YCTPOMCTB, KpoMe Tpebyemoro (cM. «HacTpoiika cnncka
ornpaluvBaemMbIX yCTPOUCTB» Ha cTp. 90).

Hanpumep, ecan Ha TokeHe yctaHoBaeHbl annseTsbl JaCarta n JaCarta TOCT, ViPNet CSP no ymonyaHuio
pacnosHaeT ycTporicTeo Tuna JaCarta. Ytobbl cnonb3oBaTh Ball TOKeH Kak ycTpoictso JaCarta FOCT, B
nporpamme ViPNet CSP oTkntounTte noaaep Ky BCeX TUMOB BHELWHMX YCTPONCTB, kpoMe eToken
GOST/JaCarta GOST.
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He yaaeTca NoAKJHUMTLCA K
komnetoTepy ¢ ViPNet CSP no

npotokony RDP

YKazaHHas npobiemMa MoXeT ObITb Bbl3BaHa KOHPAMKTOM ¢ o6HoBAeHeM Windows KB2919355
(http://www.microsoft.com/ru-RU/download/details.aspx?id=42327).

Ana peweHnsa npobaembl BOCCTAHOBUTE YCTaHOBAEHHbIE KOMMOHEHTbI nporpammbl ViPNet CSP
(cMm. «[lobaBneHue, yaaneHne v BOCCTaHOB/EHE KOMMOHEHTOB Mporpammsbl» Ha cTp. 30).
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[lpoBepka LenoCTHOCTU hanioB
NPOrPamMMmebl

Mpy HEOBXOAMMOCTL Bbl MOXETE MPOBEPUTL LLEJIOCTHOCTL $anoB NporpaMMbl. s 3TOr0 BbINOJHUTE
cnegyroLine AencTBus:

1 B okHe ViPNet CSP nepenante B pasaen JonoaHntenbHo.

Liy ViPNet CSP

Kpuntonpoeaidaep ViPNet CSP npeaHazHaued anA peaamzaumu kpuntorpaduueckux GyHKUMA

E onepaunoHHon cvcreme Microsoft Windows.

KoHTelHeps! KIHoJYer

ﬂ,OI’IOJ’IHMTe.’Ibele MNnapamMeTpbl
Moaknouaenmsle yCTpoRCTEa

- HKypnan paBoTel kpunTonposaigepa:
Hatumk CAYYaMHbIX Yicen

AypHanuposaHue BCeX KpUNTorpadnyeckins onepaumil
LononnutensHo BO3MOMHO SHAUNTENBHOE CHIDKEHWE NPOHZE0ANTENBHOCTI.

:I )K)‘pHEJ'IMpDEEHHE ACCTYN3 K KNH4Yam NONB30EaTENA
HezHaunTensHoe CHUKEHWE ApoW3EOINTENBHDCTH.

AypHanuposaHue oTKNHYEHD
Hanbonbluan NporsE0guTenbHOCTh,

Moagep:xka pabotel ViPMet CSP yepes Microsoft CryptoAPI
Moagep:xka anroputos 2012 roga s TLS-cecconnax
Mogaepska TL51.2

’ MpoeepuTe haiinel nporpaMme Ha LENDCTHOCTL ]

2 OAC «WMHpoTeKCs, 1991-2015 [ oK ] [ Otmena ] [ MpumeHnTs ]
Bepcwa 4.2 (2.34707)
CepuitHBIR HOMEp:

PucyHok 101. Mposepka yesnocmHocmu ¢patizing npozpammel
2 Haxmute kHorky MpoBepuThb daiinbl NporpaMmbl Ha LLEJIOCTHOCTD.

|_|pVI 3TOM HpOMBOIZAET nepecyeT KOHTPOJIbHbIX CYMM U MPOBepPKa NX COOTBETCTBUA CyMMaM,
YKa3aHHbIM B Ka>A0M U3 q)aVIﬂOB nporpamMmmebl.

Mo OKOHYaHMM NPOBEPKM OTOBPA3NTCA OKHO C COObLLEHMEM O pe3y/ibTaTax NpoBepku. B ciyyae
HECOOTBETCTBMSA KOHTPOJIbHBIM CYMMaM BOCCTaHOBUTE KOMMOHEHTbI NMPOorpamMmMbl
(cM. «JobaBneHve, yaaneHne N BOCCTaHOB/IEHE KOMMOHEHTOB MporpaMMbl» Ha cTp. 30).
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[lpenoctaBieHne 40NONHNUTENbHOM
MHOOPMALIMKM O HEMCMPABHOCTM

[ns ycTpaHeHWs HeMCNPaBHOCTU COTPYAHMK TexHmnuyeckon noaaep>xknm OAO «MIHPoTeKC» moxeT
NonpoCUTb Bac NPesoCTaBUTb JOMOJHUTENbHYHO MHPOPMaLMIO AnA aHanm3a. B aTom ciyyae BbinosHUTE
cnegyroLine AencTBus:

1 Haxwmwute couetaHune knasmw Win+R.
B meHto Myck Takke MOXHO Bbi6paTb MyHKT BbINOAHWTD.
2 B nose OTKpbITb BBEANTE KOMaHAY regedit W HaxmuTe knasmwy Enter.

3 B nporpamme Peaaktop peectpa nepenante B nanky Logs, KOTOpas HaXOAWUTCA NO CeaytoLemy
agpecy:

o B 32-pa3psasHbIx onepaLmnoHHbix cnctemax Windows:
HKEY LOCAL MACHINE\SOFTWARE\InfoTeCS\Logs;

o B 64-pa3pasHbIX onepaLnoHHbIx cnctemax Windows:
HKEY LOCAL_MACHINE\SOFTWARE\Wow6432Node\InfoTeCS\Logs.

4 I3MeHWTe 3HaUeHns KNtoYen Level M dog level Ha Oxff (255).

5 T[lepesarpysute komnbroTEp.

I'IpumeuaHMe. B HEKOTOPbIX Cay4aax 3anyCcK KOMMNbOTEPA MOXKET 3aHATb
npoAO/KUTENbHOE BpeMA.

6 Ckauvante nporpammy DebugView (http://technet.microsoft.com/ru-
ru/sysinternals/bb896647.aspx).

7 3anyctute ¢ain DbgView.exe OT UMEHU agMUHUCTPATOpPA.
8 T[loBTOpUTE AENCTBUSA, NPU KOTOPbIX Y BaC BO3HMKaNa HEMCMPABHOCTb.
9 B nporpamme DebugView Bbigenvte Bce 3anncu 1 CKONMpynTe B TEKCTOBLIN daii.

10 [obaBbTe NOAYUYMBLUMIACA TEKCTOBBIV dalil B apX1B 1 OTNPaBbTe BMECTE C OMUCAHNEM
HEeWCNPaBHOCTN B CTY>K6Y TEXHNYECKON MOALEPKKN.

Mpumeuanue. Ecnm ana BocnponssegeHna owmnbkn Heobxoaumo ctopoHHee MO,
yKaxxuTe 3TO B MUCbMe.

1 TpwuceownTe KAty dbg level (CM. MYHKT 4) 3HaueHme 0.

12 Tlepe3arpy3ute KOMMNbIOTEP.
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Ictopma BepCcnm

B AaHHOM NPUAOXKEHUN ONUCaHbI OCHOBHbIE M3MEHEHWA B NPeAblAyLLNX BEPCUAX NPOrpaMMbl
ViPNet CSP.

Bepcna 4.2

B 3Tom pasgene npejctaBaeH KpaTknil 0630p N3MeHeHWI 1 HOBbIX BO3MOXHOCTel nporpammbl ViPNet
CSP Bepcun 4.2 no cpaBHeHWIO € NporpaMmMon Bepcun 4.1.

e HoBbli popmaT KOHTENHEPOB KJtOUe, co3gaHHbIX o anroputmy NOCT 34.10-2012

[ns obecneyeHns cOOTBETCTBUA pekOMeHAaLMAM TeXHUUeCcKoro KoMuTeTa No cTaHAapTu3aumm
(TK 26) «Kpuntorpadpuueckas 3awmta nHpopmaumm» (https://www.tc26.ru/) nameHen dopmat
KOHTEMHEPOB KAOUEN, CO3AaHHbIX Nno anroputmy FOCT 34.10-2012.

e V3meHeHus B cnucke nojaaep>xmBaeMbiX BHELUHUX yCTpOVICTB

Beugy HeBoCTpeboOBaHHOCTY NpeKpaLLeHa Noaaepskka cledytoLmxX TUMOB BHELIHWX YCTPOWUCTB:
Mifare Standard4K, SmartCard RIK, Rosan Mifare, Smartcard Athena.

Bepcna 4.1

B 3TOoM paszene npegctaBieH KpaTkMin 0630p M3MEHEHWI 1 HOBbIX BO3MOXHOCTeN nporpammbl ViPNet
CSP Bepcun 4.1 no cpaBHeHWMIO ¢ Nporpammor Bepcum 4.0.

e O6HOBJ/IEHHbIN NONb30BaTe/NbCKUI MHTEpdeiC

MonHocTbO NepepaboTaH AW3aiiH NoJb30BaTENbLCKOrO MHTepdENca NPporpaMMmbl.
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G vieNet csp
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= Yerpodcrea
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ViPNet CSP 4.1

KOHTETHeDb! KNKOUSH
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© 19912014 OAD "WmdoTexC"
Bepom 43 0246404

PucyHok 102. MNMonbzosamensckuli uHmepgbelic npoepammer ViPNet CSP 4.1

CootBeTtcTBUE peKOMeHAaUmMAM TeXHMUYEeCKOro KomuTeTa no craHgaptmsaumm (TK 26)
«Kpuntorpaduueckas 3awmra MHpopmaLumn»

Kpuntorpaduueckme anroputmbl ViPNet CSP npuBegeHbl B COOTBETCTBME C pekoMeHzaunamm TK 26
«Kpuntorpadurueckas 3awmta nudopmaumm» (https://www.tc26.ru/).

PacwumpeHHasa nogpaepykka anroputma FOCT 34.10-2012

@)

[JobaBneHa BO3MOXHOCTb OpraHu3aLmnm 3almiLeHHoro coegmHenmns TLS/SSL ¢ ncnonb3oBaHmem
KAto4ei, cozganHbix no anroputmy FOCT 34.10-2012.

[JobaBneHa BO3MOXHOCTb 3KCMOPTa KOHTENHEPOB KAKOUEN, CO3aaHHbIx No anroputmy FTOCT

34.10-2012, B parinbl popmata PKCS#12 (*.pfx), a Tak)ke MMNOPTa TakKMX KOHTEMHEPOB KAtOYei
n3 parinos PKCS#12.

[JlobaBneHa BO3MOXHOCTb paboTbl C BHELHWMM YCTPOMCTBaMK, NMOAAEPXKUBAOLLMMU XPaHEHWE
K/toUel, co3ganHbix no anroputmy FOCT 34.10-2012.

OpraHu13auus 3awuieHHoro coeanHerms TLS/SSL ¢ ncnosb3oBaHneM YHUBepPCaibHOM
3NeKTPOHHOM KapThbl (YIK)
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[JobaBneHa BO3MOXHOCTb MCMOIb30BaHWUA KOHTEMHEPa KItOYeN, 3anmncaHHOro Ha BaLly
YHVBEPCaNbHYIO 3NEKTPOHHYIO KapTy, A4S OpraHM3aumn 3aWwmieHHoro coegmHerns TLS/SSL ¢
nomoubto ViPNet CSP.

HoBbIi1 nopagok paboTbl ¢ BHELUHUMM YCTPONCTBaMM

B rnaBHOM OkHe nporpammbl yopaH pasgen YcrpoictBa. Ternepb KOHTENHepPbI KAOUeR,
COXpaHeHHble Ha BHELLHEM YCTPOWCTBe, OTObpaxatoTcs B pa3gene KoHTelHepsbl karouen npu
BbIOOpe Ha3BaHMA YCTPOMCTBA B PAaCKPbIBAOLLEMCA CMINCKE.

Konreinepe:

BATas CAeeN wie

HACTDOMNS X onp m K o Tokan ALSAAN{003348 1¢
——— ‘

KonTpoms LenccTrocTin SO

- 06“2” ot ViPNet CSP 40
ocTee
) YerpohcTos NOAKAOUEreRIE YCTPORCTES:

ViPNet CSP 4.1

nronpotadaep Vi

@ ViPNet CSP

e KoHTelHepb! Knrouei
Noaxasouaembe YCTROACTES
LaTumx CayNaHpn wncen (eToken Maddnipo3rate ) =) 2] AoSawary soetesmep.

KOMTPOAS URACCTHOCTH

Rononmurersuo $9-1691-17 3441406628 eToken Aladdin003Male )

PucyHok 103. M3meHeHue nopadka pabomel ¢ 8HeWHUMU ycmpolicmeamu

HoBbI1 nHTepdeiic a8 HaCTPOMKM perncTpauum cobbiTuii KpunTonpoBanaepa

®yHKLMA HAaCTPOMKM permctTpaumm cobbiTuin KPUNTONpPOBalAepa NnepeHeceHa B pasgen Jpyroe.
Tenepb pexxunMbl BeAeHWs XXypHasa 3afatoTcs C MOMOLLbHO MOM3YHKA, A/ KaXAOro pexvma
fobaBieHa nojckaska.
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Kypran Csp
wy  YPoSeHb BeASHR KypHana
x OTKMAOHEND

YPOBEH:

ViPNet CSP 40

XKypnan paGors: xpunronposaigepa:

KypHANupoBaHME 8Cex KpUNTOrpaduueckux onepaumii
BOIMONHO SHAUMTENLHOE CHIKEHNE NPOMISOANTENBHOCTI,

ViPNet CSP 4.1 )  Kypraawpoeanue A0CTyna K KAIO43M NOAB3OLITENA

HEIHMAUNTENDHOS CHIKEHUE NPONSEOANTENDHOCTI,

Kypranupoeanue oTKANHENO
Harbonbiuas NnponItosUTENbNOCTY,

PucyHok 104. Hacmpolika pecucmpayuu cobsimuli kpunmonposatidepa
e ABTOMAaTMUeCKUI MOMCK KOHTeNHepa Ktouel, KOTOPOMY COOTBETCTBYET cepTudmKaT

B macTtepe ycTaHoBKM cepTudumKaToB obaBieHa BO3MOXKHOCTb aBTOMaTUYECKOro noncka
KOHTeWHepa KtoYel, COOTBETCTBYHOLLIErO YCTaHaBAMBaeMoMy cepTudmkaTy. [onck ocyLlectBaseTcs
Nno KOHTeNHepam katouei, yctaHoseHHbIM B ViPNet CSP. HoBas BO3MOXHOCTb No3BoaseT
3HaYUTENbHO YcKopUTb paboTy, ecin B ViPNet CSP yctaHoBAEHO 60/bLLIOE KOANYECTBO
KOHTENHEPOB KHOYeN.

FOTOBHOCTL K YCTaHOBKE cepTudmKaTa.

MACTED FOTO8 K YITEMOEKE CEOTIVIKATA B OXTE0e
XpaesuBaLe.

Bouss YA CHe O NADAMETDG!

YT SIS TE CEPTMEVIATH! HIRATEASH,
YT AOVBITD THOM OTOIIOHIX CEPTMEMKATOR.

Boi MOXETE YXKAIITD KONTEMMED C SaKPOITHM KAOHOM.
VndOpMasa O KONTESMEDE C JDuiTos Knouon Syzer
20530/EHD B XDIPeUIALE CEDTIMKATOB.

HE MOusssssaTs K KoHT&repy

PucyHok 105. 3a0aHue asmomamuyecko20 houcka KoHmeliHepa karoyel
e KomnnekT soKkymMeHTauunu

B komnnekT gokymeHTaummn gobasneHo pykoBogactso «ViPNet CSP. beicTpblli cTapT».

Bepcna 4.0

B 3TOM paszene npeactaBieH KpaTkMin 0630p M3MEHEHWI 1 HOBbIX BO3MOXHOCTeN Bepcumn 4.0 no
CpaBHeHWo ¢ Bepcuen 3.2.11.

o CooTBeTcTBME HOBbIM CTaHAapTaM X3WNpPOoBaHNA U pa601'b| C 3]IeKTpOHHOI71 noanncbo
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X3WwmnpoBaHWe AaHHbIX 1 paboTa C 3NeKTPOHHOW NOAMMUCHIO OCYLLECTBAAETCA B COOTBETCTBMMN CO
ctaHgaptamum TOCT P 34.11-2012 n TOCT P 34.10-2012.

I'Iop,p,epx(Ka HOBbIX onepaunoHHbIX CUCTEM

B kpunTonpoBanaepe peanvnsoBaHa noasep>kka onepaunoHHsix cnctem Windows 8 (32-paspsaHas
n 64-paspsigHas) n Windows Server 2012 (64-pa3psgHas).

Moaaep>kka nHrepdeiica Cryptography API: Next Generation (CNG)

B nporpamme peanvsoBaHa nogaepxka nHtepdenca CNG, npuweawero Ha cmeHy CryptoAPI.
MoapobHee 06 nHtepderice CNG cm. «Kpmntorpadumuecknin nHtepderic ViPNet CNG. PykoBogacTso
pa3paboTunkar.

Moaaep>kka ctaHgapta PKCS #11 ana 64-paspsagHon apXUTeKTypbl

PeannsoBaHa nogaep>ka ctaHgapta PKCS #11, onpegensitowiero nHtepdeic goctyna K
KpunTorpaduyecknm ycTpomncTBam.

O6HOBAEHWE NporpaMmbl CO3AaHUA 3anpoca Ha cepTudukat

o [JobaBneHa BO3MOXHOCTb POPMUPOBAHUA 3anpoca Ha cepTUdUKaT ANA KNKOUEN, CO34aHHbIX C
MOMOLLbIO Pa3nyHbIX kKpuntonpoargepos: kak oT OAO «MHboTeKC», Tak 1 oT Kopnopauuu
Microsoft.

o B cnuncok WabnoH ceptndukara gobasneH nyHkt WEB server, no3Bosstowmin co3gatb 3anpoc
Ha cepTudukKaTt Ans yctaHoBKM Ha Beb-cepaepe IIS.

o [MosBWIaCh BO3MOXHOCTb C MOMOLLbIO hAaXKKOB IKCNOPTUPYeMbI 1 CUCTEMHBIN 3aaBaTb
Clegytolme napameTpbl U34aBaeMoro cepTudukara:

e byaeT M BO3MOXHO BMecTe C n3gaBaeMbiM cepTrdMKaTOM 3KCNOPTUPOBaTh
COOTBETCTBYHOLLMI eMy 3aKpbITbIA KAHOY.

e CneayeT M yCTaHaBAMBaATb M3AaBaeMblil CepTUdUKAT B CUCTEMHOE XPaHUAULLE 0KaJIbHOMO
KOMMbtoTepa.

Bepcua 3.2.x

Kpunronposaingep:

Infotecs Cryptographic Service Provider

Haanavenue: lMognuce n wudposanue -
Wabnou ceprndmxara:  Crasaapruit -
Bepcus 4.0
Kpunronpoeaitaep: Microsoft Base Cryprographic Prowder v1.0 -
ANTOPHTM XELLIMPOBAHMA: v
Haskavenne: [Moamice u wndposasve -
Wabnow ceprnduxarta:  Crangapmesit -

NEpaIMETPht KNOUD:

Y| IxCNOpTHPYEMbIA
Cucremuuin

PucyHok 106. Hoselli uHmepgbelic npozpammel co30aHus 3anpoca Ha cepmugbukam

ViPNet CSP 4.2. PykoBogacTBO noab3oBatens | 196



OTAeI'IbHOG 0T06pa)KEHI/Ie KOHTeVIHepOB KJItoUuen, YCTaHOBJIEHHbIX B Nanky XpaHeHuA
KOHTeI‘/’IHeF)OB K/AKOUYEN NoJIb30BaTeNA U JIOKa/IbHOTO KOMMbLOTEPA

B pasgene KoHTelHepbl f06aBneH nepektoyvaTeb, NO3BONAOWNA GUALTPOBATL KOHTENHEPbI
K/HOUEN MO MeCTy X XpaHeHUs.

& ViPNet CsP =]
= O Kentenepes
Cocran
HACTROMES EPRIo Rpaus AN OB T KR T Dt! SRk
JaT e SiyuliE wtin
T Efrpol |
FIMA KOHTEHEDD Myme
rrod-0-B8 1A-2608-02CE-COCSD-AS68-BE539-7864  Hard Dek
- 1608 4-5EEA -0FD3-00E 7406 58-CA45- 35301 Hawd Det:

E B B T LA CacrcTng

B Testyuusi NoMm0saT e
) KesrmadTep

PucyHok 107. Mepeknrouamens 048 punempayuu KoHmeliHepos karo4vell

Hactpoiika npaB foctyna K KOHTEAHEPY Katouei

[JobaBneHa BO3MOXHOCTb 3aZaHus NpaB AOCTyna K KOHTENHePY K/IHOYEl A5 BCTPOEHHbIX YUYETHbIX
3anuncen onepaumoHHon cuctembl Windows.

Vs KOMTEMEDa: md-D-D313-9472-5119-830F -DEF6-8F 25-AE9%6

Tin KonTesmepa: Mana rd anoce

Pasmeuson: < fprogram Rles (x86) fnfotecs Mpnet dentfuser 056 key_dsk/dom/
Japomen Kot 1

Ceprindvaros: 1

Mapons A0CTYNA K KOHTEREDY

ANR OKe! NAPANR KONTEAERS HoosTe "Ouererms Napons”. | ]
AN YAANEAR DREE COXPIMEIION0 NAPONA K0eTe “YaamTe -
COXPIHE eI NIDOMD, NOCHE ITON Napome Syaer ( ~ )
INNPUABATECR KEKILS PA3 MU LOCTYNE K KOHTEIeDY. | YAamMTS COparerenst NApans |

L

Cepnauah monep AnropuTi Rota cospaens Cepriduacar
01CF 180978 7888 30 000... MOCTP 34.10 -2001EDH  24,01.2014 10:54:17 &

PucyHok 108. Hacmpolika npae docmyna k koHmeUlHepy karodeli
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I'Iop,p,epx(Ka HOBbIX BHELWWHNX yCTpOI‘/’ICTB XpaHeHUAa AaHHbIX

PeanunzoBaHa noaaep>kka HOBbIX YCTPOWCTB XpaHEHWA AaHHbIX, TaKMX Kak YHMBepCabHble
aNeKTpoHHble kapTbl (Y3K), cmapT-kapTel Magistra u gpyrux (cM. «BHellHne ycTpoiicTBa»
Ha cTp. 202).

WHTerpaumsa c naketom nporpamm Microsoft Office 2013

PeanunsoBaHa nogaepska wWndposaHms 1 paboTbl C 31EKTPOHHON NMOAMNUCLIO B NPOrpamMmax rnakera
Microsoft Office 2013.

Moaaep>kka HoBbIX Be6-6pay3epoB

[JobasneHa BO3MOXHOCTb ncnonb3osaHus ViPNet CSP ana pabotbl no npotokony TLS/SSL B Be6-
6payzepax Google Chrome n flHgekc.bpay3ep (cM. «AyTEHTUYHOCTb U KOHOUAEHLMANBHOCTb
coeauHeHuit TLS/SSL» Ha cTp. 24).

Perncrpaumsa cobbiTnin kpuntonpoBsaiigepa B XKypHane onepauymoHHon cuctembl Windows

[JobaBneHa BO3MOXHOCTb BeleHWA XypHana cobbiTuiA KpunTonpoBaigepa. Bol MoxeTe 3agatb
OAVH 13 iBYX PEXMMOB BefeHus XypHana (cM. «<HacTpoiika pervcrpaumm cobbiTuii
Kpuntonposanaepa» Ha cTp. 98).

[ ViPhet C5P =
- Qe OBuyse
4 YoTpohoTes
Kesmefeps Fio  yiPMet C5P 40000, 21901)
HioeTpoies LnacTHOCT Sk £ 0A0 WndoTelC D, 1991-2013. Boe npass Saieursl,
[ e BreaiBugen:
MoNes08aTens: Wk

Cpdet BSRCTRA fads e WETEBaT wipas 14 fH,

| Brrecraas Mo Aepoency padoTn: ViPet CEP wepes MS Crypls &P]

Hypean C5F
- YpoBern DS e MyTeanD
J |Hmmnﬁ'rpm T|
!%ﬁe THIRC [
i | ' Hmumwlmuem |

PucyHok 109. Boibop yposHs sedeHus xypHasia cobeimuli kpunmonposatidepa

CootBeTcTBMe TpeboBaHuam ®CBb Poccun k cpegctBam kpuntorpadryeckon 3alumThbl
nHdopmaumm knacca KC3

[obaBneH MexaHV3M KOHTPOA LEeAOCTHOCTM $ariioB, MO3BOAOLLNA CO34aTb 3aMKHYTYHO
nporpammHyto cpegy. MNapameTpbl, HEOH6XOANMbIE ANS 3TOTO, MOXHO HAacCTPOUTbL B CreLManbHOM
pa3gene KOHTpob L,eNIoCTHOCTH.
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= —
54 ViPNet CSP =
=) Obume KoHTpons uenocriocTn $ainos
Cocras
- Yorposcrea i) KonTpoms usnocTHOCTH SAIN0S CrymiT AnA OBeAUtER SMNOTYTOCTH
HACTHOVA Craxa onpdus _/( FPOrPANeeONT CPEALI.
AdTen CAyuSTe wiKen
Koerresmepo!
Peane pafoTes: He axTimen

SHIN0S, COALBOULIX BALETO DEWEISR, HET

Y MOKASBTE 3Iu0K B ODACTH YOE20MNGIET M NAHENE SA234

Ormena

= ]

PucyHok 110. Hacmpolika koHmpoas yenocmHocmu ¢gatiinos

MpuMeyaHune. MexaHU3M KOHTPOS LLeNOCTHOCTU $alisioB MO YMOAYAHNIO HEJOCTYMEH.
[Ans ero gobaBneHuns Bbibepunte COOTBETCTBYIOLWMNA KOMMOHEHT NPW YCTaHOBKe
nporpammbl (CM. «YCTaHOBKa MporpamMmbl» Ha cTp. 27).

L] PaCLUI/IpeHHbII?I KOMMNIEKT AOKYMEHTauunuun

KoMniekT AoKyMeHTaLumnu AOMOJIHEH PYKOBOACTBaMM pa3paboTumka no Kkpuntorpadruyeckmm
nHtepdericam ViPNet CSP, ViPNet CNG 1 ViPNet PKCS11.

Bepcma 3.2.11

B Bepcumn 3.2.11 yayuwieHa BHyTpeHHAS QYHKLMOHANbHOCTL MPOrpamMMbl, UCMIPaBAEeHbl He3HaUYUTENbHbIE
owmnbku, BbIBAEHHbIE B NpoLiecce akcnayaTauumn sepcun 3.2.10.

Bepcna 3.2.10

B 3TOM pasgene npesctaBaeH KpaTkMin 0630p M3MEHEHMWI 1 HOBbIX BO3MOXHOCTen Bepcumn 3.2.10 no

CpaBHeHWIO C Bepcmen 3.2.5.

e Lla6bnoH 3anpoca Ha KBaAMULMPOBaHHbIN cepTUPMKaT

B nporpamme co3gaHua 3anpoca Ha cepTUdumKaT NoaBMACA WabaoH, C MOMOLLbIO KOTOPOro MOXHO
€o34aTb 3anpoc A Noay4YeHns KBaamduumpoBaHHOro ceptudmkata (cm. «KBanmduLmnpoBaHHbIN

ceptudukaTt» Ha cTp. 218).

. I'Iop,p,ep>KKa HOBbIX BHELWWHWNX yCTpOVICTB XpaHeHUA AaHHbIX
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PeannsoBaHa noggepkka ycTpoictea ayteHTndumkaumm JaCarta, yctpoicts komnaHum Gemalto ¢
annnetom «AnagavH P.[.», yctpoictea ruToken Lite komnaHum «AkTnB», ycTpoiicTea Kaztoken c
NoAAepP>XKOW Ka3axCTaHCKOro CTaHAapTa 3/1eKTPOHHOM NoAnmcu.

. HoBble Tunbl AaTynKoB Cﬂy‘-lal\/’lelx yncen

BHewwHwe ycTpoicTBa, nogaepxusatome ctaHgapT PKCS#11, MOXHO Mcnonb3oBaTh B KayecTse
AaTyuMKa CydYalHbIX YMCen NP CO34aHNM 3aKPbITOro Kitoya. Takxke A8 MHULManmn3aLmumn jatuvka
CNy4YarHbIX YMCeN MOXHO MCMOJb30BaTb NPeABapUTE/IbHO CO3JaHHYH0 MOCNeA0BaTebHOCTb HYMCen
(rammy) ¢ amncka 4CAOP.

e Jlo6aBneHne cepTndmrkaTta B KOHTEHep Katouen

PeannsoBaHa BO3MOXHOCTb AobaBneHns cepTudurkaTa B KOHTEMHEP KAOYEN, CoAepiKaLlnii
COOTBETCTBYHOLLMI 3aKPbITbIV K/HOY, 63 ero yCTaHOBKM B CUCTEMHOE XPaHWIVLLE CEPTUHUKATOB.

e YnyuweHHas coBmectumoctb ¢ Kpunrtollpo CSP

YnydweHa coBmectmocTb nporpammbl ViPNet CSP ¢ nporpammHbiM obecnedeHnem Kpuntollpo
CSP.

Bepcna 3.2.5

B 3TOM pasgene npeactaBieH KpaTknin 0630p M3MEHEHUI 1 HOBbIX BO3MOXHOCTeN Bepcun 3.2.5 no
CpaBHEHUIO C Bepcuen 3.2.3.

e WHTerpauusa c naketom nporpamm Microsoft Office 2010

PeanunzoBaHa nojaepkka WndpoBaHMa 1 paboTbl C INEKTPOHHON NMOAMUCLIO B NPOrpaMmMax naketa
Microsoft Office 2010.

e [opaepikka cepBepHOM YacTy NpoTokona TLS Ha HOBbIX ONepaLUoOHHbIX CUCTEMaX

Peanv3oBaHa noaaepkka KpUNTONpoBanAepOM 3allMLLEHHbIX cOeaMHeHMI TLS Ha cepBepax Ha
6a3e OC Microsoft Windows Vista (32/64-pa3psgHasn)/Windows 7 (32/64-pa3psgHas)/Server 2008
(32/64-pa3psgHasn)/Server 2008 R2.

o [lopaepyxka 64-paspagHbIX NPUIOKEHWUN

PeanunzoBaHa nojaepskka NpuaoXeHU, OPUEHTUPOBaHHbIX Ha 64-pa3pagHyto NAaTGopMy, B TOM
uncie noaaep>kka Bcex NpuaoxeHui n3 naketa Microsoft Office 2010.

e lMopaepixka ycrponctB Siemens CardOS u Akkopa-5MX

PeanunzoBaHa nogaepkka Takux BHELLIHUX YCTPOWCTB XpaHeHWs AaHHblX, kak Siemens CardOS u
Akkopa-5MX.

Bepcna 3.2.3

B Bepcum 3.2.3 ysydlueHa BHYTPeHHAsA GYHKLMOHAIbHOCTb MPOrpaMMbl, UCMPaB/eHbl HE3HAaUYNTENbHbIE
oWwmbKW, BbIfBJIEHHbIE B MpOLLecce aKCnayaTaumm sepcun 3.2.2.
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Bepcna 3.2.2

B 3TOM pasgene npesctaBaeH KpaTkuini 0630p M3MeHeHWI 1 HOBbIX BO3MOXHOCTEN Bepcun 3.2.2 no
CpaBHeHuto ¢ Bepcueit 3.2.1.

e [lopaep>kka HOBoOro BHellHero ycrpoiictBa Mifare Standard4K

PeanvzoBaHa noagep>kka kapt Mifare 4K uepe3 KoMBMHUpPOBAHHOE YCTPOWCTBO CUMTLIBATENS
ACR128.

Bepcna 3.2.1

B 3TOM pasgene npeactaBieH KPaTKnMin 0630p M3MEHEHUI M HOBbIX BO3MOXHOCTeM Bepcun 3.2.1.
e BbinyweHa nepBas opuumnanbHas Bepcusa nporpammbl ViPNet CSP

Hosas nporpamma ViPNet CSP no3ssonset BcTpouTb dyHKUMM KpunTonpoBsarigepa ViPNet B
obUCHbIE MPUAOXKEHUSA 1 paboTaTh C 3aLMLLEHHBIMU JOKYMEHTaMW U yCTaHaBAUBaTb COEAUHEHNs
TLS/SSL. Mporpamma ViPNet CSP pacnpoctpaHsietcs 6ecnnaTHO A/1a BCEX KaTeropui
noJsib3oBaTenem.

e [lopaep>kka HOBbIX BHelHMX ycTpoiicTtB Mifare n eToken FOCT

PeannsoBaHa noaaepxxka kapTt Mifare uepes yctpoictBo cumntbiBatens SBSK-03 komnaHum Rosan, a
TakxKe nopaep>kka ycrporicte eToken TOCT komnaHun AnagguH.

o T[oaaep>xka pabotbl ¢ cuctremoin Docsvision

PeannsoBaHa BO3MOXHOCTb UHTerpaLmm kpuntonpoaigepa ViPNet CSP B cuctemy anekTpoHHOro
AokymeHToobopoTa Docsvision.

e lI3meHeHMe cpoka AeWCTBUA HE3apPEernCTPMpPOBaHHOWN Bepcum NporpaMmal

CpOoK AencTBMSA HE3aPErMCTPUPOBAHHOM BEpCUM NPOorpaMMbl orpaHuyeH 4o 14 aHeld. Pernctpaums
nporpammbl No-nNpexHeMy becniatHa 1 4ocTynHa BceM xenarowmm Ha cante OAO «MHpoTeKC».
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BHeLHWe yCTponCTBa

Obuwme cBegeHms

BHelHWe ycTponcTBa NpejHa3HaueHbl N4 XpaHeHNA KOHTEHepOoB Kiatoyen (cM. «KoHTelHep katoyen»
Ha cTp. 218), KOTopble Bbl MOXETe MCMOAb30BaTh ANA ayTEHTUPMKALIMN, POPMUPOBAHNS SNEKTPOHHOM
nognucy (CM. «31eKTpOHHas NoAMNMUCb» Ha cTp. 219) unn ans Apyrux Lenewn.

Ha BHeLLIHeM yCTpONCTBE MOTYT XPaHUTLCA KAHOUM, CO3/aHHbIe MO Pas/IMUYHbIM anroputMam B
nporpaMmHom obecneuveHnn ViPNet nav B cTopoHHUx nporpaMmmax. MakcvManbHOe KOM4ecTBO
KOHTEeHEpPOB K/ItOYel, KOTOPOe MOXEeT XPaHWUTbCA Ha OAHOM BHELLHEeM YCTPOMCTBE, 3aBUCUT OT obbema
NamATN YCTPOWCTBa.

Bce onepauuu ¢ KOHTeiHEPaMU KAHOUEN 1 BHELLHUMW YCTPOMCTBAMM Bbl MOXETE BbIMOJHUTL B
nporpamme ViPNet CSP. YTo6bl cnonb3oBaTb kKakoe-11bo BHELLHee YCTPONCTBO, Ha KOMMbIOTEP
HeobXxoAMMO YCTaHOBUTL ApaliBepbl 3TOrO YCTPOMUCTBa. Nepes 3anncbto Katouer Ha YCTPOWCTBO
ybeanTech, 4To OHO OTPOPMaTUPOBAHO.

Crnncok NoaaepPXmMBaEMbIX BHELLHMX YCTPOWCTB

B cnegytowenn Tabavue nepeuncieHbl BHELWHWE YCTPOWCTBA, KOTOPbIe MOTYT BbITh MCMOJIb30BaHbI B
nporpaMmMHomM obecneueHunn ViPNet. [lns kaxzoro cemMelicTBa yCTPOWCTB B TabauvLe NpuBeAeHO
onwvcaHue, yKasaHbl YCI0BUSA U 0COBEHHOCTM paboThbl C yCTpOCTBaMMU.
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Tabsuya 6. lNoddepxusaemele sHewHUe ycmpolicmsa

Ha3BaHue
cemelncTBa
YCTPOUCTB

B Nporpamme
ViPNet CSP

UEC

ESMART Token

Infotecs

Software Token

A-Key

ViPNet HSM

JaCarta

MonHble Ha3BaHUA U TUMbI
YCTPOUCTB

YHuBepcanbHasn
anekTpoHHasa kapta (Y3K)

CMapT-KapTbl U TOKEHBI
cemencts ESMART Token,
ESMART Token FrOCT

Infotecs Software Token —
nporpaMMHas peanvsauus
ctaHaapTa PKCS#11

CmapT-KapThbl

aKey S1000,

aKey S1003,

aKey S1004
NPOU3BOACTBA KOMMaHMM
Ak Kamal Security

BupTyanbHbI TOKEH
ViPNet HSM npowusBozacTBa
OAO «NHPpoTeKC»

[NepcoHanbHble
3/IEKTPOHHBIE KAHOUN U
cMmapt-kapTbl JaCarta PKI
NPOV3BOACTBa KOMMNaHWK
«AnagavH P.4.»

Heobxopunmbie n pekoMeHAyeMble ycioBUs paboTbl
C CEMEeICTBOM YCTPOICTB

Heobxoanmoe MO Bxoaut B noctasky ViPNet CSP.

B HacTpoiikax ViPNet CSP f0/1HO 6bITb 3anpeLLeHo
NCMoNb30BaHMe YCTPOMCTB Bcex TunoB., kpome UEC.

B kauectBe MNH-koga ncnonbayertcs koa MNVH2 Bawen
KapTbl.

B kauecTBe cumMTbiBaTENA KOHTAKTHBIX CMapT-KapT
pekoMeHayeTca ncnonb3osatb Mogens GemPC Twin
oT komnaHum Gemalto nan ACR38 ot koMnaHuu
Advanced Card Systems Ltd.

Ha komnbtoTepe f0KHO BbiTb ycTaHoBAeHO MO ESMART PKI
Client (pekomeHayemas Bepcus — 4.0).

Heobxoammoe MO BxoauT B noctaBky ViPNet CSP.
C nomolybto nporpaMmbl token_manager.exe
Ha KOMMbIOTEPEe JO/XKEH ObiTb CO34aH BUPTYasibHbIV TOKEH.

Ha komnbtoTepe fonxkHa bbITb ycTaHOBNEHa 61bAMOTEKa
akpkes11.dll, npegoctaBaeHHas KoMnaHven
Ak Kamal Security.

YctpoiictBo umeet aBa MNMUH-koga: agMmHUcTpaTopa
1 nonb3osartens. 3HaveHue 3tmx NMNH-Kof0B MO ymMonyaHuto
— 12345678.

MepeHoC KAtoUeW NOAMUCY Ha AaHHbIA TUM YCTPONCTB
HEBO3MOXEH.

HeobxoanMMO ycTaHOBUTL KaneHTcKoe npuaoxeHne ViPNet
HSM v npouHnumann3npoBaTtb BUPTyaibHbIA TOKEH.

Ha komnbtoTepe fonxHo 6biTb ycTaHoBaeHo MO JC-Client
KoMnaHumn «AnagavH P.[.» (pekomeHayemas Bepcusa —
6.30.06).
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Ha3BaHue
cemMelicTBa
YCTPOUCTB

B Nporpamme
ViPNet CSP

JCDS

Siemens
CardOS

eToken GOST/
JaCarta GOST

Rutoken ECP/
Rutoken Lite

Rutoken/
Rutoken S

eToken Aladdin

MonHble Ha3BaHWUA U TUNbI
yCTpOWCTB

CmapT-kapTbl Gemalto
Optelio Contactless D72,
KONA 131 72K v JaCarta LT
C annjeToMm OT KOMMNaHuu
«AnagavH P.4.»

CmapT-KapTbl
CardOS/M4.01a, CardOS
V4.3B, CardOS V4.2B,
CardOS V4.2B DI, CardOS
V4.2C, CardOS V4.4
NPOWN3BOACTBA KOMMaHUN
Atos (Siemens)

[MepcoHanbHble
3/IEKTPOHHbIE KAHOUN
eToken F'OCT u JaCarta
F'OCT npownsBoacTBa
KoMnaHum «Anagami P.A.»

DNeKTPOHHbIe
naeHTupunkatopbl PyTokeH
3LIMN v PytokeH Lite
NpPOu3BOACTBa KOMMaHMM
«AKTMB»

DNeKTPOHHbIe
naeHTudunkatTopbl PyTokeH
n PyTtokeH S npou3BoacTBa
KOMMaHnn «AKTUB»

[NepcoHanbHble
3/IEKTPOHHbIE KAHOUN
eToken PRO (Java), eToken
PRO,

CMapT-KapTbl

eToken PRO (Java), eToken
PRO,

JaCarta PRO npomu3BogctBa
KoMnaHun «AnaaanH P.[.»

HeobxoavMble 1 pekoMeHAyeMble YC0BUA paboTbl
C CEMeWNCTBOM YCTPOICTB

Ha kapTy gosxeH 6bITb 3arpy>keH annaet Datastore,
nossonarowuii mogynto jcpkes11ds.dll komnanum
«AnaganH P.[.» paboTaTb C KapTOMW.

[na agmuHucTpnpoBaHusa cMapT-kapt JaCarta LT
Ha KOMMbLoTepe A0JIXKHO 6bITb YCTaHOBIEHO

MO JC-PROClient Bepcum 1.5.0.199, pekomeHayetcs
ncnonb3oBaTb MOAy/b conpsaxenus jcpkes11ds.dll
Bepcum 1.1.3.20.

Ha komnbtoTepe fonxHO 6bITb ycTaHoBAeHO MO Siemens
CardOS API V5.0.

CmapT-KapThbl AOMKHbI ObITb 0OCOOLIM 06Pa30M pa3mMeyeHbI.
O6patutech Kk MPOV3BOAUTENIO YCTPOMCTB.

[na paboTbl € ykazaHHbIMU YCTPOMCTBaMM Ha KOMMbLOTEPE
BOKHO 6bITb ycTaHoBAeHo MO JC-GOST Client
(pekomeHayemas Bepcuna —1.5.3.446).

MepeHoC KAtOUeW NOAMUCH Ha AaHHbIA TUM YCTPONCTB
HEBO3MOXEH.

Ha komnbtoTepe f0/1KHbI BbITb YCTAaHOBAEHbI ApaliBepbl
Rutoken (pekomeHayemas Bepcus — 2.100.00.0542).

MepeHOC KtOUeW NOAMUCY Ha UAEHTUOUKATOPSI
PyTokeH 3L HeBO3MOXKEH.

Ha komnbtoTepe f0/HbI BbITb YCTAaHOBAEHbI ApaliBepbl
Rutoken (pekomeHayemas Bepcus — 2.100.00.0542).

Ha komnbtoTepe gonxHo 6biTb ycTaHoBaeHo MO PKI Client
Bepcum 5.1 SP1.

Cwmaprt-kapTa eToken PRO MOXeT MCnoib30BaThCs € H0ObIM
cTaHgapTHbIM PC/SC-COBMECTUMBIM YCTPONCTBOM
CYNUTbIBAHWA KapT.

[nsa pabotbl cmapT-kapThl JaCarta PRO Ha komnbroTepe
JOMKHO 6bITb ycTaHoBaeHo MO JC-PROClient Bepcuun 1.0.6 1
JLOMKEH ObITb BKIHOUYEH PEXUM COBMECTUMOCTHM ¢ eToken.
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MpumeuaHue. CNMcok NOAAEPXKMBAEMbIX ONEPALMOHHBIX CUCTEM ANS KaXKAOro 13

NPVBEAEHHbIX YCTPOWCTB Bbl HalgeTe Ha odurLManbHOM Beb-cainTe nponsBoanTens

3TOro yCTPOWCTBA.

ANTOPUTMBI 1 QYHKLMK, NOAAEPXMBAEMbIE

BHELIHMMMW YCTPOMCTBaMM

B cnepyroen Tabautie nepeumcierbl kKpuntorpaduyeckme aaroputMbl, NoaAepPXUBaEMbIe BHELLIHUMM

yCTpOWCTBaMu, NpusBegeHa nHbopmMaLmus 0 BO3MOXHOCTU NCMOb30BaHWsA YCTPOWCTB B KauecTBe

JaTUMKOB CyYalHbIX Ymces, a Takke nHdopmauma o nogaepke ctaHgapta PKCS#11.

Mpumeuanwne. CtaHaapt PKCS#11 (takke n3BecTHbIN kak Cryptoki) — oguH n3

craHgapToB cemelictBa PKCS (Public Key Cryptography Standards —
KpunTorpadpuyeckne ctaHAapThl KAtoUYa NPOBEPKM 3NEKTPOHHONM Nognuncu),

pa3paboTaHHbIx KoMnaHunen RSA Laboratories. CtaHgapT onpegensieT He3aBUCUMBbIN OT

nnatdopmbl nHTepderic APl ans paboTbl ¢ kpunTorpaduyecknMm yCTpomucTBaMm
NAEHTUOUKALMM N XPaHEHNSA JaHHbIX.

Tabauya 7. Anzopummel u yHkyuu, noddepxxusaemelie 8HeWHUMU ycmpolicmeamu

Ha3sBaHue
cemMelicTBa
YCTpOWCTB

B Nporpamme
ViPNet CSP

UEC

ESMART Token

Infotecs
Software Token

A-Key

AnnapaTtHasa nogaepika
poccuiickmx
Kpuntorpagpuryeckux
aNropuTMOoB (Ha YCTpOoKCcTBE)

FOCT P 34.10-2001

ESMART Token —
OTCYTCTBYET;

ESMART Token FrOCT —
FOCT P 34.10-2001

FOCT P 34.10-2001,

FOCT P 34.10-2012
(n3onmpoBaHHaa NporpamMmmHas
peanv3aumns)

aKey S1000, aKey S1003, aKey
$1004 —
FOCT P 34.10-2012;

aKey S1000, aKey S1003 —
OCT P 34.10-2001

MporpammHas noaaep>kka
poccuiickmx
KpunTorpadpuyeckmx
anroputmos (B ViPNet CSP)

oTcyTCTBYET

ESMART Token —
FOCT P 34.10-2001,
FOCT P 34.10-2012

ESMART Token FOCT —
OTCYTCTBYET

oTcyTCTBYET

OTCyTCTBYET
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Het

Ja

Ja

Moaaep>kka
PKCS#11

= I
() )

Ja
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Ha3BaHue
cemMelicTBa
YCTPOUCTB

B Nporpamme
ViPNet CSP

ViPNet HSM

JaCarta

JCDS

Siemens CardOS

eToken GOST/
JaCarta GOST

Rutoken ECP/
Rutoken Lite

Rutoken/
Rutoken S

eToken Aladdin

AnnapaTtHas noagep>xka

poccuiickmx
KpunTtorpadmnueckmx

aNropuTMOoB (Ha yCTpolicTBe)

rOCT P 34.10-2001,
FOCT P 34.10-2012

OTCyTCTBYET

OTCyTCTBYET

OTCYyTCTBYET

rOCT P 34.10-2001,
rOCT P 34.10-2012
(KOPOTKMIA KNHOY)
Pytoken 3N —
rOCT P 34.10-2001,
rOCT P 34.10-2012

(KOpPOTKMIA KAKOY);

PyTokeH Lite — otcyTcTByeT

OTCyTCTBYET

oTcyTCcTBYET

I'IporpaMMHaﬂ noaaepikka

poccuiickmx
Kpuntorpadunuecknx

anroputmoB (B ViPNet CSP)

OTCYyTCTBYET

FOCT P 34.10-2001,
FOCT P 34.10-2012

rOCT P 34.10-2001,
rOCT P 34.10-2012

rOCT P 34.10-2001,
rOCT P 34.10-2012

oTcyTcTBYeT

PytokeHn 3N — otcytcrayerT;

PyTokeH Lite —
rOCT P 34.10-2001,
rOCT P 34.10-2012

rOCT P 34.10-2001,
rOCT P 34.10-2012

rOCT P 34.10-2001,
FOCT P 34.10-2012

DyHKLMN
Acu

Ja

Ja

Het

Het

[Ja

auUn —
aa

Lite —
HeT

Het

JiF]

Moaaep>kka
PKCS#11

=
O

=
Q

[Ja

Ja

[Ja

[Ja

Ja

I'IpmmeanMe. UJVIq)pOBaHMe nojgaep>XxuBaetTca He BCEMUN NepPeUNCNEHHbIMA yCTpOI‘/lICTBaMM.

Ans nonyyeHns 6onee NogpobHol UHGOPMAaLMK CM. JOKYMEHTALIMIO MO HEOBXOANMOMY

YCTPONCTBY.
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PermoHaibHble HaCTPOMKM

Jna koppekTHOro oTobpaxkeHns pycckow aokannsauum nHtepderica nporpamm ViPNet B
pycudunumposaHHbix OC Microsoft Windows aHraninckon nokannsaumm HeobxoamMmMo YCTaHOBUTb
MOAAEP>KKY KNPWUANWLbI 417 NMPOTrPaMM, He Noadepkusatowmnx KOHNKOA. TV HaCTPOVKN PEKOMEHayeTCs
NPOV3BOAUTL 0 YCTAaHOBKM CaMOM NporpaMMbl.

[laHHble HaCTPOWKM TakKe NOHaZ0bUTCA caenaTb, eCan YCTaHOBAEH pycckonasbluHbii MUl (Multilanguage
User Interface). 310 3HauuT, 4TO A4PO OMNEPaLIMOHHOM CUCTEMbI @HTIMINCKOE, @ PYCCKNIA A3bIK A5
nHTepderica n darnos cnpasku Obla YCTaHOB/EH NO3Xe. B 3TOM c/iyyae pernoHasnbHble HaCTPOWKM No
YMOJIUaHUIO aHFAWNICKMNE 1 TPebyroT U3MeHeHMs.

BHumaHue! na nameHeHns pernoHanbHbIX HACTPOEK Bbl AOJI>KHbI 06}'IaAaTb npasamu
aaAMUHUCTPaTOpPa OI'IepaLI,VIOHHOf/‘I CNCTEMDI.
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PermoHaneHble HacTponkm B OC
Windows 8, Server 2012, Windows

8.1,

Server 2012 R2

Ans ycraHoBky nogaepxkm knpuaamubl Ha OC Windows 8, Server 2012, Windows 8.1, Server 2012 R2

BbIMOJIHWUTE C/eAytoLLme AeACTBUS:

1 Ortkpouite MaHenb ynpasneHus (Control Panel) > PervoHanbHble ctaHaapTbl (Region).

2 B okHe PervoH (Region) nepenaunte Ha Bkiagky JonoaHutensHo (Administrative).

B

PervoH

| Popeamsi | MecTonanomesse | Denammmentrs

3li|'.'ﬁBH NPHEETCTRFAA H YHETHEME JANHH HOBLE NONBIGEATENER

MpEcMOTE # EONHE0BEHNE MEREYHBPOAHER NAPAMETPOE HE JpEH
MPHEETCTENA, B CACTEMHBIZ YUETHEIE JANWCH W YUSTHEIE JANWCA HO B

HOARIOBATEAER,

A KenupoBaTe NAPAMET L.,

R nporpamn, ve nogaepeoeaowpn KOwmog

FITOT NAPAMETD (Rl CACTEME) JANAET A3LIK NS II‘TIZIEIFIB-KEHHH TeELTa &
mparpanes He nogge o easowr Krueog,

Tecyupail Ausi NPOTRARL, HE NoLLEpasaos Kwsoog

Amrmaitciai (CLLUA)

S Vomermms A3WK CHCTERABI. .

0K |Dwa|l'bmum

Pucyrok 111. JononHumeneHele A3bIK08bie Napamempel

3 Ha Bknaake lononHutenbHo (Administrative) HaxxmuTe kHOMKY N3MeHUTb a3bik cuctembl (Change

system locale).

4 B nosBuBLUEMCA OKHe B criucke Bbibepute Pycckunin (Poccns) (Russian (Russia)).
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BrabepuTe A3k (B30 CBCTEMB), kKOTopE BygeT wononesosaTteca gra
OTOGPIKEHIA TEKCTA NPOTPARAME, HE NOAREECKMBARILIAMN Kvnkag, 3TaT
nag EyaeT np CR KO BOEM YYETHEIM SAMNACAM ECMNLHITERA.

Ty Ligndl sbis CCTEMBI

Byccxn (Poccus)

PucyHok 112. Beibop s3bika cucmemel
Haxxmute kHonky OK. MoTpebyetcsa nepesarpyska.

Mocne nepesarpysku otkpoiTe MaHenb ynpasneHuns (Control Panel) > PernoHanbHble cTaHAapThbI
(Region).

B okHe PernoH (Region) neperignte Ha Bkagky flononHutensHo (Administrative).

Ha Bknasake flononHutenbHo (Administrative) HaxxmuTe kHornky KonupoBatb napametpbl (Copy
settings).

B oTkpbiBLIEMCS OKHe ycTaHOBUTE (aaxkok IKpaH NPMBETCTBUA U CUCTEMHbIE YUETHbIE 3anncu
(Welcome screen and system accounts) 1 HaxxmuTe kHorky OK.

[Mapataetpe TexyLgero NOARSOEETENS, SKPAH NPMBETETENE [CRCTEMHBIE
YHETHBIE BAMICH] 1 WOESIE YHETHBIE JANACA NoakiasaTened oTobpasern
HIKE,

Texywwill noIsIoBaTEND
fiseic wnTepedica pyCcEnii
Aswik ssopa: Anrawacemea (CILA) - THILS
Dopsaat: Pyoceni (Pocon)
Pacnonomenne: Pocoua

Jxpan NpESETCTENA
Azeik metepdesics pyeeknin
Azeik geca Anranfcond (CLLIA) - CLIA
Dopat Pyeexni (Poccian)
Pacnonomenise: Paocows

Hobee yueTHEIE SaMan MENEI0EATEAER
Rapik meTepedica PyCCEniA
ek pROA: Anrnwdcesi (CUA) - CLIA
Dopumar: Pyccenid (Poccan)
Pacnonoscene: Pocowa

KonuposaTe TEXALME NAgIMETDE! B:
[ 3xpan nprEeTCTENE ¥ CHCTEMMLIE YYETHEIE 3ANACK
[ ] Hoeese yueTrese samuon nonssoeatensi

anlmrnmnmrmm IANHCER B HACTOALER BpeRsR
WOMONESYETCA S5EIK OEHS MPHEETCTEAA.

ok | [ onem

PucyHok 113. KonuposaHue napamempos
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Takoke Ans NckAroUeHns NpobaemM ¢ KOAMPOBKOW B HEKOTOPbIX CUCTEMAX Mbl PEKOMEHAYEM BbIMNOJHUTb
cnesyoLLne LencTBus:

1 B okHe PernoH (Region) Ha Bknagke ®opmatbl (Formats) B cncke ®opmat (Format) Bibepute
Pycckuin (Poccus) (Russian (Russia)).

B Perviox -
Fopramsl | MecTonanowesse | Loronsmmensso |
Dopmar:
Pyccenii (Pocoun) w
Rapicognie NapasseTp
PoOprATE S3T0 W EPEMEHN
Kpamean gata: dd. M.y w
MNonnan gama: d MR yyyy . W
Kpamooe Bpenic Hirmm W
MonFoe npeses: H:rmimmess L]
MNepanii AEHE HEgEmI NOHEIENEHWE L
OGpasu
Kpamean gata: 29.08.2012
Manxan gara: 29 asrycra 202 r,
Kpamooe spems: 13:43
Monnoe spese: 13:43:21
| AononHUTEALHBIE NAEEMET ., |
| OK | Crmmeeia | Nprratams. |

PucyHok 114. Hacmpolika gpopmamos

2 B okHe PernoH (Region) Ha Bknagke MectononoxeHue (Location) B cnncke OcHOBHoe
pacnonoxeHue (Current location) Bbibepute Poccus.
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Popramy | MecTononoxeswe | [ononsemansio

ACMaAH

Hexatopeie Mpofpamsisl, B ToM snene Windows, MoryT npesnarats
MTENBHYID MECTHYRD WHPOPRISLEHED, HANPHUAER, HOBOCTH W NPONHCI
naroas.

DeHoEHDE PachoADHEHME

Pocecna

Pucyrok 115. Beibop mekyuwje2o pacnoaoxeHus
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PermoHasbHble HaCTPOWKM B
OC Windows Vista, Server 2008,
Windows 7/, Server 2008 R?

Ans ycraHoBkM nogaepxkm knpuanmuel Ha OC Windows Vista, Server 2008, Windows 7, Server 2008 R2

BbIMOJIHWUTE C/eAytoLLme AeACTBUS:

1

Otkpointe MaHenb ynpaBaeHus (Control Panel) > Yacol, A3bik u pernoH (Clock, Language, and
Region) > f3bik 1 perMoHanbHble ctaHgapTsl (Region and Language).

B okHe fI3bik 1 pernoHanbHble ctaHaapTbl (Region and Language) nepenante Ha BKiagKy

JononHutensHo (Administrative).

“# Region and Language
Farmats | Location | Keyboards and Languages | Admristrative

Welcome soreen and new user accounts

View and copy your intemational settings to the welcome screen, system
BCCaunts and new USEr Accounts.

f¥ Copy settings...

T&ll e mone sbaut theds socounts

Language far non-Unicode programs

Thas setting {system locale) controls the language wsed when displaying
teat in programs that do not suppent Unicode,

Current language for non-Unscode programs:

English (United 3tates)

hat i system locale?

oK | [ Conced |

s/ Change system locale_. |

Pucyroxk 116. [lononHumesibHble A3bikogble napamempeol

system locale).

3 Ha Bknaake lononHutenbHo (Administrative) HaxxmuTe kHOMKY UN3MeHUTb a3bik cuctembl (Change

4 B nosBuBLlUEMCA OKHe B criucke Bbibepute Pycckunin (Poccns) (Russian (Russia)).
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# Regicn and Language Settings [

Select which language (systern locale) to use when displaying ted in programs
that da not support Unicade. Thas setting affects all wser accownts on the
computer,

Current system locale
| Russian (Russia) > |

O [ Cancel

PucyHok 117. Beibop s3bika cucmemel
Haxxmute kHonky OK. MoTpebyetcsa nepesarpyska.

Mocne nepesarpysku otkpoinTe MaHenb ynpasaeHuns (Control Panel) > Yacbl, A3bIk U pernoH
(Clock, Language, and Region) > f3bIk n pernoHanbHble ctaHgapThl (Region and Language).

B okHe fI3bik 1 pernoHanbHble ctaHaapTbl (Region and Language) nepenante Ha BkiagKy
JonoaHutensHo (Administrative).

Ha Bknaske flononHutenbHo (Administrative) HaxxmuTe kHorky KonupoBatb napametpbl (Copy
settings).

B oTKpbIBLUEMCA OKHe YCTaHOBUTE GpaXKoK IKpaH NPMBETCTBUA U CUCTEMHbIE YUYETHbIe 3anucu
(Welcome screen and system accounts) u Haxxmute kHonky OK.

“Wﬂmmmamandnmma:mmsaﬁngg
The settings for the cument user, welcome screen (system sccounts) and new
user accounts are desplayed below:.

Current user
Display language English

Input language English (United States) - US
Format: English (Unrted States)
Location: United States

Welcome screen

Dizplay language Englith

Irupuit Rarsguasge= Englizh (United States) - LIS
Fermat: Engligh (United States)
Lecation: United States

e wser aecounts
Display language Emglish
Inspuitt Rareguiaege= English (United States) - LIS
Format: English (United States)
Location: United States

Copy your curment settings to:
| Welcome screen and systern accounts
MNew wser accounts

The new user accounts display language is cumenthy inhented from the

welcorne screen display language.
ok | [ Comcu

PucyHok 118. KonuposaHue napamempos
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Takoke Ans NckAroUeHns NpobaemM ¢ KOAMPOBKOW B HEKOTOPbIX CUCTEMAX Mbl PEKOMEHAYEM BbIMNOJHUTb
cnesyoLLne LencTBus:

1

B okHe fI3bik 1 pernoHanbHble ctaHAapTbl (Region

and Language) Ha Bkiagke ®opmatbl (Formats)

B cnncke ®opmart (Format) Bbibepute Pycckuii (Poccunsa) (Russian (Russia)).

# Regicn and Language [t
Fomate | Location | Feyboands and Languages | Adminisirative
Format:
| Russians {Fluzsia) |
Diste and time formats
Short date ded AP yyyw b
Lomg date: :dn MMMM ey v -
Short time: -'H:mm -
Lang tinme | Hervsmiss -
First day of weelkc MAOHESEARHNK b
YWhat doss the notation mean
Examples
Short date: 02052010
Long date: 2 centRGpA 2010 r.
Short time: 12:43
Longtimt. 12:43:50
[ Additional settings... ]
Ga onlins 8o lam sbout changeng Ianousges snd reqeonal formats
| Concel | [ em

PucyHok 119. Hacmpolika gpopmamos

2 B okHe fI3bIk 1 pernoHanbHble ctaHAapTbl (Region and Language) Ha Bknagke PacnonoxkeHne
(Location) B cniucke Tekyuwiee pacnonoxeHue (Current location) Beibepute Poccus.
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| Fommats | Locaon | Keyboards and Languages | Admnistrative
Some software, incheding Windows, may provide you with sddonasl content
for a particular becation, Some sendices provide local informaticon such as news
and weather.
Current location:
Russia v]
See abo
Defaylt location
ok || Coced |[ sestr |

PucyHok 120. Beibop mekyujezo pacnonoxeHus
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PermoHaneHble HacTponkm B OC
Windows Server 2003

Ans ycraHoBkM nogaepxkm knpuaamubl Ha OC Windows Server 2003 BbiNoAHWTe ciegytowme feicTBuIs:

1
2

Otkpowte MaHenb ynpasneHus (Control Panel).
LLlenkHuTe A3bIK U pernoHanbHble cTaHAapTbl (Regional and Language Options).

B okHe fI3bIk 1 pernoHanbHble ctaHgapTel (Regional and Language Options) neperigute Ha
Bknagky AononHutenbHo (Advanced).

[Janee B cnucke BbibepuTe Pycckuin (Russian).

YctaHoBuTe dpaaxkok MprMMeHUTb 3TM NapamMeTpbl ANA TeKyLel yueTHOW 3anncu u ans
cTaHgapTHoro npoguns nonb3oBatens (Apply all settings to the current user account and to the
default user profile).

Regional and Language Dptions EE|

Regicnal Options | Languages | Advanced
Larsgusdgs bl rcr-Llrecocs pioyams

Thie: systerm selling erabbes nondUrcods progeans Lo deplay menus
and chalogs in lhea naties Larguags. 11 doss rot allect Uresode
puiograms, but il doss spply 1o Sl users of Hhe compuber

Siedeed 2 langusgs 1o malch the language veision of the ron-Urecods
EOGraE o W] Lo Liss

Code page conversion lables

= b o
[0 1000d [MAC - Japaress]

[ 10002 AT - Tradiicnal Chirese Bigh)

[ 10003 MAC - Korean)

[ 10004 PAAC - Arsbic)

[ 10005 AL - Hebraw) w

Dedmuk uzer account sellings
[=] Apply all zeitings ba the cunent user account and o the defaul
e il

[ ok [ cama |[ oot |

PucyHok 121. Beibop s3bika 015 npoepamm, He noddepxxusarouyux FOHukod, 8 Windows XP

6 Haxwmute kHonky OK. Bo3amoxxHO, noTpebyeTtcs nepesarpyska.
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[ noccapui

PKI (MHdpacTpykTypa OTKPbITbIX KAHOUEW)

Ot aHra. Public Key Infrastructure — nHbpactpykTypa oTKpbITbIX Katouei. Komniekc annapaTtHbix 1
NpOrpaMMHBbIX CPEACTB, MOAUTMK 1 NpoLeayp, 0becneurBatoLLMX pacnpoCcTpaHeH e JOBEPUTENbHOTO
OTHOLLIEHUS K OTKPbITbIM KAFO4YaM (B TOM YMCE KAoYaM NPOBEPKUN 3NEKTPOHHOW Noanvcy) B
pacnpefesneHHbIX cMcCTeMax Yepes co3gaHune cepTMdUKaToB KIOUEN NPOBEPKYM 3NEKTPOHHON MNOANUCYA U
NOAJEP>XKAHME UX XXU3HEHHOTO LIMKAa.

S/MIME (Secure Multipurpose Internet Mail Extensions)

Cneundukaums 6e3onacHbIX COOBLLEHNI INEKTPOHHOM NOYThI, UCNOb3YtoLas cTaHgapT X.509 n
pasanyHble mexaHusmsbl wndpposanua (FTOCT 28147-89, 3DES v gpyrue).

AcnmmeTpuyHoe WwndppoBaHue

Cuctema WndpPoBaHMSA, NPV KOTOPOW anropuTMbl UCMOJL3YHOT ABa MaTeMaTMUeCckn CBA3aHHbIX KAtoua.
OTKpPbITbIA KAKOY UCNOJb3YeTCs 415 3alNPPOBaHNS U NepPesaeTcs No He3alMLLEHHOMY KaHasy.
3aKpbITbIA KU CYXUT A5 paclundpoBaHums.

[loBepeHHOe L0 (aAMUHNCTPATOP) YAOCTOBEPAIOLLENO LIeHTPA

Jlnuo, obnagatolee NpaBoM U3zaBaTh CepTUdUKATLI OT UMEHUN YAOCTOBEPSIOLLErO LeHTPa.

3anpoc Ha ceptudumkaT

3alyWLLEeHHOE 3NEKTPOHHON NOAMNWCLIO COOBLLEHNE, COoepIKallee UMS NOJb30BATENS, K/HOU NPOBEPKM
3NEKTPOHHON MOAMUCHK 1 Er0 MapameTpbl, XeNaeMblil CPOK AeUCTBUSA cepTudUKaTa, Npesrnonaraemble
Ha3HauyeHus cepTvdwmKaTa U apyrue napameTtpsbl (MoAHbIV Habop NapameTpoB 3aBUCUT OT dopmarta
3anpoca 1 NpPorpaMmMHoOro obecneyeHuns, B KOTOPOM OH 6bil chopMMpOBaH).
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KBannduumpoBaHHbIv cepTudukat

CepTI/ICbVIKaT K/Ko4a NpoOBEPKU 3J'IeKTpOHHOl\/‘I noanuncum, BblAaHHbII;I aKKkpeanToBaHHbIM YAOCTOBEPAOLWNM
LEHTPOM NAN AOBEPEHHBIM IMLOM akKKpeanToBaHHOIO ya40CTOBEPAROLLEro ueHTpa mbo q>e,a,epaanb|M
opraHom NCNOAHUTENbHON BAacTv, ynoJ/HOMOY€HHbIM B cq)epe MCNosib30BaHWA 3ﬂeKTpOHHOI;1 noanncu.

Kntou npoBepku 31€KTPOHHOM NOANNCH

YHuKanoHas nocneaoBate/ibHOCTb CUMBOJIOB, O4HO3HAYHO CBA3aHHaA C K1H4YOM 3!'IeKTpOHHOl7I noanncu
M npegHasHadyeHHaa AnAa NpoBepkKn NOJNNHHOCTU 3ﬂeKTpOHHOVI noanncu.

Knrou npoBepkn 3J'IEKTpOHHOl‘/‘I noannucu aBndaeTca OTKprTOI‘/’I (He CereTHOI?I) 4acCTbHO Mapbl
ACUMMETPUYHbIX KAtouen.

Kntou 31eKTpOHHOM NoAnncK

YHukanbHas nocneaoBaTe/ibHOCTb CMMBOJIOB, NpegHa3sHa4YeHHada Anda co3jaHnA 3]'IeKTpOHHOI7I noanncu.

Knrou 3ﬂeKTp0HHOI7I noanncum ABAAETCA 3aKprTOI7I (CerETHOIZ) 4acCTbHO Mapbl aCUMMETPUYHbIX KArOUen.

KoHTenHep karouen

®aliin, B KOTOPOM XPaHATCA KAKOU 3NEKTPOHHOW MOAMUCK U COOTBETCTBYIOLLUIA eMy cepTudMKaT Kitoua
NPOBEPKM 3NEKTPOHHOM MOAMUCK.

KoHTelrHep kntouen TepMuHana

KoHTelinep kntouen, HeobxoAMMbIl An8 PaboTbl C YHUBEPCATbHBIMUN 31E€KTPOHHBIMU KapTamu.
dopMupyeTcsa B MyHKTE Bbldaun KapT Npu NepBoOM pa3BepTbiBaHUM paboyero MecTa ornepaTtopa.

KopHeBou ceptudukat

CamonognuncaHHbIN cepTUdUKaT agMUHUCTPATOPa YAOCTOBEPSHOLLETO LEHTPA, ABASAIOLWMIACA NOCAEAHUM
cepTMdMKaToM B LIEMOYUKe foBepus. JpyruMu cnoBamu, Ans KOPHEBOTO cepTuduKaTa HeT cepTudukaTa, ¢
MOMOLLbFO KOTOPOrO MOXHO 6b110 6bl MPOBEPUTL €0 JOCTOBEPHOCTh. C MOMOLLbHO KOPHEBOTO
cepTudrkaTta NpoBepsAeTca AOCTOBEPHOCTb CePTUOUKATOB (MOb30BaTENEN U U3jaTeNel), 3aBepPeHHbIX
3TUM cepTUdUKaTOM.

Ceptudukar nigarena
CepTI/Iq)VIKaT YNOAHOMOYEHHOTO NnLa yA0CTOBEPAKOLLEro LLEHTPa, KOTOPbIM 3aBepAoTCA M34aBaeMble
ceptTudukartsl.

CepTndukar karoya NpoBepKu 31eKTPOHHOW NOANUCH

DNEKTPOHHbBIV AOKYMEHT UAN AOKYMEHT Ha ByMa>KHOM HOCUTeNe, BblAaHHbIA YA0CTOBEPAIOLLNM LIEHTPOM
NM60 AOBEPEHHBIM IMLIOM YAOCTOBEPSAIOLLErO LieHTPa U NOATBEPXKAAOLUNA MPUHAANEXHOCTb KkoUa
NpoBepKM 3EKTPOHHOW NOANUCK BRajenbLy ceptudurkaTta Karoua NpOBEPKN SNEKTPOHHOW NOAMNCH.
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Cnuncok aHHynMpoBaHHbIX ceptudumkatos (CRL)

Cnncok CepTI/IqJI/IKaTOB, KOTOpble Bbin adHHY/IMPOBaHbI UM NPUOCTaHOBJIEHbI aAMUHNCTPATOPOM
YAOCTOBEPAOLWEro LeHTPa U He,ﬂ.el‘/’ICTBVITeJ'IbeI Ha MOMEHT, yKa3aHHbIVI B AAaHHOM Crnuncke
AHHYJINPOBAHHbIX CepTI/Iq)I/IKaTOB.

Touka pacnpocTpaHeHMsa JaHHbIX

VICTOYHWMK, AOCTYMHbIV NO 06LLen3BeCcTHbIM NpoTokoaaMm (Hanpumep, FTP nan LDAP), ncnonbsyembii ans
pa3meLyeHns cGopMrMpPOBaHHOW B YAOCTOBEPAIOLWEM LeHTPe MHbOpMaLmu (cepTudmKaToB nsgatenen un
CMWCKOB @aHHY/IMPOBAHHbIX CepTUdUNKATOB).

YaocToBepatoLwmm LLeHTp

B WnpokoM cmbice, yA0CTOBEPSIOLLMIA LLIEHTP — OpraHu3aLms, ocyLecTBAAOLas BbIMyCK cepTMduKaToB
KNHOUeN MPOBEPKM 3NeKTPOHHOM NOAMNMCH, a TakKe cepTUPMKaTOB Apyroro HazHaueHus. B cetax ViPNet
cepTudumkathl Bbinyckarotcs B nporpamme ViPNet Ygoctosepstowmin n katoueBor LeHTp (YKLL).

B koHTekcTe ceTn ViPNet, TepMMHOM «YA0CTOBEPAIOWMIA LEHTP» Takke 0603HaUaeTcs CeTeBOM y3en C
ycTaHoBeHHoW nporpammol ViPNet YaocTtoBepArowmii n KNtOUEBOW LLEHTP.
YHunBepcanbHasa 3nekTpoHHasa kapTta (Y3K)

YHuBepcanbHasa anekTpoHHas kapta (YIK) gaeT BO3MOXHOCTb Noay4vaTb BCe rOCyAapCTBEHHbIE U
MYHUWLMNaNbHble YCAYrY, OKa3blBaeMble B INEKTPOHHOM pOpMe cornacHo 3akoHoaaTenbCcTBy Poccuiickoin
Pegepaumn. Ha YIK MoxxeT pazmeLLatbc KOHTENHEP KAoUeh € KBannPUUMpoBaHHbIM cepTUdMKaTOM,
KOTOpbIV AaeT No/b30BaTeNt0 BO3MOXHOCTb COBEpLUATh HOPUANYECKUN 3HAUMMblE AeNCTBUA.

DNeKTpOHHasA NoANnUCh

NHbopmaL s B 3NeKTPOHHOW dopMe, KoTopasi NpUcoesnHeHa K Apyroi MHbopmauum B 31eKTPOHHOM
dopwme (MognucbiBaeMon MHGOPMaLLMKM) AN MHBIM 06Pa30M CBA3aHa C TakoW MHbOpMaLmel 1 KoTopast
NCNoNb3yeTCs ANS ONpeAeneHns N1La, NOAMUCbIBaOLWEro nHbopmauumo.

D/IeKTPOHHas pyneTka

BCTpOEHHbIN KOMMOHEHT NporpamMmmHoro obecrieveHus ViPNet, KOTOpbI MO3BOASET MHULMAAU3MPOBATh
AaTUMK CNyYalHbIX YMCEeN HAa OCHOBE AENCTBUIA NONb30BaTeNS.
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