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O A0KyMeHTE

B sokymeHTe coaepxuntca onmcanune ayx ytuaut ViPNet HashCalc n cueHapreB paboTbl ¢ HUMK.
JOKYMEHT npesHa3HayeH 415 Nosb30BaTe/Iel, KOTOPbIE 3arpy>aroT nporpamMmmHble NpoaykTbl ViPNet ¢
canta koMmnaHun OAO «MHpoTeKC» http://www.infotecs.ru n koTopbiM TpebyeTcs ybeamnTbes B
LLe/IOCTHOCTN U NOANMHHOCTM 3arpy>KeHHbIX Gpaninos.

O6 ytmnamtax ViPNet HashCalc

Bbl MOXeTe NpoBepATb KOHTPOJIbHbIE CYyMMbl YCTAHOBOYHbIX PaidifloB pPas/IMUHbIX MPOrPaMMHbIX
npoayktos ViPNet, soctynHbIix ans 3arpy3kum Ha cante OAO «MHdoTeKC», npy nomMoLLmM OAHOW U3 yTUAUT
ViPNet HashCalc:

e Vipnethashcalc rus.exe — YTWIMTa C rpaduyeckm nHTepdeincom nonbaoBartens (Cm.
«[MpoBepka KOHTPO/IbHOW CYMMbI NMPW MOMOLUN YTUANUTBI € rpaduuecknm nHtepdencom» Ha cTp. 5).

e vipnethashcalc-tool.exe — YTUAMUTA KOMaHAHOW CTPOKM (CM. «[1poBepKa KOHTPOIbHOW CYyMMbI
NPy MOMOLLW YTUANTBI KOMAHAHOW CTPOKM» Ha CTp. 7).
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KOHTpO/IbHasA cyMMa No3BO/IAET MOATBEPAUTL CeAytoLLee:
e LlenoctHocTb daiina.

e CoortBetcTBME dalina xapakTepuCcTMKaM, ykasaHHbIM B popmMynsipe nporpamMmmHoro npoaykta ViPNet
unun Ha caite OAO «MHboTeKC».

MpoBepka LesoCTHOCTM daiina OCyLLecTBAAETCA NyTeM CPaBHEHNA 3TaIOHHOW KOHTPOJIbHOW CYMMbI
daina, ykazaHHoW B dopmynspe nporpammHoro npogykta ViPNet uau Ha cainte OAO «MHpoTeKC», n
KOHTPOJIbHON CyMMbl Paiina, BbIYMCIEHHON NOAb30BaTeNeM C MOMOLLbIO Og4HOW 13 yTnanT ViPNet
HashCalc.

AITOpuTM, MO KOTOPOMY PacCUMTLIBAETCS KOHTPOJIbHAA CYyMMa, TakxKe NpuBoaunTcs B Gopmynspe
npoaykta nam Ha cainte OAO «NHPoTeKC».

YcnewHas npoBepka KOHTPOBHON CyMMbl YCTaHOBOYHOTO daiina rapaHTUpyeT LeNoCTHOCTb U1
NOAIMHHOCTL NporpaMMHOro npogykra ViPNet.

CunctemMHble TpeboBaHMs

Pabota ytuaunt ViPNet HashCalc Bo3moxkHa Ha koMnbtoTepe At060oi KoHUrypaumm, ecam Ha Hem
YCTaHOBJIEHA OfHa U3 C/IeYHOLLMX OMEPaLMOHHBIX CUCTEM:

e  Windows XP (32-pa3psaaHas).

e Windows Server 2003 (32-pa3psigHas).

e Windows Vista (32/64-pa3psagHas).

o Windows 7 (32/64-pa3paaHas).

e Windows Server 2008 (32/64-pa3psgHas).
e Windows Server 2008 R2 (64-pa3psgHas).
o Windows 8 (32/64-pa3paaHas).

e Windows Server 2012 (64-pa3psasgHas).

o Windows 8.1 (32/64-pazpsaaHas).

e Windows Server 2012 R2 (64-pa3psgHas).
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KOMMAEeKT NoCTaBKM

B komnnexT noctaBkm ViPNet HashCalc Bxoaat cieayrolime KOMMOHEHTbI:
e VicnonHaemblin Gain yTUAUTBI vipnethashcalc rus.exe.
e VicnonHaembln Gpain yTManTbl vipnethashcalc-tool.exe.

e [JlokymeHT «ViPNet HashCalc. PykoBoactBo nosb3osatens» B ¢opmate PDF.

NcnonHsemble Gaiinbl  AOKYMEHT AOCTYMHbI A5 3arpysku Ha caite OAO «NHpoTeKC»
(http://www.infotecs.ru/downloads/product_full.php?id_product=10808).

[1pOBepKa KOHTPO/IbHOW CYyMMb|
MPEW MOMOLM YTUANTBI C
rpaPUUYECKM MHTEPDENCOM

Mocne 3arpy3ku ycTaHOBOYHOro daina nporpammHoro npogykta ViPNet u ytuantel ViPNet HashCalc Ha
BaLl KOMMbIOTEP Bbl MOXETE NPOBEPUTL KOHTPObHYH CYMMY YCTaHOBOYHOrO daiina npu NnoMoLm
YyTUAUTBI € rpaduyecknm nHTepdencom. [ns 3Toro BbINOAHUTE Cleayroline AeACTBUS:

1 3anyctute ncnonHsembl Gainn yTAnTbl vipnethashcalc rus.exe.
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u;!] Pacuer u npoBepka KoHTpoaEHBIX Cymm ViPMNet @I

iMa nposepRemoro dalina:
C:\Setup.exe Obzop...

ANropMTM Xewwa:
|GCJST'R 34.11-54 b

WHbopMaLma o daiine
MonHoe 1MA daitna

C:\Setup.exe

Fazmep
34652144

PaccyMTaHHaA KOHTPONbHEA CYMMa
BACD 53E563DF 6BESFEBS6EEF4EDF 70987 22AB102C 99 3CEE407IFE 1089C 7B 376D

ANropHTM KOHTPONLHOA CYMMBl
GOSTR 34.11-94

PaccauTats

BEEAMTE KOHTPOMEHYID CYMMY ANSA NPOSEpkM:

BACD53E56 3D FGBESFEB66EEF4EDF 709872248 102C993CEE40 79FE 1089C 783760

SaKpbITh

PucyHok 1. lNposepka koHMpos6HoU cymMmesl haiina

2 B OKHe yTuaunTbl HaxxmuTe KHonKy O630p U yKaxuTe yCTaHOBOYHBIV daitn NporpaMMHOro NpoaykTa
ViPNet.

3 B cnucke AJ'IrOpI/ITM Xewa Bbl6epMTe aJifoOpPUT™M AnAa pacyeta KOHTpOﬂbHOI7I CYyMMbl.

MpumeyaHme. STaNOHHbIE KOHTPOJIbHbIE CYMMbl YCTaHOBOUYHbIX $hainNoB NpoAyKTOB
ViPNet 1 anropnTMbl pacyeTta 3TUX KOHTPOJIbHBIX CyMM yKa3blBaroTcs B popmynape
npoaykta u Ha calite OAO «NHPoTeKC».

4 Haxmute kHonky Paccuntatb. KOHTpoabHas cymMma daina byaeT BbiuMcieHa 1 0TobpaxeHa B noje
PaccuntaHHaa KOHTpO/bHasA cymma.

5 CkonupyiTe 3TafoOHHY0 KOHTPObHYHO CyMMY YCTaHOBOUHOTO dalina 1 BCcTaBbTe ee B nose Beegute
KOHTPO/IbHYIO CYMMY ANA NPOBEPKMU.

6 Haxwmute kHonky MNMpoBepuTb. byseT NnponsBeseHO CpaBHEHWE KOHTPOBHOM CYMMbI, U pe3y/bTaT
byseT oTobpaxkeH B OkHe PacueT KOHTPOJIbHOWN CyMMbl.

PacueT KoHTpONBHOH CymmMEl @

I0| PaccquranHan KOHTPOABHEA CyMMME COBNAA3ET C EEEJJ,EHHDﬁ

PucyHok 2. [pocmomp pe3ysbmama nposepku KOHMPObHOU CyMMebl
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Ecan KOHTPOJ/IbHaA CyMMa YCTaHOBOYHOTO c|>a|7|na BE€pPHa, Bbl MOXXeTe NpuctynaTb K yCTaHOBKEe NpoAyKTa
ViPNet.

Ecnv KOHTpO/IbHAs cyMMa yCTaHOBOYHOTO dalina HeBepHa, ybeamnTech, UTo BbIbpaH BEPHbIA airoputm
pacyeTa KOHTPONbLHOM CyMMbI. B ciydae noBTOpeHMs OWNGKM elle pa3 ckadante nam sanpocute

YCTaHOBOYHbIN dalin.

[1poBepKa KOHTPONBHOW CYyMMb
MNPV MOMOLLM YTUAMTBI KOMaHAHOM
CTPOKM

Mocne 3arpy3ku yctaHOBOYHOro danna nporpammHoro npogykta ViPNet u ytuantel ViPNet HashCalc Ha
BaLl KOMMbIOTEP Bbl MOXETE MPOBEPUTL KOHTPOJIbHYIO CYyMMY YCTaHOBOYHOTO daiiia npy NOMOLLM
YTUAWUTBI KOMaHAHOM CTPOKW. [lns 3TOro BbINOAHUTE ClefytoLme AeACTBUSA:

1 3anyctute koMaHaHyto ctpoky OC Windows. s 3TOro BbINOAHWTE CreAytolmne AeiiCTBUA:
1.1 Haxwmwute coyetaHue knasumw Win+R.
1.1 B nosBuBLUIEMCS OKHE BBeAUTE KOMaHAy cmd W HaxXmMuTe knasuwy Enter.

2 B KOMaHAHOW CTpOKe 3anyCcTuTe UCMOAHAEMbIN Gailn yTUANUTBI vipnethashcalc-tool . exe, YKa3aB
HeobxoAVMble NapaMeTpbl MPOBEPKN KOHTPOJILHOW CyMMbI B Cliegytoliem dopmare:

vipnethashcalc-tool.exe <OyTh K YyCTaHOBOUHOMY 0alny> -hash-alg <anropuTMm pacueTa
KOHTPOJIbHOM CyMMB> -hash-value <sTajloHHas KOHTPOJIbHAS CyMMa>

MpumeyaHme. 3TaNOHHbIE KOHTPOJIbHbIE CYMMbl YCTAaHOBOUYHbIX $hainnoB NpoAyKTOB
ViPNet 1 anropnTMbl pacyeTta 3TUX KOHTPOJIbHBIX CyMM yKa3blBaroTc B popmynape
npoaykTa u Ha calite OAO «NHPoTeKC».

B kauecTBe anropmTma pacyeta KOHTPOJILHOM CYyMMbl Bbl MOXETE yKa3aTb C/eAyrolimMe 3HaYEHS:
o Gost94 — anroputMm [OCT P 34.11-94.

o Gostl125256 — anaroputm FOCT P 34.11-2012, aavHa xaw-koga 256 6ur.

o Gostl12s512 — anaroputm FOCT P 34.11-2012, pavHa xaw-koga 512 6ur.

o Sha— anroputm SHA-256.

o Shal — anroputm SHA-1.

o Sha384 — anroputm SHA-384.
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o Sha512 — aaroputm SHA-512.
o Md2 — anaroputm MD2.

o Md5— anaroputm MD5.

MpuMeuaHwue. Eciv 3anycTuTb YTUAWTY, He 3a4aB napametp -hash-value, byger
paccumTaHa KOHTPObHas CyMMa 3agaHHoro daia no 3agaHHOMy anroputMmy 6e3
CpPaBHEHWS C 3TaJJOHHOW KOHTPOJIbHON CYMMOW.

Ecau 3anyctutb yTmanty, He 3agaB napameTp —hash-alg, 419 BblUNCIEHUA
KOHTPOJIbHOV CyMMbl YCTaHOBOYHOro darna byaet ncnonb3osaH aaroputm FOCT P
34.11-94.

MpuMep 3anycka yTUAnTLI:

vipnethashcalc-tool.exe "c:/setup.exe" -hash-alg Gostl2S512 -hash-value
C54128EE38419D87D8C99BDAEDE704365DA1F114D588A3E641490F81917415A0

Ecan KOHTPOJ/IbHaA CyMMa YCTaHOBOYHOTO q>a|7|na BE€pHa, Bbl MOXeETE NPUCTYNaTh K YCTaHOBKE NPOAYKTa
ViPNet.

Ecnun koHTpoNbHas cymMMa yCTaHOBOYHOro Gaiina HeBepHa, ybeamTech, UTo BbIbpaH BEPHbIA aAroputm
pacueta KOHTPOJIbHOM CyMMbI. B cnyyae noBTOpeHMs ownbKkuy elle pas ckavanTe uam 3anpocute
YCTaHOBOUYHbIV daiin.

ObpatHasa CBA3b

[lononHuTensHasa MHGopMaLmA

CeesieHuns o npoaykTax v pewerusax ViPNet, pacnpocTpaHeHHble BOMPOCHI U Apyras noae3Has
nHdopmaums cobpabl Ha carite OAO «NHDoTeKC»:

e Beb-noptan gokymeHTtaumm ViPNet http://docs.infotecs.ru.

e OnucaHwue npogykToB ViPNet http://www.infotecs.ru/products/line/.

e VHdopmauums o pewenmsx ViPNet http://www.infotecs.ru/solutions/.

e CHopHuMK yacTo 3agaBaemMbix Bornpocos (FAQ) http://www.infotecs.ru/support/faq/.
o ®opym nonb3osatenen npogyktos ViPNet http://www.infotecs.ru/forum.

e 3akoHogaTesbHas H6a3a B chepe 3aWwmnThbl MHPopmMaLmm http://www.infotecs.ru/laws/.
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KOHTaKTHaA MHGopmaume

C Bonpocamu no ucnosbzosaHuto npoayktos ViPNet, noxxenaHnsmMu nam npesnoxeHnsaMm CBsXMNTECh CO
cneunannctamm OAO «MHPoTeKC». ns peleHms BO3HUKaOWMX Npobaem obpatmTech B Cy>KOy
TEXHWNUYECKOW NOAAEPKKM.

e TexHuueckas nogaepxka ans nosb3osatenen npoaykrtos ViPNet: hotline@infotecs.ru.
e ®opma 3anpoca B cnyxby TexHMueckon noaaep>kn http://www.infotecs.ru/support/request/.

e Perucrpauus NpoayKTOB 1 KOHCY/IbTauuu no TenedoHy Ans KIMEHTOB, MMEROLLMX PacLUMPEHHbIN
YPOBEHb TEXHUYECKOTO COMPOBOXAEHMS:

8 (495) 737-6196,

8 (800) 250-0260 — becnnaTHbIN 3BOHOK M3 ftoboro pernoHa Poccmm (kpome MockBbl).
PacnpoctpaneHne nHdopmaunm 06 yassumoctax npogyktos OAO «NHPoTeKC» peryanpyetca
NOJNTMKOM OTBETCTBEHHOTO pasraalenuns http://infotecs.ru/products/disclosure.php. Ecan bl

OBHapyXXunamn ys3BUMOCTA B NPOAYKTax KOMMNaHWKW, cCoobLmMTe 0 HUX NO agpecy security-
notifications@infotecs.ru.
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