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1 OO0mue moJ0KeHUS

CpenctBo kpunrorpaduueckoit 3amutbl uHdopmaruu ViPNet CSP 4.2 (mamee — CK3U

ViPNet CSP) npenna3zHayeHo Jyist:

mudpoBaHus nHGoOpMaIUu;

BBIPAOOTKY 3HAUCHUS XAII-(QYHKINY;

BBIYUCIICHUS] IMUTOBCTaBKH;

CO3/1aHHUs KJItoUel 311eKTpoHHOM noanucu (manee — JI1) u knroueit nposepku I1I;
dbopmupoanms J11 u mposepku DI

bopmuposanus coodmienuii B popmare CMS (Cryptographic Message Syntax);
3alllMThl JaHHBIX, peaaBaeMbix 1o mporokony TLS (Transport Layer Security)/SSL
(Secure Sockets Layer);

(dbopMHpOBaHUs KIFOUEH MUPPOBAHHS,

(dbopMHUpOBaHUS TPAHCTIOPTHBIX KOHTEHHEPOB Kirouei B popmare PKCS #12 (PFX);

BBIPAOOTKH CITy4alHBIX JBOMYHBIX ITOCIIEAOBATEILHOCTEH.

CK3MU ViPNet CSP npenna3znadeHo 1Ji1 BCTpauBaHUs B IporpaMMHoOe obecrieueHue (aanee —

HO), a TaKKe JIA1 MOCTABKU KOHCYHBIM ITOJIB30BATCIISAM, UCIIOJIB3YIOIIUM HO, KOTOpOC 06pamaeTc;1

K KpUnTorpaguueckum (pyHKIHSIM depe3 CHCTeMHBbIE HHTEP(ECHI.

CK3U1 ViPNet CSP mnpeana3HadeHO AJsl HCIOJNB30BAaHHUS B TPHWIOKEHUSX W CHCTEMax

3alllUThI I/IH(I)OpMaI_II/II/I, HC coz[epxcameﬁ CBGHCHHﬁ, COCTaBJAOIINX TOCYHApCTBCHHYIO TaﬁHy, Ha

TCPPUTOPUUN Poccutickoit CDez[epauI/H/I, a TakK»X<C IJIs1 BbIBO3a 3a py6e>1< HJIN SKCIIOPTHBIX ITOCTABOK B

Ka4de€CTBEC CaMOCTOATCIIbHBIX I/ISILGJ'II/Iﬁ HJIK B COCTABC YKa3aHHbBIX HpI/IJ'IO)KGHI/Iﬁ n CUCTEM.

11

Cocras nporpammubix cpeactes CK3U ViPNet CSP

B coctaB CK3U ViPNet CSP Bxomir:

Habop kpuntorpadguueckux (QyHKIUN (KpUOTONpOBaWaep) — JUHAMUYEcKas
O6ubnnoTeka, MpenHa3HAYeHHasl JJIi BCTPaUBaHUS B TPUIIOKEHHS, HCIONb3YIOIINE
BBI30BBI KpunTorpadpuueckux (QyHKUMNA uepe3 uHTepdeiic KpUnTompoBanaepa
Microsoft Cryptographic Service Provider (nanee — MS CSP);

Habop  kpunrtorpadpuyeckux  QyHKUMA ~ — ~ nuHaAMUYeckas — OuOnHMoTeKa,
MpelHa3HaueHHas [ BCTpAaWBaHUsS B TMPWIOKEHUS, WCIOJIb3YIOIINE BHI3OBBI
kpunrtorpadguueckux ¢yHkuuii uyepe3 uHTepderic RSA Securitylnc. PKCS #11
Cryptographic Token Interface (Cryptoki) V2.30 (manee — PKCS #11);

Habop  kpuntorpadpuyeckux  (QyHKIMH  — ~ gUHAMHYECKas ~— OWOIMOTEKa,

npeaHa3HauCHHas JJIsI BCTpaWBaHHUA B IMPHUIIOXKCHUSA, HCIOJIB3YIONIUEC BbI3OBLI
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kpunrorpapuueckux GyHKIuA uepe3 wuHTepdeiic Kpumrompoaiiaepa Microsoft
Cryptography API: Next Generation(nanee — MS CNG);

MOJYJIU peallu3aliiy MPUKIATHBIX MPOTOKOJOB U (popmaToB gaHHBIX X.509, PKCS
#10, CMC, PKCS#5, PKCS#12 (PFX), PKCS#7 (CMS);

COM-00BeKTHI A1 JOCTya K KpUNITOTrPaPUIECKUM (DYHKIIHAM;

OUHaMHu4Yeckas Ombnumoreka peanusanuu nporokonoB SSL 2.0, SSL 3.0, TLS 1.0
(Bxmrouas pacmupenuss RFC 4346, RFC 5246);

YCTPOMCTBO TUIA «AJIEKTPOHHBIN 3aMOK» (TOJIBKO JJIsi BAPUAHTOB UCHIOJIHEHUS 2 U 3);
nporpamma  ViPNet  SysLocker  jmist  HacTpoWku ~ 3aMKHYTOW  Cpeibl
dbyHkuroHupoBaHus kKpunrtocpenactsa (manee — COK) (Tonbko mis BapuaHTa

HCIIOTHEHUS 3).

CocraB kaxxaoro Bapuanta ucrnonneHus: CK3U1 ViPNet CSP ykazan B popmynsipe Ha naHHOE

CK3H [7].

1.2

TpeﬁoBaHnﬂ K COCTaBy TEXHUYCCKHUX CPECACTB H ONIEPANUOHHBIM CUCTEMaM

CK3U ViPNet CSP npeana3zHadeHo JUIsl UCIIOJIb30BAHUSI Ha KOMIIBIOTEPAX apXUTEKTYpPhI X86

U x64 (crallMOHApPHBIX, IEPEHOCHBIX) C MHUHUMAIBHO PEKOMEHAYeMOW MPOU3BOAUTEIEM

orepannoHHo# cuctemsl (nanee — OC) anmapaTHoit KOHQUTYpaIUeH, a TAaK)Ke B BUPTYaJIbHOM Cpe/Ie,

MOJAEP>KUBAOIIEN 3TU apXUTEKTYPHI.

CK3U ViPNet CSP ¢ynkumonupyer noa ynpasineauem OC MS Windows:

Windows Vista (32/64-pa3psanas);
Windows 7 (32/64-pa3psiaHasi);

Windows 8 (32/64-pa3psiaHasi);

Windows 8.1 (32/64-paspsianas);
Windows Server 2003 (32-pa3psiHas);
Windows Server 2008 (32/64-pa3psianast);
Windows Server 2008 R2 (64-pa3psinHast);
Windows Server 2012 (32/64-pa3psianas);
Windows Server 2012 R2 (64-pa3psianast).

CK3U ViPNet CSP (BapuanT ucnosHeHus 1) GQyHKIMOHUPYET B BUPTYaIbHBIX Cpelax:

MicrosoftHyper-V;
VMwareWorkstation;
VMwarePlayer;
VMwarevSphere ESX;



6
®PKE.00106-03 99 01 ITIT
— VirtualBox.

Ilpumeuanue. Ha xomnprorepax uiau B OC BUPTyaJIbHOM CpeJbl 10JKEH OBITH YCTaHOBJIEH
MOCJICIHUA M3BECTHBIH Ha MOMEHT YycTraHoBkM maker oOHoBieHuss OC (ServicePack) um Bce
U3BECTHbIC KPUTUYECKUE OOHOBIIEHUS, OIyOIrMKoBaHHbIe TpousBoauTesieM OC.

Jns obecnevyenus: 3amuthl no kinaccaM KC2 (Bapuant ucnonHenus 2) u KC3 (Bapuant
ucnionHenus 3) tpedoBanmnii ®Ch Poccun k mmdpoBanbHbIM (KpUNTOTpaQUUECKHM) CpECTBaM,
IpelHa3HAYeHHBIM JJIs 3allUThl WHGOpPMAalUK, HE COJEepKallel CBEIeHHUI, COCTaBISIONINX
rocynapcrBeHnyro TtaiiHy, CK31 ViPNet CSP (BapuanThl wmcrnojHeHus 2, 3) IODKHO padoTaTth
COBMECTHO CO CpEACTBOM 3allUThl OT HECaHKUHOHUpoBaHHOTO naoctyna (manee — HCJ) tuma
«QIEKTPOHHBIA 3aMOK», cepTudumpoBanHeiM PCb Poccum mo TpeOOBaHMSAM K ammaparHo-
MPOrPaMMHBIM MOAYJISIM JIOBEPEHHOH 3arpy3Ku.

Jlna obecnieyenust 3ammthl no kinaccy KC3 (Bapuant ucnonmuenust 3) tpeboanuii ®Chb
Poccun x mmdpoBanbHBIM (KpUNTOrpaduuecKuM) CpeacTBaM, NpPEAHA3HAYCHHBIM [UIS 3allUThI
uH(poOpMalLuu, HE COJAEpKAIlEH CBEIEHUMN, COCTABJISIONIMX I'OCYJAapCTBEHHYIO TailHy, COBMECTHO C
CK3U ViPNet CSP (BapuaHT HCIOJHEHHUsS 3) IO/DKEH ObITh ycTaHoBieH kommoHeHT ViPNet

SysLocker (moayins 3amutel COK) B coorBeTcTBUH C [3].

1.3  Homoaunureinnoe 1O

HomkHa ObiTh oOecriedena antuBupycHas 3ammra CK3U ViPNet CSP u COK myrem
ucnoinp3oBanus cepruduurpoBanubix @Ch Poccun anTuBUpycHBIX cpeAcTB. Kiacc aHTUBHPYCHBIX

CpCACTB 3allIUTHI OMIPCACIIACTCA YCIIOBUAMM JKCILTyaTallunu CK31.
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2 Tpe0oBaHUSA K pa3MellleHNIO TEXHUYECKUX CPeICTB

IIpu oskcruryataruu CK3UW ViPNet CSP B opranuzamuu ciaeayeT pyKOBOJCTBOBATHCS

CICAYIOIIUMHU PEKOMCHAAIIUAMMU

1

Pasmemenue, crienuanpHOe 000pynoBaHuE U TexHUYeckue cpenctia (nanee — TC),
OXpaHa U PEKUM B IOMELIEHUH, B KOTOPOM YCTaHABJIUBAETCS U3JIENHE IS
SKCIUTyaTaluy (Janee — MoMeIIeHUeE), T0JKHBI 00eCTIeYnBaTh:

— 0Oe3omacHOCTh MH(POPMALIUH U KITIOUEH;

— HEBO3MOXKHOCTh J0CTymna He momyiieHHbIX K padore ¢ CK3U ViPNet CSP mui
TC ¢ ycranosnenasiMm CK3U ViPNet CSP, k skcIuTyaTalldiOHHOM JTOKyMEHTAIMN U
kimoueBbiM okymenTaM CK3U, k mpocmotpy mnipotieayp padotst ¢ CK3U;

—  HCKJIIOYEHHE BO3ZMOKHOCTH KPaXKU U3/EIN.

[Tomemenue, B kotopoMm ycranaBiuBaercsi CK3U ViPNet CSP, nomkHO OBITH

aTTECTOBAHO B COOTBETCTBUU C PYKOBOJSILIMMU JTIOKYMEHTAMHU CHELIMAIBHO CO3AaHHON

Komuccueil. Pe3ynpTaroMm pabOThl KOMHCCHH SIBJISIETCSI aKT MPOBEPKH BBIJECIECHHOTO

nomMenieHus s padbotsl ¢ CK3U, yrBepxkieHHbIN PyKOBOAUTENIEM OpraHU3aIUH.

[lopsnok nomycka B NOMEILIEHUE OINpPEAEseTcs] BHYTPEHHEH HHCTPYKIMEH, KoTopas

pa3pabarbIBaeTCsl ¢ Y4eTOM CreUu(UKA U YCIOBHHA (PYHKIMOHUPOBAHUS KOHKPETHOU

CTPYKTYpbI opranusaiuu, sxciunyarupyromeit CK31 ViPNet CSP.

[Ipu pacnosno’keHuu NMOMEIIEHUs Ha MEPBbIX U MOCIEIHUX ATaXax 3JAaHHUN, a TaKkKe

IIpU pa3MEUIeHUH PSAJAOM C OKHaMHU OaJKOHOB, MOKAapHBIX JIECTHUIl U TOMY HOJ00HOE,

OKHA TOMEIIEHUSI 000PYAYIOTCS METAUIMYECKMMHU pEIIETKaMH, CTaBHAMM, OXpaHHOMN

CUTHaJIM3aluell uinm Apyrumu cpeactBamu, npengrcrBytomrvu HCJl B momerienue.

[TomenieHue 1OMKHO UMETH NMPOYHBIE BXOJHBIE JBEPU, HA KOTOPBIE YCTAaHABIMBAIOTCS

HAJIC)KHBIE 3aMKH.

JInsg  XpaHeHHWs KIIOYEBBIX JOKYMEHTOB, HOPMATHBHOM M JKCIUIyaTal[MOHHOU

JOKYMEHTAI[MM [IOMEILEHNE OCHAIIAeTCs METaUIMYECKUM IIKapoM (XpaHUIIHUILEM,

celipom), 060pyAOBaHHBIM BHYTPEHHUMH 3aMKaMH C JBYMsI SK3eMIUIsIpaMH KIItoUed U

npucrnocoOaeHreM Juisl omnedarbiBaHus. JlyOnukaThl KIIIOYeH OT METaJUIMYecKOro

mKada ¥ BXOIHBIX JIBEPEHl MOMEIIeHUs JOJIKHBI XPaHUTHCS B celipe pyKoBOAUTENS

OpraHM3alMH.

VYcTaHaBnuBaeMblii PYKOBOAMTENEM OpraHU3alMd MOPSJOK OXpaHbl IOMEIIEHUs

JOJDKeH TpeaycMaTpuBaTh MMEPUOJUYECKHM KOHTPOJIb TEXHUYECKOTO COCTOSHUS

CpEeACTB OXPAHHOW U MOXKaPHOIN CUTHATM3AIMU U COOIOACHUS PEKUMA OXPAHBI.

JlomkHbl ObITH NPHUHATHL Mepbl No uckmoueHuto HCJl B momerieHue, B KOTOPOM

pasmemensl TC ¢ ycranoBiaeHasiM CK3U ViPNet CSP, mocTtopoHHUX a#II, IO pOay
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CBOCH JEITETbHOCTH HE SBISIOLIUMXCS MEpPCOHATIOM, JAOMYIIEHHBIM K paboTe B
YKa3aHHOM MOMEIICHHH.

8 BHyTpeHHsS MIaHUPOBKA, PACIIOIIOKCHHE U YKOMIUIEKTOBAHHOCTH Pa0OYMX MECT B
MOMEIIEHUAX JOJKHBI 00eCTIeYnBaTh UCIIOIHUTEISIM PabOT COXPAHHOCTh TOBEPEHHBIX
UM KOH(QUACHIIUATIBHBIX TOKYMEHTOB U CBEICHUMN, BKIIIOUAs KIIOYH.

9 Tlopsimoxk oxpaHbl W OpPraHHW3AIMU pPEXKUMa TMOMEHICHHS, B KOTOPOM HAaXOIUTCS
komnbloTep ¢ ycraHoBieHHbIM CK3MU, pernmamentupyercsa paszaenoMm IV uHCTpyKiuu
[1].

10 Ha cmyuaii moxapa, aBapuu WM CTUXHUHHOTO OEICTBUS JIOJDKHBI OBITH pa3paboTaHb
CrelHalbHble WHCTPYKLUHU, YTBEP)KIECHHBIE PYKOBOJACTBOM OpraHM3allH, B KOTOPBIX
MpelycCMaTpUBaETCs MOPSAOK BBI30BA aMUHHUCTPAIMH, JOJKHOCTHBIX JIUL, BCKPBITHE
MTOMEIIEHUH, 0YePETHOCTh U TOPSAIOK dBAKyalliu KOH(PHUIACHIIUAIBHBIX JOKYMCHTOB U
JAIbHEUIIETr0 UX XpaHEHHUS.

11 Tpwu skcrnyarauuu TC ¢ ycranosineHHsiM CK3U ViPNet CSP nomkHbBI BBIIONTHATHCS
neiictyromue B Poccuiickoii ®enepanuu TpeOoBaHHMS IO 3amIuTe HHGOPMAIHH,
MpelHa3HauYeHHOW A mudpoBaHUs, OT YTEUKH MO TEXHMYECKMM KaHalaM, B TOM
qHCIIe KaHATAM CBSI3M

12 TC ¢ ycranosinenubiva CK3U ViPNet CSP moryT moakiro4arbes K 0OMIETOpOACKOM
CeTH DIIEKTPOCHAOKEHHUA C Y4YeTOM TpeOOBaHUN WHCTPYKUUN MO HKCIUTyaTalllu
BBIYHUCTUTENBHBIX CPEJCTB U MPABUI TEXHUKU 0€30MaCHOCTH.

13 OGopymoBaHue OMEIIECHUH CPEICTBAMHU BEHTUJISIIIMK ¥ KOHJIUIIMOHUPOBAHUS BO3TyXa
JOJIKHO COOTBETCTBOBATh CaHUTAPHO-TUTUEHUYECKUMHU HOpMaM CHull,
YCTaHaBJIMBAEMBIM 3aKOHOAATENLCTBOM Poccuiickoit denepanuu.

14 Ecnm TC ¢ ycranoBnennsiM CK3U ViPNet CSP mnanupyercs pa3MecTHTh B
MOMENIEHUH, B KOTOPOM TMPHUCYTCTBYET peYeBas aKycTUYecKass MW BU3yalbHasd
uH(popMalus, cojepaiias CBEICHUS, COCTABIISIONINE TOCYJapCTBEHHYIO TaiHy, U
(wM) ycTaHOBJIEHBI aBTOMAaTHU3MPOBAHHBIE CHCTEMBI M CHUCTEMBI MpHEMa, Mepeayd,
00paboTKH, XpaHEHUS U OTOOpaxeHHs WHPOpPMAIUHU, COJEpKaIIed CBeIeHUS,
COCTABJISIIOLIME  TOCYAApCTBEHHYIO  TallHy,  aBTOMAaTU3UPOBAHHBIE  CHUCTEMBI
WHOCTPAHHOTO TIPOU3BOJICTBA, TO Takoe nmomemnieHne u TC MoKHBI OBITh MTOJABEPTHYTHI
MPOBEPKAM IO BBISBICHUIO YCTPOMCTB, MPEAHA3HAYEHHBIX JJI1 HETJIACHOTO MOJyYEHUs

uHpopMaluu.

alI/IMe‘IaHI/Ie. TpeboBanus 1o 3amuTe MHGOPMALMH OT YTEUKH [0 TEXHUYECKHM KaHajaM, B TOM YHCIIE 110 KaHaly
CBs3M IpUBeaeHs!l, Harpumep, B CTP-K.
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[Tpu sxcrmuryatannn CK3W yacTHBIMU JIMIITaMU CJIEAYET MO BO3MOXKHOCTH PYKOBOJICTBOBATHCS
BBIIICTIEPEYUCIICHHBIMU TPeOOBaHUSAMU K pa3Merniennio. OTBeTCTBEHHOCTh 3a coxpanHocTh CK3U u

KJII0UYEBOM I/IH(i)OpMaI_[I/II/I BO3JIaracTCsa B JaHHOM CJIy4ac Ha IIOJIb30BaTCIIA.
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3 V¥YcranoBka u 3kcmuryatanusi CK3U ViPNet CSP

Iepen skcmnyararmeir CK3M ViPNet CSP Heo0X0AMMO BHHUMATEIBHO O3HAKOMHUTHCS M
HEYKOCHHUTEIBHO COONII0OaTh TpeOOBaHMUS, yKa3aHHbIE B HACTOSINEM JOKYMEHTE W JIPYrou

AKCIUTYaTal[MOHHOM TOKYMEHTALUU Ha U3/eNue, IPUBEACHHOM B [7].
3.1 Topsaok pacupocrpanenus u ydera CK31 ViPNet CSP

CK3MU ViPNet CSP nocrasnsiercs:

1. Ha nocurensx.

2. UYepes cerhb cBs3u o0mIero moib3oBaHus ¢ caira mpousBoautenass OAO «MupoTeKCy»
(http://infotecs.ru/) wmm ¢ caita Texnomoruueckoro mnaptHepa OAO «UHPoTeKCx»
(muctpuObroTEpa). DK3EeMIUSIp IS PACIPOCTPAHCHUS AUCTPUOBIOTEp TOJIydaeT Ha
HOCHUTEJIE.

[Tonyyenne CK3U oT mpousBoauTens WIKM AUCTPUObIOTEpa Ha HOCHUTEISIX OOecreduBaeT
100% rapaHTHIO 3aIIUTHl TUCTPUOYTHBA OT MOJMEHBI, B OTIMYME OT CKAUMBAaHUS Yepe3 CETh CBS3H
00I1€ero NOJIb30BAHUS.

Jns obecrieyeHUs] KOHTPOJIS LEIOCTHOCTHU JIOJDKHBI OBITh HMPUHATBI MEPHI 0 IPOBEPKE
KOHTPOJIbHON CYyMMBI ITOJIy4€HHOT'0 AUCTPUOYTUBA COrIacHo 11. 4.1.

Bpemst TecToBO# SKCIUTyaTanuu 6e3 perucTpaiyy NpoayKTa orpannduBaercs 14 cyrkamu. Bo
BpeMsI TECTOBOW AKCIUTyaTalllH 3ampernieHa obpaboTka mHpoOpMamuy, NoyIeKanieid 00s3aTenbHOil
3alUTe B COOTBETCTBHHM € 3aKOHOAaTeNnbcTBOM Poccuiickoit denepanuu.

[Mosxzemmusipubiii yuer CK3U ViPNet CSP ocymectBisiercs mpousBoautenem — OAO
«MudpoTeKCx» B nmpornecce peructparuu I10.

B cayuae pacnpoctpanenuss CK3UM ViPNet CSP uepe3 ceth cBsi3u 0011€TO MOIH30BAHUS C
caidta http://infotecs.ru/ opraHu3zanusi MO3K3EeMIUIIPHOTO ydeTa 3aBHUCHUT OT TOTO, KaKUM 00pazom
npeocTaBiieHa nHpopmanus o nosszoBarene CK3U:

1. Cepuitnbnii Homep st peructpamuun CK3U ViPNet CSP BoigensieTcss mpu MoixydeHUU
HETIOCPEACTBEHHO OT TOJBh30BATENsl YUYETHBIX JAHHBIX, OO0ECHEUMBAIONIMX  €Tro
unentuukanuo. Madopmanus o pedynpraTax perucrpanuu Ha caiire http://infotecs.ru/
nyonupyercs MUCbMOM Ha 3JIEKTPOHHYIO MOUTY MOJb30BaTess. Vcrnonb3ys moilydeHHbIH
CEpUIHBIN HOMEp, MOJIb30BaTENb AKTUBUPYET MpoLenypy perucrpannu 3x3emiuripa CK3U
ViPNet CSP u oOpamaercs B OAO «MudpoTeKC» 3a komom peructpamuu. Ilpu
BbIJIeNIeHUH Koja peructpanuu >k3emiusipy CK3U ViPNet CSP npucBauBaercst y4eTHbIN
HOMEp B COOTBETCTBMM C BEpCcHEHl M MPHUCBOCHHBIM JaHHOMY IPOJAYKTY YYETHBIM

WHJIEKCOM.


http://infotecs.ru/
http://infotecs.ru/
http://infotecs.ru/
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2. Cepuiinbiit HOMep miusa peructparuu CK3M ViPNet CSP BwimensieTcss mpu MOTydeHUU
VUETHBIX JaHHBIX IOJb30BaTeNsl M3 HH(OPMALMOHHOW CHUCTEMBI IUCTpUOBIOTEpa U
lez[eHTHq)I/IKaTopa2 muctpuObioTopa (mpousBoauTens npukiaaanoro [10), mo3BOAIOMIMX
OJTHO3HAYHO HACHTH(HIMPOBATH Moib30BaTens. llpouenypa 3arpy3ku, HOJTY4YEeHUs KOja
perucTpallui W HerocpencTBeHHo peructpanus sk3emrmuiapa CK3UM  ViPNet CSP
OCYIIECTBIISIOTCS aBTOMATHYECKU.

B cnyuae pacnpoctpanenus CK3U1 ViPNet CSP yepe3 cetb cBsi3u OOIIETO MOIH30BAHUS C
caiita ;[HCTpH6LI0Tepa3 unpopmanus st peructpanmun  CK3M  ViPNet CSP  mocrymaer
MPOU3BOJIUTENNI0 B BUAEC JABYX HACHTU(PUKATOPOB: AUCTPUOBIOTOpPA U  MOJb30BaTeNs B
UH(OPMALIMOHHON CHUCTEME JTUCTPUOBIOTEpa, MO3BOJSIOIIUX OJHO3HAYHO HIACHTHU(PHUIMPOBATH
nonb3oBarens. Ilpouemypa 3arpy3ku, MONMy4YeHHs] KoOJa pErucTpalid W HEMOCPEICTBEHHO
peructpanus 3x3emiusipa CK3U ViPNet CSP ocyimecTBiIsIFOTCS aBTOMaTHICCKH.

B cnyuae pacnipoctpanenns CK3U1 ViPNet CSP gepes ceTh CBs3HM 00IIEro MOJIE30BAHUS 10
3aIrpocy MoJb30BATENsl EMy MOXKET OBITh MpPeoCTaBiIeH QOPMYJISp U3JEIHs B SJEKTPOHHOM BHJIE C
YKa3aHUEeM CEpUHHOr0 HOMepa MPOAYKTa, KOHTPOJIBHON CyMMBl AUCTPUOYTHBA U MPHUCBOECHHOTO

peructparmonsoro Homepa CK3U ViPNet CSP.

3.2  Tpeoosanusi no ycranobke CK3U ViPNet CSP, a Tak:ke 0011ecuCTEMHOI0 U

cnennajabHoro IO na koMnbrOTEP

K ycranoBke o6riecucremuoro u crernuansioro I10, a Taxke CK3U ViPNet CSP,
JOTTYCKaOTCA JIUIA, MPOLIEAIINE COOTBETCTBYIOLIYIO MOJArOTOBKY U M3YYMBIIHME JOKYMEHTAIUIO Ha
cootBerctByromiee [10 u nHa CK3U ViPNet CSP.

ITpu ycranoBke ITO CK3U ViPNet CSP cnenyer:

— H©a TC, npennasnadenusix s padotel ¢ CK3U ViPNet CSP, ucmonb30BaTh TOJIBKO
munensunonnoe [10 ¢upm — npousBoauTeneii;

— Ha KOMIIBIOTEpE UCKIIIOUUThH YCTAaHOBKY cpelcTB pa3padorku I10 u otnaguuku. Ecin
CpeICTBa OTIAAKH TPUIOKEHUN HYKHBI [ TEXHOJIOTHUYECKUX MOTPEOHOCTEH
OpraHM3alMy, TO MX  HCIOJb30BaHHWE JODKHO  OBITh  CaHKIMOHMPOBAHO
aaMHUHHCTpaTopoM Oe3omacHocTu. [Ipum 3TOM AOKHBI OBITH peanu30BaHbl MEpHI,
WCKITIOYAIONINE BO3MOXKHOCTH HCIIONB30BAHMS ITUX CPEICTB ISl PEIAKTUPOBAHUS
kona u namsatu CK3U ViPNet CSP u npunoxenuii, ncnons3yromux CK3M ViPNet

CSP, a taxxe mist npocmotpa koga u namatu CK3U ViPNet CSP u npunoxenwit,

2 Y HEKaNbHBI HICHTHHUKATOD, IPUCBAHBACMbIil IPOU3BOINTEIEM TEXHOIOTHIECKOMY apTHEpY.
3 JlucTpubbioTep B JAHHOM CiIyuae JOJDKEH 061a1aTh THICH3MAMH Ha pacrpoctpanenne CK3H mpu ycnosuu
npumenerns ViPNet CSP He 1mi1st COGCTBEHHBIX HYKII.
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ucnons3ytonux CK3UM ViPNet CSP, B mpormecce obpabotku CK3UM ViPNet CSP
3anuIaeMoi HHGopMaIy W/WIK IPH 3arpyKEHHBIX KII0Uax;

— IperycMOTPEeTb MEphl, HUCKIIOYAIOUME BO3MOXHOCTh HECAHKIMOHUPOBAHHOIO HE
oOHapyKuBaeMoro u3MeHeHus anmnapaTHoil yactu TC, Ha KOTOPBIX YCTaHOBIIEHBI
CK3HU ViPNet CSP (nanpumep, myTeM OIEYaThIBAHUS CUCTEMHOT0 0JI0Ka M pa3beMOB
KOMIIBIOTEPA);

— TIOCJie 3aBepILICHHs IPOIECcCa YCTAaHOBKH BBIOJHHUTH JEHCTBHS, HEOOXOAUMBIC IS
OCYILIECTBIIEHUS] MEPUOJUYECKOrO0 KOHTPOJIA LENOCTHOCTH YycTaHoBiaeHHoro CK3U
ViPNet CSP, a Takxe ero oKpy>Ke€HHs B COOTBETCTBHH C JOKYMEHTAIUEH;

— m3 IO, ycranaBnuBaemoro Ha kommbioTep ¢ CK3M ViPNet CSP, uckirounth
coJiepKallie BO3MOKHOCTH, IT03BOJISIOLIHE:

—  MoaAu(ULIUPOBATH COJEPKUMOE POU3BOJIBHBIX 00JIACTEH NaMSITH;

—  MoauduIupoBaTh COOCTBEHHBIN KO U KO APYTHX HOAIPOTPaMM;

—  Moau(UIUPOBATH MAMSTh, BBIICICHHYIO IS IPYTUX HOAIMPOTPaMM;

— IepelaBaTh yHpaBieHUE B 00JIaCTh COOCTBEHHBIX JAHHBIX U JAAHHBIX JAPYTHX
MOAIPOTPAMM;

— HECaHKIIMOHUPOBAHHO MOAU(DUIIMPOBATH (ailsIbl, COAEPIKAIINE HCIIOIHIEMbIC
KOJIbl IPU UX XPAHEHUHU Ha JKECTKOM JIUCKE;

— TIOBBIIIATH MIPEIOCTABIIEHHBIE TPUBUIIETHH;

— Moaudunuposats HacTpoiiku OC;

— HCIIONIB30BaTh HEJIOKYMEHTHUPOBaHHbIE (UpMOii-pa3paboTuukoM (QyHKIMU

OC.

3.3 Yceranoska CK3U ViPNet CSP

VceranoBka CK3UM ViPNet CSP ocymecTBisieTcss CaMOCTOSTENIBHO —TIOJB30BaTElIeM,
oOnajaromuM npaBamu agMuHucTparopa OC (aIMHUHHCTPATOp CHUCTEMBI), WM aJIMUHHCTPATOPOM
0€30IacCHOCTH B OpraHu3aiuu, skcrryarupyromeit CK3U.

Ilepen ycranoBkoit CK3U ViPNet CSP neob6xoaumo:

— TpoBepHUTh pabOTOCIIOCOOHOCTh KOMIIBIOTEPA U COOTBETCTBUE TPEOOBAHUAM IO
pasmerennio (cM. pasnen 2 «TpeboBaHUs K pa3MEIIEHUIO TEXHUYECKUX CPEIICTBY);

— TPOBEPHUTH KOMIIBIOTEP HA OTCYTCTBHE BUPYCOB;

— TpOBEpHTh, uTO ycTaHoBIeHHOE IO He conepX HUT CpeacTB pa3pabOTKU U OTIAIKU
MPUJIOKEHNH, a TaKKe CPEICTB, MO3BOJSFOMUX ocymecTBisth HCJ| k cucTteMHBIM

pecypcawm;
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— TIPOBEPUTH, YTO OTCYTCTBYIOT CPEJCTBA, 3alIOMUHAIOIIME HAKATUSA KJIABUILI U APyTrue
JIENCTBUS MOIL30BATEIIS;

— YCTaHOBMUTb IpaBa JocTyna K Karajmoram yctaHoBku IIO um npyrum karamoram
KOMIIBIOTEpA ISl Ka)XJ0HM YYETHOM 3allUCh B COOTBETCTBUU C IOJHOMOYMSIMU
10JIb30BaTeNs B 00beMe, HEOOXOJMMOM IS BHIIOJTHEHUS €ro 00s13aHHOCTEH;

— OTKJIIOUUTh YYETHYIO 3aIUCh i rocTeBoro Bxozaa (Guest);

— U BApUAHTOB UCHOJIHEHUA 2 U 3 HEOOXOAMMO yOEIUThCS, YTO CEPTUPHUIIMPOBAHHOE
®OCb Poccuu yCTpOWCTBO THIA «AJIEKTPOHHBIM 3aMOK» YCTAHOBJIEHO W MPABUIIBHO
HACTPOEHO B COOTBETCTBUU C IOKYMEHTALIUEH K HEMY;

— TIPOBEPHTH MEIOCTHOCTH (aitma nuctpudyruBa [10 CK3U ViPNet CSP.

B cinydae 06paboTku mHbopMaluu, moanexaiieid 00s3aTeIbHON 3alluTe B COOTBETCTBHH C
3akoHoarenbcTBOM Poccuiickoit @enepanuu, 110 BIOS CBT, na kortopom ycranosieno CK3U,
HEO0OXOUMO IPOBEPUTH B COOTBETCTBUM C «BpeMeHHbIMH METOIMYECKUMHU PEKOMEHIALMSIMHU K
npoBeneHuto uccnegopanuii [10 BIOS no nokyMeHTHPOBaHHBIM BO3MOKHOCTSIM).

Jlns BapuanTOB ucnosiHeHus 2 u 3 Hactpoiika BIOS omnpenensiercss 3kcrulyaTallMOHHOMN
JIOKyMEHTaIuen Ha ceprudunmpoBanHoe cpeacto 3amuTtel oT HC/| Tuma «3aeKTpoHHBIN 3aMOK»,
Bxojsuiee B cocta CK3U.

B BIOS nomkeH ObITh yCTaHOBIEH OJuH BapuaHT 3arpy3ku OC — ¢ KecTKOro AKcKa, Bce
albTepHATUBHBIC BAPHAHTHI 3aTPy3KHU JOKHBI ObITh OTKIIIOYEHBI, B TOM YHCJIE CeTeBas 3arpy3kKa.

Bxon B BIOS komnbroTepa 10KeH OBITh 3aIUIIEH MapojieM, K KOTOPOMY PEIbSBISIOTCS T€
e TpeOOBaHus, YTO U K MApoJII0 YYETHOM 3aliCH aJMUHUCTpaTopa cucteMsbl. [lapons s BXoaa B
BIOS nomxeH ObITh M3BECTEH TOJBKO aJJMHUHUCTPATOPY CUCTEMBI U OBITh OTIIMYHBIM OT HapoJIsl JUIs
BXOJIa B CUCTEMY.

CpenctBamu BIOS nomxHa OBITh HCKIIIOYEHA BO3MOXHOCTH padOThI Ha KOMIIBIOTEPE C
ycranoBiaeHHbIM CK3U ViPNet CSP B ciydae, eciin BO BpeMsl HauajJbHOM 3arpy3Kd HE MPOXOJAT
BCTPOEHHBIE TECTHI.

YcranoBka CK3U ViPNet CSP ocyiiecTBisieTcss B COOTBETCTBUU C IOKYMEHTOM [2].

ITpu ycranoske CK3U ViPNet CSP B Bapuanrte ucnonHeHus 3 10bkKHa ObITh yCTaHOBJIEHA
nporpamma ViPNet SysLocker (moayins 3amurer COK) B coorBeTcTBUH C [3].

[lo 3aBepumieHMHM WHUIMAIM3AlMM OCyllecTBiseTcss HacTtpoiika IIO B cooTBercTBHH C

TpeboBaHUsIMH pa3zaena 3.3.
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3.4  TpeooBanus k HacTpoiikam CK3U ViPNet CSP

Jlnst BapuanTa ucnioiaHenuss 3 CK3M ViPNet CSP Heo6X01uMO BBITIOJIHATH JOTIOTHUTEIIBHBIC
HaCTPOUKHU:
— Hactpouts nporpammy ViPNet SysLocker B cootBercTBuHE C [3];
— YCTaHOBHUTH MHTEPBAI aBTOMATHYECKOTO OJJOKHPOBAHUS KOMITbIOTEpa 15 MUHYT;
— BKIIOYUTH BEJICHUE JKypHaja COOBITHI KpuITOmpoBaiiaepa (BHIOpaTh OJUH M3 JIBYX
PEeKUMOB BEJCHHUS JKypHaJla B 3aBUCHUMOCTH OT YCJIOBUH OKCIUTyaTallud |
HHTeHCHBHOCTH Hcnoiab3oBanus CK3U ViPNet CSP);
— BKJIIOYUTh CHCTEMHBIM MEXaHU3M ayJIuTa JOCTyna K OOBEKTaM I YCICIIHBIX
MOMBITOK JIOCTYTIA;
— B cucteMHOM crucke KoHTposst goctyna (SACL) meckpunrtopa 6€30MacHOCTH AJis
CHUCTEMHOTO )KypHAJIa ayIuTa JIOJDKHBI OBITH JOOABJICHBI 3JIEMEHTHI Ay TUTa YCICIITHBIX
MOTIBITOK JIOCTYTIA JIJIsl TPYIIIIOBOM yueTHo# 3anmucu Windows «Everyone» («Bcey).
s BapuanToB ucnojHeHus 2 U 3 CK3M ViPNet CSP Heo0X0auMO BKIFOYHTH B CIHUCOK
KOHTPOJISI LIETIOCTHOCTH YCTPOMCTBA THUIA <AJEKTPOHHBIA 3aMOK)» CIHCOK HCIONHSEMBIX MOMIYIJEH

OC. Cnucok Moayiel, MoJyIekKalux KOHTPOJIIO LEI0CTHOCTH, puBeieH B [Ipunoxenun 2.
3.5  Baoja B3KcIIIyaTalHUIo

Beong B okcruiyatrammio CK3M  ViPNet CSP B opranumszanum  ocymiecTBIisieTCs
aIMHUHHCTPATOPOM OE30MaCHOCTH.

Ha xaxmnoe pabouee mecto, ocHamennoe CK3U ViPNet CSP, odopmisercs akT o BBOAC B
IKCIUTYaTaIHIO 110 TUIIOBOU (popMe. AKT MOXKET XPaHUTHCS Y aJMUHUCTpATOpa OE30TTaCHOCTH WIIH Y

NOJIb30BaTeNsl, OTBETCTBEHHOTO 3a dKcIutyaranuio CK3U ViPNet CSP.
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4 Ikcnayaranusa CK3U ViPNet CSP

Bce HeﬁCTBHH 10 O6CJ'Iy}KI/IBaHI/IIO u HaCTPOﬁKaM JOJIKHBI IIPOU3BOJUTHECA CaMOCTOATCIIBHO

H0JIb30BaTeNeM ¢ paBamMu aaMuHucTpaTopa OC win aIMUHUCTPATOPOM O€30M1aCHOCTH.
4.1  KoHTpoJib neJocTHOCTH KoMnbloTepa u I10

KoHTponb 11enocTHOCTH B paboTOCIIOCOOHOCTH KOMITBIOTEPA, HA KOTOPBIH yCTaHABIMBACTCS
CK3M ViPNet CSP, ocymectBisiercss mratHpiMu cpeactBamu BIOS npu xonmomHo# mepe3arpyske
KoMmmbtoTepa. [Ipu BKIIOUEHHH KOMITbIOTEPA BBIMOJIHACTCS:

— TIpOBEpKa PEerucTpoB MPOIeccopa;

— IPOBEpKa KOHTPOJIbHOM CyMMbI IOCTOSIHHOTO 3arioMuHarolero ycrpoicrsa (113V);

— IIpOBEpKa CUCTEMHOTIO TaiimMepa;

— TEeCT KOHTpPOJIJIEpa HETOCPEICTBEHHOTO NocTyma K namsatu (DMA);

— TecT pereHeparopa ornepaTUBHON MMaMATH;

— TecT HWXHEH o00IacTH OMmepaTHBHOTO 3amoMuHaromero ycrpoiictea (O3VY) mns
IIPOELMPOBAHUS PE3UACHTHBIX ITporpamMm BIOS;

— TecT CTaHJapTHOro rpad)UuecKoro ajanTepa;

— TecT ONepaTUBHON MaMATH;

— TECT OCHOBHBIX YCTPOWUCTB BBOJa;

— Ttect CMOS;

— TECT OCHOBHBIX [TIOPTOB BBOJ1a/BBIBO/IA;

— TecT HaKOMUTeNeH Ha )KeCTKUX MarHUTHBIX JIUCKAX;

— caMoJuarHoctuka GyHKIHOHAIBHBIX ojcucteM BIOS.

[Ipn BO3HMKHOBEHHH OIIMOKKM Ha KAaKOM-JTHOO J3Tare, JajbHelIas paboThl KOMIBIOTEpa
JIOJIKHA OJIOKMpPOBATHCSL.

Jlnst BapuantoB ucnonuerus 2 u 3 CK3U ViPNet CSP nomomHUTENbHO ST IPENSTCTBUS
U3BJICUCHUIO YCTPOMCTBAa THINA <QJIEKTPOHHBIA 3aMOK» M3 KOMIIbIOTEpA CHUCTEMHbIE OJOKH
KOMIIBIOTEpAa JIOJDKHBI OBITh ONeuyaTaHbl MpeIHA3HAYEHHOW Ui OSTUX LeJedl MeyaTblo WiIH
CHEIMAJIbHBIMH 3alllMTHBIMU 3HaKaMu. Hapsioy ¢ 3TUM Jomyckaercss MpUMEHEHUE IPYTHX CpeiCTB
KOHTPOJISI 1OCTyIa K KOMIIBIOTEDY.

Ilepen ycranokoit [IO CK3U ViPNet CSP Ha KOMIbIOTEp aJMHHUCTPATOP OE€30MaCHOCTH
JOJKEH YOeIuThCs B OTCYTCTBUM BHEIIHHUX IPU3HAKOB BCKPBITUS CHCTEMHOIro OJloKa U
MOJIKJIFOUEHHOTO JIOTIOJHUTENBFHOTO 000pyI0OBaHUS, HE MPEAyCMOTPEHHOIO aKTOM O BBOJIE B

SKCILTyaTaluIo.
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CK3U1 ViPNet CSP ocHamieHO BCTPOSHHBIMH MEXaHU3MaMH MpoBepkH menocTtHocTH [10
ViPNet.

ITpoBepka menoctHoct auctpudyruBa CK3U ViPNet CSP  ocymecTtBisercss mnepen
ycraHoBkoid CK3U ViPNet CSP myrem cpaBHEHUS KOHTPOJBbHOW cyMMBl. [loicder KOHTpPOJIBHOM
cymmsl BeimonHseTcs yrumuroi ViPNet HashCalc, sxoasimieit B komrmiekt moctaBku CK3U ViPNet
CSP.

KonrponsHast cymma nuctpubyruBa CK3UM ViPNet CSP mnpexacraBmser coGoi X
COJIEP)KUMOTO AUCTpUOYTHBa, BhrauciaeHHbd 1o anroputmy ['OCT P 34.11-2012 u moxeT ObITh
BBIUKCJICHA C UCTIOJIb30BaHUEM HE3aBUCUMBIX CPEJICTB IPYTUX MPOU3BOIUTEINICH.

3HaueHUEe KOHTPOJIbHOM CYMMBI [JIsi CpPaBHEHHUS II0JIb30BATEIhb MOXET TMOJIYYUTh U3
pa3IMYHBIX HE3aBUCHMBIX HCTOYHUKOB, B TOM YHCJIE TOBEPEHHBIM CIIOCOOOM.

[Mocne ycranosku [10 CK3U ViPNet CSP Heo6xoaumo copMUpoBaTh KOHTPOIBHBIC CYMMbI
Ui (aityoB, mepedeHb KOTOPHIX mpuBeaeH B Ilpunoxenusx 2 u 3 (COOTBETCTBYET COAECPKUMOMY
daiina C:\ProgramData\lnfotecs\ViPNetCSP\os.prg). [lyist 3Toro HeoOX0MMO 3alyCTHTh C MTPaBaMH
aIMUHHCTpaTopa yTuiauty make ext crg m3 karamora ViPNet CSP (mo ymomuanuro: C:\Program
Files\InfoTeCS\ViPNet CSP) co cieayronumu napameTpamu:

Make_ext_crg.exe —r “C:\ProgramData\Infotecs\ViPNet CSP\os.prg”.

[lepen nHayanom pabOTHl NOKEH OBITH MPOBEACH KOHTPOIb LIEJIOCTHOCTU TMPHU IMOMOIIU
yrunuthl check crg. Kontponem 1eiaocTHOCTH TOJKHBI OBITH OXBaueHBI (aillibl, MepeueHb KOTOPHIX
npusezieH B [Ipunoxennsx 2 u 3. s 5Toro HE0OX0AUMO BBITIOIHUTE:

— xomanay. check_crg“C:\ProgramData\Infotecs\ViPNetCSP\os.prg”. B pe3ynbTare
MpOBEpKU OyneT chopMUpOBaH MPOTOKOJ, KOTOPBIM 3aKaHYMBAETCS OO0OOIIEHHBIM
WUTOTOM B CIIEAyIONIeH Gopme:

Total:
1 PRG files checked, 1 checks passed, 0 checks failed
6 files checked, 6 checks passed, O files corrupted, O checks failed:;
OH He JOKEH CoJIepPKaTh OITHOOK.

—  BBINOJHUTH IPOBEPKY LIETIOCTHOCTH U3 KOHTPOJIbHOM manenu CSP.

ITpu xaxxnom 3amycke CK3U ViPNet CSP ocymiectBisieTcs mpoBepka MotyJieil, BXOASIINX B
CK3U ViPNet CSP (mepeuens ucnonnsembix moxayiaeit OC Windows, mojexanux KOHTPOJIO
IIEJIOCTHOCTH, IpezicTaBiieH B [Ipuiokenun 2).

Taxxxe nmpu oOpaimeHuu K KpunrtorpapuueckuMm ¢QyHKOUSM (Ipu 3arpy3ke OMOIMOTEKH)

MMPOU3BOAUTCA MMPOBECPKA KOHTPOJIbHBIX CYMM BCCX MOI[YJ'ICI‘/’I, KOTOPBIC MOT'YT OBITH 3aJIcliCTBOBAHBLI.
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Ecnu BBISIBIEHO MCKak€HHE XOTs Obl OJHOIO U3 MOJYJEH, TO BCe (YHKLIMU OOpalleHus K KI0oYaM
OyAyT BO3BpaIllaTh OMINOKY UCIIOJIHEHUS.

Kpome Toro, momp3zoBarens CK3U ViPNet CSP MoxeT camMOCTOSTENbHO HHUIMHPOBATH
IPOBEPKY LETOCTHOCTH UCHOTHIEMbIX (haitioB (mogpodHee cM. B [2]).

[Ipy HanMuuM YCTAHOBJIEHHOIO HAa KOMIIBIOTEPE YCTPOMCTBA THUIA «JIEKTPOHHBIA 3aMOK»
HEOOXOJMMO  KCIIOJIb30BAaHME  JIOMOJHUTENIBHBIX ~ MEXaHU3MOB  IPOBEPKM  IIEJIOCTHOCTH,
IPEyCMOTPEHHBIX TAKUMU YCTPOUCTBAMH.

Komnbrotep, Ha xotopeiii yctanoBieno CK3U ViPNet CSP, nomkeH mepesarpykatbesi He
pe’ke OHOro pa3a B CYTKHU.

ITocne oOnoBieHuss OC Windows BO3MOKHO BO3HMKHOBEHHE OIIMOKM IIpU IPOBEpKE
KOHTPOJIbHBIX CYMM CHCTeMHBIX OuOmuorek, ucnonszyembix CK3UM ViPNet CSP, urto Oyner
OTpaXeHO Ha KOHCOJIM IIpU NpoBepke. B aToM ciyyae HeoOxonumo:

— YBEIOMHTH pa3paboTUMKa O HECOOTBETCTBHM XAII-3HAUEHUIH CHCTEMHBIX OMOIHNOTEK €
LEeNbI0 TIOCTAaHOBKM PA0OT IO MPOBEACHUIO aHaiu3a OOHOBIIEHHBIX CHCTEMHBIX
6ubnuorek, ucnonb3yembix CK3M ViPNet CSP ycTaHOBIEHHBIM HOPSAKOM;

— Ha MepuoJ [0 MOJY4YEHMsI pe3yJbTaTOB HCCIEIOBAHUM CIIEOBATh HHCTPYKLUSAM
pa3paboTyMKa, HOJTYYEHHBIM UM U3 CIIEHUATU3UPOBAaHHON OpraHu3aluu.

CK3U ViPNet CSP He comepXHUT IITaTHBIX (YHKIMHA JOCTYMHBIX IOJb30BATENIO0 U
MO3BOJISIOMIMX  BBIMOJHATh HM3MEHEHHE Kpunrorpadguuecknx QyHKuuili wusnenus. M3meHneHue
Kpuntorpaguueckux (QyHKIUI BO3MOXKHO JIMIIb IYTEM HEMOCPEICTBEHHOTO W3MEHEHUs W/WiIH
PENAKTUPOBAHUS MCIIOIHAEMBIX MOMYJIEH U3IENHSL.

ITockonbky B npouecce padotel CK3M ViPNet CSP obecnieunBaeTcss KOHTPOJIb LEIOCTHOCTH
BCEX HCIOJIHAEMBIX MOJyJel (110 KOHTPOJIbHON cymMme, Bbruucisiemoi no anroputmy I'OCT 28147-
89 B pexxuMme BbIPaOOTKH MMHMTOBCTAaBKM Ha COAEPKMMOE BCEro MCIONHIEMOro ¢aiina, KoTtopas
3aMMChIBAETCSl B MCIOJIHAEMBIN (ailn mpu cOopke pa3pabOTYMKOM YCTaHOBOYHOTO JAUCTPUOYTHBA
CK3U ViPNet CSP), Onokupyrommii paboTy H3A€IMs HpU OOHAPYKEHHU MCKKEHUH W/WIH
MoauduKaIi, To BHeceHue n3MeHennit B ucnonusembie Moaynu CK3U ViPNet CSP npusener k
ero HepaboTOCTIOCOOHOCTH.

IIpu oOHapyxeHUM OIIMOOK MPOBEPKU IEIOCTHOCTH TOJb30BaTENb 00s3aH MPEKPaTUTh
HKCIUTYaTaI[MI0 KOMITBIOTEPA U YBEJIOMUTH aIMHUHHUCTpaTopa 0€30MacHOCTU (JUIsl OpraHu3aluii) Uiu
cyx0y Ttexumdyeckor mnomanepxkku mpoumsBoautenss OAO «UupoTeKC» (mansa momp3oBareneit —
(bu3nYeCKUX M) 0 BOSHUKHOBEHUH OIIHOOK.

B stom CJIydac MmoJib30BaTCIIb 00s13aH:
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— OTKIIOUNTh KoMmmbioTep ¢ ycraHoBieHHbIM CK3U ViPNet CSP ot nokanbHO#
BBIUYHCIIUTENBHOM CETU 10 YCTPAHEHUS HEUCIIPABHOCTEM;

— TIPOBECTH MCCIEI0BAHUE C LIEIbI0 BBISICHEHHMSI BO3MOXHBIX IPUYMH BO3HUKHOBEHUS
HEUCIIPAaBHOCTEH;

— TPOU3BECTH IMPOBEPKY pabOTOCIOCOOHOCTH KOMITBIOTEPA, Ha KOTOPOM YCTAHOBJICHO
CK3U ViPNet CSP;

— 1nposectH npoBepky OC u ycranosiaeHHoro [10 Ha HaiMuue BUPYCOB U BPEAOHOCHOIO
I10;

— TIPOBECTH aHAJIM3 >KYpHAJOB ayAuTa ¢ 1iesblo BbisiBieHus nonelTok HCJ[ u cereBbix
aTaK;

— YCTpaHUTb OOHApy)XEHHbIE IPUYMHBI BO3HUKHOBEHMS HEHCIPABHOCTEW WU
HCKa)KCHUI;

— npu HeoOxoaumocTu poussectu nepeycranoBky CK3U ViPNet CSP.

4.2 OonosJuenue I10O CK3U ViPNet CSP

Oo6nosnenne 110 CK3M ViPNet CSP ocyuiecTBisieTcs TOJIBKO JOKaIbHO MYTEM YCTaHOBKU
cepruduuupoBannoit Bepcuu 110 moBepx mnpenpiayiei (06e3 NpenBapUTETBLHOTO yaJeHUs
nocneaneit). Jpyrue criocoosr ooroBneHus [10 CK3U ViPNet CSP HenormycTUMEL.

ITocne 3aeprenust oonoBnenus [10 CK3U ViPNet CSP HeoO0X011uMO MPOU3BECTH TIPOBEPKY

HacTpoek u padotocnocooHoctu CK3U ViPNet CSP.

4.3  BcrpanBaHMe B IPHJIOKEHUSI

Pa3pabotka [10 Ha ocHoBe CK3U ViPNet CSP moxer mpou3BoauThest 0€3 co3AaHNs HOBBIX
CK3MU B ciydae nucIoyib30BaHUsI BI30BOB (YHKIMH U3 TIepedHsl, puBeAeHHoro B [Ipunoxxenun 1.

B cinyuae wucnonp3oBaHMS MNPOYMX BBI30OBOB HEOOXOTUMO TMPOMU3BOIAMUTH Pa3pabOTKy
ornensHoro CK3W B cooTBeTcTBMM ¢ JAEWCTBYIOLIEH HOpMaTHBHOM 0a30if (B YacTHOCTH, ¢
[TocranoBnenuem IlpaButenbctBa Poccuiickoit ®enepanuu ot 16 ampens 2012 1. Ne313 u
[TonocxxeHneM o pa3paboTKe, MPOU3BOJCTBE, pealn3allMM U OSKCIUIyaTallud MIHQPPOBAIbHbBIX
(kpunrorpadpuueckux) cpeacTs 3aumThl HHGopmanuu ([Tonoxenue [1K3-2005)).

ITpu BcrpauBanuum CK3U ViPNet CSP B mpuioxeHus HEOOXOIMMO PYKOBOACTBOBATHCS

COOTBETCTBYIOIIMMH PYKOBOJCTBaMH paspaborunka ([4], [S] u [6]), a Takxke [Ipunoxenuem 1 k [4].

431  OO6mme pekoMeHIAIMH

[Tocne BpIpaOOTKHM, HO JO BBOAA B AKCIUTyaTaluio Kitod npoepku DIl nomkeH mpolTu

o0s3aTenpHy0 cepTudukanmio B Y aocToBepstoiieM eHTpe (naiee — Y1), ceprudunupoBaHHOM 1O



19
®PKE.00106-03 99 01 ITIT
tpeboBanusiM @Cb Poccum mo kmaccy, cooTBercTByromemy kiaccy cpeactsa OII. Kpome Toro,
M0JIb30BaTENb WU aJIMUHUCTPATOp O€30MacHOCTH JIOJDKEH CBOEBPEMEHHO BBIBOJUTH U3 JEHCTBUS
napy kiarouer D11 o ucreueHuro cpoka AEMCTBUS UM IpU KoMIpomeTanuu kitouya Ol
[Ipu ucnonb3oBannu ceprudukara kimoua nposepku Il (mamnee — ceprudukar) maomKHA
MIPOBOAMTHCSA €0 MPOBEpPKA U MOMCK CCHUIKM HAa JAHHBIA cepTU(UKAT B CIUCKE aHHYIMPOBAHHBIX

cepTU(UKATOB.

432 TpeGoBaHusl 10 OPraHU3ALUHU NMePeIAYM JAHHBIX M0 KAHAJIAM CBSI3H

[Ipu mepenave naHHBIX (COOOIEHHH, KiIIOUeH WM ayTeHTU(QUIHMPYOMEH HHPOpPMALUU B
3amu(pPOBAHHOM BHJIE) MEKAY IBYMs aOOHEHTaMH, peain30BaHHON Ha ocHoBe Kpunrtosiapa CK3U
ViPNet CSP, He00X011MO HCITOIB30BaTh IIPOTOKOJI 0OMEHa HHpOopMaLKei, 00eCIIeUnBaOIIHIA:

— ayTeHTHU(UKANIO 000MX a0OHEHTOB CBSI3H;

— HOCJIOCTHOCTH MMp€aaBacMoro O1oka JaHHBIX

3aIUTy OT MOBTOPHOTO UCIIOJIb30BaHMS KiItoueH mudpoBaHus (MIEPeKPHITUS KIHOYEH);

3alIUTYy OT [TOBTOPOB, a TAKXKE HABSI3bIBAHUS JIOXKHBIX IaHHBIX.
JlanHble TpeOoBaHUs 0OecIeunBalOTCs B peanusanuu nporokona TLS, Bxoasmero B coctas
CK3U ViPNet CSP npu ucnonbs3oBanuu 10, SBISIONIETOCs HEOTHEMIIEMON YaCThIO UCIIOJIB3YEMbIX
OC.
3ampeniaercss Ucnonb3oBaTh aroput™M TLS Ge3 cepepHoil ayreHTHduKanuu. Heobxonumo

IIPOU3BOIUTH PETYISIPHYIO OUUCTKY K3ma TLS.

433  TpebdoBaHus N0 HCIOIH30BAHUIO KPUIITOAJITOPUTMOB

s obecniedenust coiicTB Ol HEoOXoIMMO Mepesa HCIOJIb30BAaHMEM KIl0Ya MPOBEPKHU
HNOJNKNCH TMpPOBEPATh €ro cepTU(HUKAT Ha NpPeAMET LEJIOCTHOCTH W OTCYTCTBUSL B CIIMCKe
CKOMITIPOMETHPOBAHHBIX.

Vcnonb3oBaHue anroputMma MUGpPOBaHUS B PEKUME MPOCTON 3aMEHBbI C 3allelieHneM 0e3
BBIYUCIICHHS] IMUTOBCTAaBKU HE JIOITYCKAETCSI.

[Ipun ucnonp3oBaHuM MIM(PPOBaHHBIX cooOmeHuid B (popmare CMS s moaTBepKIeHUS
HO/UIMHHOCTH U O0€clevyeHus] LEJIOCTHOCTH COOOIIEHUH PEKOMEHAYETCS HCIONb30BaTh HMX Kak

BJIOXKEHHE B noAnuceiBaeMble CMS-coo0I1eHus.
434  TpedoBaHusi 0 KOHTPOJIIO LIEJIOCTHOCTH

[Ipu co3znanum crnennamuzupoBanHoro 110 CK3H, ucnone3yromero B kauecTBe KpUOTOSIApa
6ubmoreky ViPNet CSP, HeoOXoauMO MperycMOTpPEeTh MEPUOJUYECKUN KOHTPOJIb LEJIOCTHOCTH

6I/I6J'II/IOTCKI/I, a TaKKC YCTAHOBJICHHOI'O CTICHUAJIM3UPOBAHHOI'O I10.
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4.4  BoccraHoBjieHHe PA0GOTOCIIOCOOHOCTH NPH COOSIX, 1eHCTBHUSI B HEIITATHBIX

CUTYaUMsIX, CBSAA3AHHBIX ¢ HcnoJb3oBanuem CK3U

Bce neiicTBUs B HEIITATHBIX CUTYalUAX, CBsI3aHHBIX ¢ ucnonb3oBanrnem CK3U ViPNet CSP,
a TakkKe TMpH BoccTaHoBIeHWH pabdorocnocodnoctn CK3M  ViPNet CSP  mpousBonsrcs
CaMOCTOSITENIbHO ~ MOJb30BaTeNeM, obOlajgaronM  npaBamMu  aaMuHuctparopa OC  wim
aIMHUHHCTPATOPOM OE30MaCHOCTH.
st Boccranosienus padborsr CK3U ViPNet CSP B ciyuae uckaxenus ¢aitios 110 CK3U
ViPNet CSP Heo0X01MMO UMETh HHCTAJUIAIIMOHHBIN JUCK C SK3eMILIIpoM qucTpubyrusa I[10.
B cnyqae uckaxenus ¢aiinos [10 CK3U ViPNet CSP nHeobxoaumo:
1 TIIpoussectu dopmarupoBanue HXXM]] (HakomuTenb Ha JKECTKUX MarHUTHBIX IMCKaXx),
Ha KoTopblii Obu1a yecranosieHa OC u CK3U.

2 Tlpoussectu ycranoBky OC u cuctem 3amutbl ot HCJI (cwm. 1. 5).

3 TIIpoussectu ycranoBky [1O CK3U ViPNet CSP B kaTayior yCTaHOBKH C UCIIOJIB30BaHUEM
MHCTAIUISIIMOHHOTO KCKa ¢ K3eMIuisipoM auctpudytusa CK3U.

4  Hactpoutsb ceTeBble HUHTEP(EHCH U MOACOSAUHUTh KOMITBIOTEP K CETH.

5 Ilpousectu nepesarpysky OC.

B ciyuae Beixoma u3 crposi kommberorepa CK3U ViPNet CSP moxer ObITh YCTaHOBIICH Ha
0001 aHATOTUYHBI KOMIBIOTED C HEOOXOIMMBIM YHCIIOM CETeBBIX HHTepdeiicoB. [[ns aToro
HE00X0/IMMO MMETh MHCTALTAUMOHHBIN Juck OC, MHCTAJUISILIMOHHBIE JUCKH CHUCTEM 3alllUThl OT
HC/, nacramnsmuonnsiii nuck CK3U.

Pexomenayercs crnenaTh MONMHYIO pe3epBHYIO Koruio pabodero karamora CK3U ViPNet CSP,
Toraa OyAyT COXpaHEHBI U YKa3aHHBIE BbIIIE HACTPOIlKkH, a Taioke xypHasisl CK3U ViPNet CSP.

B ciyuae BbIxoga u3 ctpos kommbioTepa ¢ ycraHoBieHHbIM CK3U ViPNet CSP, momumo
NIEPEYHCIICHHOTO BhIIIE, HEOOXOIMMO:

1 TlpousBectH, 1O HEOOXOIUMOCTH U TIPU HAJTMYUU BO3MOKHOCTH, KOTTMPOBAHHE
karanora yctaHoBku CK3U ViPNet CSP Ha n1pyroit KoMnbioTep B KaTaJloT C TEMH e
MyTSAMH, YTO M Ha BBILIEIIIEM U3 CTPOsi KOMIIBIOTEPE.

2 TIpomssectu ycranoBky 10 CK3UM ViPNet CSP B 3T0T KaTayior ¢ HCIoIb30BaHUEM
MHCTAJUISIIIMOHHOTO JHcKa ¢ sk3eMiusipom CK3U.

3 Hactpouts cereBbie HHTEpGEICH U TOJCOSAMHUTH KOMITBIOTEDP K CETH.

4 TIpousBecTH nepes3arpy3Ky ONepariOHHON CHCTEMBI.
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5 OpraHmauuomm-Texnnqecmle n AAMUHUCTPATUBHbLIC

MeponpusaTus no 3amure o HCJI npu ucnoas3opanun CK3U

ViPNet CSP

51 O01ue moJI0KeHns

3ammTa anmapatrHoro © nporpammHoro obecrneuenus ot HCJl npum  ycraHoBke U
ucnonszoBanun CK3U ViPNet CSP sBisiercss cocTaBHOW 4acThiO0 oOImIed 3amadu oOecriedYeHHUs
Oe3omacHocTH HH(pOpMammu B cucteme, B coctaB kotopoit Bxoaut CK3U ViPNet CSP.

Hapsiny ¢ npumenenuem cpenctB 3amutbl oT HCJ/] HeoO6XoauMo BBIMIOJHEHUE psifa Mep,
BKIIIOUAIOIIUX B Ce0s OpraHU3alMOHHO-TEXHUYECKHE U aJMHHHUCTPATUBHBIE MEpONPUSATHS,
CBS3aHHBIE C 00ECIEYECHUEM MPABUIHLHOCTU HCIOIB30BAHUS TEXHUYECKHX CPEICTB OOpPabOTKU H
nepegaun MHGOpPMAIK, a TAK)KE YCTAHOBJICHHE COOTBETCTBYIOIIMX IMPABMII JJIsi 0OCITYKUBAIOIIETO
NepCcoHaIa, JIOMYIMEHHOTo K paboTe ¢ KOH(HIEHITHAIBHON HHPOpMAIIHCH.

B mnpuBeneHHBIX HUXKE paslenax cojAepKarcs OCHOBHbIE TPEOOBaHUS IO BBHITOJTHEHHIO

YKa3aHHbIX MCP 3alllUThHI.

5.2  Opranuzanus padot no 3ammre o HCJI

3ammra napopmarmu ot HC/| nomkna oOecrieunBaThcs Ha BCEX TEXHOJOTHYECKUX JTamax
00paboTku MHGOPMAIMHM M BO BCEX PEKUMax (DYHKIIMOHHPOBAHHWS, B TOM YHUCIE MPH MPOBEICHUH
PEMOHTHBIX M perjJaMeHTHBIX paloT.

3ammra uapopmanuu ot HCJI nomkHa npeaycMaTpuBaTh KOHTPOJIb 3 (HEeKTUBHOCTH CPECTB
3amuTel 0T HCJl. DTOT KOHTpPOJIb MOKET OBbITh JUOO0 MEPUOJNYECKUM, JTUOO MHUIIMUPOBATHCS IO
Mepe HEOOXOTUMOCTH aJMHHUACTPATOPOM 0€30IaCHOCTH WJIH TI0JIb30BATEIIEM.

B opranumzamum, skcrmyatupyromeii CK3UM  ViPNet CSP, nomkeH ObITh Ha3HaueH
aJIMUHUCTpATOp O€30MacCHOCTH, Ha KOTOPOTO BO3JArarTCs 3aJadd OpraHu3alud padoT 1o
ucnonszoBanuto CK3M  ViPNet CSP, BpIpaOOTKM COOTBETCTBYIOLIUX HUHCTPYKUUH  JUIS
MIOJIb30BATENEH, a TAKXKe KOHTPOIIb HaJl COOJIOJICHUEM OMUCAHHBIX HIKE TPEOOBaHUH.

[IpaBom noctyma k paboumm Mmectam, ¢ ycraHoBieHHbiMH CK3U ViPNet CSP, momxHbI
o0nagaTh TOJBKO OMNpeNeNeHHble (BBLACICHHBIE M SKCIUTyaTaluu) Juna (ToJb30BaTeln),
NPOIIEANINE COOTBETCTBYIONIYIO IMOATOTOBKY. AJIMHHHUCTPATOpP 0€30MacHOCTH JOKEH 03HAKOMUTH
kaxgoro mois3oBarenss CK3U ViPNet CSP ¢ moxymentanueii Ha CK3U ViPNet CSP, a takxe ¢

APYruMru HOPpMATHUBHBIMU JOKYMCHTaAMH, CO3IAHHBIMU HA €€ OCHOBC.
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5.3  TpeooBanus no 3amute oT HCJL npu 3xcnyaranuu CK3U ViPNet CSP

[Ipu opranmzammu pador mo 3amute uHGopMmamuu ot HCJ[ HeoOXomumo o00ecreuuTh
BBITIOJTHEHHE CICAYIOMINX TPeOOBaHUIA:

— Heo0X0aMMO pa3paboTaTh W NMPUMEHHUTH MOJUTHKY HA3HAYCHUS W CMEHBI MapoJiei

(mns Bxoma B OC, BIOS, mpu mumdpoBanum Ha maposie ¥ T.I.), UCIOJIB30BATh

(GUIBTPHI Maposel B COOTBETCTBUH CO CIEAYIOLUTMMHU ITPABUIIAMH:

JUTMHA T1apoJIst IOJDKHA OBITh HE MeHee 6 CHMBOJIOB,

— B YHKCJE CHMBOJIOB MapoJisi 00s3aTENIbHO JIOJDKHBI MPUCYTCTBOBATh OYKBBHI B
BEPXHEM M HW)KHEM PErucTpax, HUQpsl U crieluaibHble CUMBOIbI (@, #, $, &,
* % U T.L.);

— TMapoib HE JOJDKeH BKIIOYAaTh B CeOs JIETKO BBIYMCIISEMBIE COYETAHUS
CUMBOJIOB (MMEHa, (GaMUJIMK U T. [I.), & TAKXKE OOIICTIPHHATHIC COKPAIICHHS
(USER, ADMIN, ALEX u T. 1.);

— TIpU CMEHE Mapoiisi HOBOE 3HAYCHHE JIOJDKHO OTIMYATHCS OT MPEbIAyIIero He
MEHee dYeM B UeThIpeX MO3UIMSIX (MEePUOJUYHOCTh CMEHBI Iapois
OTpeNesieTcss NPUHATOW TMOJMUTUKOM O€30MacHOCTH, HO HE JIOJDKHA
MIpeBBILIATh 6 MECSILIEB);

— JTUYHBINA TApOJTh TOJIB30BaTENh HE UMEET MPaBa cCOOOMIaTh HUKOMY.
VYkazaHHas MOJUTHKA 00s13aTebHA JAJI1 BCEX YUETHBIX 3amucei, 3apeructpupoBantbix B OC.
3anpemiaercs:

— OCTaBJATH 0€3 KOHTPOJS KOMIbIoTep, Ha KoTopoM 3kciuryatupyercss CK3M ViPNet
CSP, mocrne BBOAA KItOUeH, MO0 WHOM KOH(DUASHIINATEHON HH(DOPMALINH;

— BHOCUTH Kakue-nmuoo m3menenus B [10 CK3U ViPNet CSP;

—  OCYIIECTBIISTH HECAHKIIMOHHUPOBAHHOE aJIMUHUCTPATOPOM 0e3omacHOCTH
KOMMPOBAaHNE HOCUTENEH ¢ KITI0YaMH,

— 3aIMChIBaTh HA HOCHTENH C KJII0YaMH ITOCTOPOHHIOI WH(POPMAIINIO;

— pasriamarh COJIEPKMMOE HOCHUTENICH ¢ KIII0YaMH WJIM TepelaBaTh CaMH HOCHUTEIH
JTUIaM, K HAM HE JOIMYIICHHBIM, BBIBOJAUTH KJIIOYM HA NUCIUICH, MPUHTEP U WHBIC
cpezacTBa oToOpaXkeHHst HH(GOpMAIIH;

— WCTOJB30BaTh HOCUTENH C KIIOYaMH B pEXKUMax, HE MPEeIyCMOTPEHHBIX
¢ynkunonnpoanuem CK3U ViPNet CSP.

AnMunucTpaTop ©O€30macHOCTH JIODKeH cKoHpurypupoBath OC, B cpeme KOTOpOM
wianupyercss ucnonb3zoBath CK3M ViPNet CSP, u ocymecTBiasiTh NEPUOIUYECKHII KOHTPOJb

CACIaHHBIX HACTPOCK B COOTBCTCTBUH CO CIICAYIOIIINMU TpeGOBaHI/IHMI/II
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HE MCIIOJIb30BaTh HECTAHAAPTHHIC, N3MEHEHHbIE U 0TNag0uHble Bepcuu OC;
UCKIIIOYUTh BO3MOXHOCTh 3arpy3ku u ucnosb3oBanus OC, OTIMYHOH OT
MPEAYCMOTPEHHOM ITaTHON pabOTOi;
UCKJIIIOYUTh BO3MOXKHOCTh  YAAJE€HHOTO YNpPAaBlIEHUS, aJMHUHUCTPUPOBAHUS U
moaudukanmu OC u ee HaCTPOEK;
Ha KOMIIBIOTEpE JT0JKHA OBITh YCTaHOBIIEHA TOJIbKO ofHa OC;
npaBoM yctaHoBku 1 HacTpoiiku OC u CK3U ViPNet CSP nomken 006j1a1aTh TOJIBKO
aJIMHHHUCTPATOpP 0€30IaCHOCTH;
Bce Heucrosb3yeMble pecypcbl OC He00X0UMO OTKIIIOUUTH (IIPOTOKOJIBI, CEPBUCHI U
T.IL.);
pexuMbl  Oe3omacHOCTH, peanu3oBaHHbie B OC, HOMKHBI OBITh HACTPOEHBI Ha
MaKCUMaJIbHbI YPOBEHb;
BCEM TIOJB30BATESIM M TpymlmamM, 3apeructpupoBaHHbiM B OC, HE00X0auMo
HA3HAYUTh MUHUMAJILHO BO3MOXHBIE JUIsI HOPMAJIbHOU PabOThI IPaBa;
YCTAaHOBHUTH aTpUOYThl 0€30MaCHOCTH IMPOIECCOB W IOTOKOB B COOTBETCTBHU C
TpeOoBaHUSMU OE30MMACHOCTH BCEH CUCTEMBI B IIEJIOM;
OTKAa3aTbCsl OT MCIIOIB30BAHMS PEKHMa aBTOMATHYECKOTO BXoAa nojin3oBarens B OC
IIPH €€ 3arpy3Ke;
OTPaHUYHUTh C YYETOM BBHIODAaHHOW B OpraHW3alMKd TIOJIUTUKKA 0€301TacHOCTH
HCIOJIb30BAaHHUE MOJIb30BATEIIMH 3aIlycKa IIPOrpaMM I10 paclyuCaHUIo;
3alpeTUTh MHTEPAKTUBHBIA BXOJI ITOJIb30BATEIICH Yepe3 CETh;
OTPaHUYUTH KOJIMYECTBO HEYJAAUHBIX MOTBITOK BXOJa B CUCTEMY
UCTIOJIB30BaTh CHCTEMY aylIuTa, OPTaHW30BaTh DPETYISIPHBIA aHAINW3 PpPe3yJIbTaToOB
ayanTa;
HacTpouTh OC Ha 3aBepiieHne padOTh IPU NEPENOTHEHUH KypHaJa ayInuTa,
HEO0X0/UMO TMpPeTyCMOTPETh MEpbl, MaKCHMAaJbHO OrPAaHUYUBAIOIIME JOCTYN K
CIIEAYIOIIMM pecypcaM CHUCTEMBI (B COOTBETCTBYIOIIMX YCIOBHSIX BO3MOXKHO ITOJIHOE
yIaJIeHuE pecypca M ero HeMCIoJIb3yeMOM YacTH):

— (aiiibl KOHQUTYpaALIUH;

—  (hailsbl ¥ KaTaJIorH;

— BpEMEHHBbIE (paiiibr;

— KYpHAJIbl CUCTEMBIL;

—  (aliipl TOJKAYKY;
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— KommupyemMas HHpopmanus (Mapoiu u T.11.);
— oTJano4Has uHGopMaLus.

[Tepuon nempepsiBHOM padoThl Becex kommoHeHToB CK3U ViPNet CSP 6e3 BbIkiIrOUEHUS
NUTAHUS HE JOJDKEH mpeBblmarh | cyTku. ITo okoHUaHMM 3TOro cpoka HEOOXOIUMO MPOBOIUTH
nepesarpys3Ky KomibioTepa ¢ ycraHoBiaeHHbIME KomnoneHTamu CK3U ViPNet CSP.

[Ipu ycTaHOBKEe mapaMeTpoB, MO3BOJISIIOIIMX CO3/1aBaTh KPUNITOrpapuuecKu He3alluIICHHbIE
COCIMHEHUS, JOJDKHBI OBITh TPUHATHL MEpbI, MCKIIOYAIOIIUME YTEUYKy TpeOyromeil 3aluThl
uHOpPMAaLIKK C 3alIMIIaeMoro oobekTa nHpopmaruzanun. [IpoBepka JOCTATOUHOCTH MPUHATHIX MEP
3alIMThl MPOBOMUTCS Mpu arrectanuud oObekrta wuHpopMmatmzammu ¢ CK3W ViPNet CSP mo
TpeOoBaHUAM HH(POPMAITMOHHON 0€30IMaCHOCTH.

Heo6xoanMo opranu3oBaTh peryisipHOE apXHBHPOBAHKE XypHAJIOB ayauTa. He momyckaercs
BBINOJIHUTH OTYHCTKY KypHana peructpamuu coobitnii CK3M ViPNet CSP 6e3 coznanus pe3epBHOi
KOITUHU.

ApXUBHpOBaHHE JKypHaja U pa3rpaHUYEHUE JOCTyNa K apXWUBY XKypHana oOecreuyuBaeTcs
cpeactBamu OC. [l 3TOro amMuUHHUCTPATOp O€30MAaCHOCTH JOJDKEH HAIHMCaTh CKPHIIT, KOTOPBIM
OyzeT 3aIycKaThCsl IO PAcIUCaHUIO C MpaBaMH aIMHUHHCTPATOpPA, U KOMUPOBATH apXUB KypHalIa B
OTJIeNbHYIO Manky. JlocTyn K 3TO manke JOJKHBI UMETh TOJIbKO yYETHBIE 3alUCH aJMUHUCTpATOpa
Oe3omacHocTy U agmuHucTpaTopa CVY: B CBOICTBax JaHHOM Mankud Ha BKiIagke be3omacHocTh
aJIMAHUCTPATOP JOJDKEH YAAIUTh BCE YUYETHBIC 3alMCH, KPOME YYETHOW 3allMCH aJIMHUHHCTPAaTopa
6e3onacHocTH U aaMuHUCTparopa CVY.

Kpome Toro, HeoOX0qMMO OpraHM30BaTh 3aTHpaHHe (110 OKOHYaHUHU ceaHca paborel CK3U
ViPNet CSP) BpemeHHBIX (ailioB ¥ (ailIoB MOAKAYKH, (POPMHUPYEMBIX WM MOAUPHUIMPYEMBIX B
nportiecce padorer CK3U ViPNet CSP. Eciu 310 He BbinoaauMO, To OC 10/KHA HCIIOIB30BATHCS B

OJIHOTIOJIb30BATEIbCKOM PEXUME W Ha KECTKHM JUCK JIOJKHBI PACIpOCTPaHSThCS TpeOoBaHMS,
IpebsABIsEMbIE K HOCUTENSIM C KIIIOUaMU .

— JIOJDKHO OBIThb MCKIIOYEHO T[ONaJaHue B CHCTEMY IMpOrpamm, IO3BOJISIONIUX,
noJib3ysck ommokamu OC, MOBBIIAT MTPEIOCTABICHHBIE TPUBUIIETUY;

— HeoOXOJMMO pEeryJsIpHO yCTaHaBIMBaTh NHakeThl OOHOBIeHHs Oe3omacHocTn OC
(Service Packs, Hot fix u T.11.), 0OHOBIISITH aHTUBHUPYCHBIE 0a3bl, a TAK)KE UCCIIEIOBATD
WH(POPMAIIMOHHBIE PECYpPCHl 10 BONPOCAM KOMITBIOTEPHON O€30MacHOCTH C IENBIO
CBOEBPEMEHHOW MHUHUMM3AIMK OMACHBIX MOCIEACTBUNA OT BO3ZMOXKHOTO BO3JEHCTBUSA
Ha OC;

— B cllydae NOAKIOYeHUs Kommblotepa ¢ ycranoBineHHeiM CK3M ViPNet CSP

O6I_I_IC,Z[OCTy1'IHBIM CCTAM INepCaavun NaHHBIX HCO6XOI[I/IMO HUCKIKYUTH BO3MOXXHOCTBb
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OTKPBITUSI ¥ MCTOJHEHUs1 (alaoB W CKpUNTOBBIX 00BekTOB (JavaScript, VBScript,
ActiveX), TOJy4eHHBIX W3 OOLIEAOCTYNHBIX CeTEeHW IepeJavyd JaHHBIX, 0e3
IIPOBEJICHUS COOTBETCTBYIOLUIMX IIPOBEPOK HA TNPEAMET COAEPKAHMS B HHUX
IIPOrPaMMHBIX 3aKJIaJJOK U BUPYCOB, 3aIPyKa€MbIX U3 CETH;

— npu wucnoip3oBanun CK3U ViPNet CSP Ha koMmbloTepax, HOIKIIOYEHHBIX K
OOIIEZIOCTYITHBIM CETSM CBSI3M, C IeNbl0 HCKIo4YeHus Bo3MmoxHoctn HCJI k
cucTeMHBbIM pecypcaM wucnonb3yeMbix OC, k IIO, B OKpyXeHHH KOTOPOTO
¢byuknuonupyer CK3UM ViPNet CSP, u x kommonentam CK3UM ViPNet CSP co
CTOPOHBI yKa3aHHBIX CETEH, JOJLKHBI HCIIOJIb30BaThCS JIOMOJIHUTEIbHBIE METOABI U
CpelICTBa 3alllUThl (HAalpUMEp, YCTAaHOBKA MEXCETEBBIX SKpaHOB, opranuzauus VPN
cereit u T.m.). [Ipy STOM mpennmouTEeHUE OMKHO OTHABATHCS CPEACTBAM 3allUTHI,
HUMEIOIIUM CepTU(UKAT YIIOTHOMOYEHHOTO OpTraHa Mo cepTU(UKAIIY;

— OpraHM30BaTh M HCIIOJIb30BAaTh CUCTEMY ayAHMTa, OPTaHW30BaTh PETYJISPHBIN aHaIU3
pE3yNbTAaTOB AYANTA;

— OpraHu30BaTh U UCIOJIF30BAaTh KOMIUIEKC MEPOTIPUSATUI aHTUBUPYCHOM 3aIlIUTHI;

— HUCKJIIOYHTH OJHOBpeMeHHyl pabotry B OC c¢ padoraromm CK3U ViPNet CSP u
3arpyKeHHBIMU KJIIOYaMH HECKOJIbKUX MOJIb30BaTeNeH.

Ilpumeuanue. 1lon 0qHOIIONB30BATEIBCKUM PEKUMOM B JaHHOM Cllydae IOJpa3yMeBaeTcs
TaKOH pPEXUM, MPH KOTOPOM BCE IOIH30BATEIM JAHHON paboyeil CTaHIUU HMEIOT OJIMHAKOBBIN
JIOCTYT K KJIF04aM Ha 3TOM paboyeil CTaHIUH.

JIONOJTHUTENBHO, B KadecTBE OpPraHM3allMOHHOW Mepbl olecrneueHus skcriayatauun CK3U
ViPNet CSP pexkoMenayercss mpu KaxJoOW 3arpy3Ke OINEpalMOHHOM CHCTEMBbl IPOBEPSITh
LIEJIOCTHOCTh 3alIMILIEHHBIX CUCTEMHBIX (ailyioB ¢ moMoIibio yTHiuThl sfc, Bxoaseit B coctaB OC.
J1s 3TOr0 HEOOXOIMMO Yepe3 KOMaHAHYIO CTPOKY 3allyCTUTh YTWIIMTY C IIPaBaMHU aJMMHUCTpATOpa
U IpOBEpUTSH (hailsibl ¢ momoniso komanasl /VERIFYONLY.

Taxke, B KadyecTBE OpPraHM3aLMOHHOM Mephl oOecreyeHus: Oe30MacHOW 3KCITyaTalluy,
HeoO0xoauMo B OC BBINOJIHUTG CIIEAYIONINE HACTPOUKHU:

— Juid monuTUKU «Bpewmst 10 cOpoca cueTunka OIOKHMPOBKH» YCTaHOBUTH 3HaueHHe «l
MUH.»;

— nana nomutuku «lloporoBoe 3Hauenue OMOKUpoBKM» — «10 omubOK Bxoga B
CUCTEMY;

— s nonuTHKU «IIpoomKUTeNbHOCTh OJIOKUPOBKY YUETHOM 3amucu» — «1 MUH.».
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Hactpoiika ganHbIX apamMeTpoB 0€30MaCHOCTH OCYILIECTBISETCS MyTEM BhI30Ba Uepe3 MaHelb
yhpaBieHus: «AJIMHUHUCTpUpOBaHUE» -> «JlokanpHas monuTuka OezomacHocTu» -> «llomuTuku

YUYETHBIX 3amnucein» -> «llonutuka OJOKMPOBKH YUETHOH 3aIHCH.
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6 TpeOoBaHuUs MO XPaHEHHIO, pacnipe/e/IeHUI0O H YIAJIeHUI0

KJII04Yen

JIomKHBI OBITH TPUHATHI MEPHI 1O HAJSKHOMY XPaHEHHMIO KIIOYeH, pa3MelleHHBIX Ha
JKeCTKOM Jiucke kKomrbtoTepa ¢ ycranoBieHHbIM CK3M ViPNet CSP (B Buze ¢daiiioB) U Ha ChEMHBIX
HocuTensiX. Bce KIIOYM Ha JKECTKOM JHUCKE XPAaHATCS TOJBKO B 3alIM(pPOBAHHOM Ha MapOJbHOM
KJIIOYE BUJIE.

Otpnensiemble YCTPONCTBA XPAaHEHUS KIIFOUEH pa3/IestoTCs Ha TPU KaTerOpuu:

1 ®aiinoBbie yCcTpOMCTBA. DTO YCTPOMCTBA, HE HMMEIONIHME COOCTBEHHBIX MEXaHHU3MOB
3a0IMTHl  KJIIOYEH W TpeAocTaBisione (HaillioByl0O CHUCTEMY [UIS COXPaHEHUS
MPOU3BOJILHBIX AaHHBIX. K TakuM ycTpoWCTBaM OTHOCSTCS (DIAII-KapThl, HEKOTOPHIE
TUTIBI cMapT-KapT. B Takux ciydasx (Gopmar M METOABI 3alUTHI KIFOUEH Ha KapTax
WJICHTUYHBI CIy4ar0 XPaHEHUs Ha KECTKOM JUCKE.

2 VYecrpotictea PKCS #11, ne umeromue anmnapatHoit peanuzanuu anroputmoB ['OCT.
JUig Takux YCTPONCTB OOBEKTBI, COJEPKAlUE CEKPETHbIE KIIIOYH, Pa3MELIAIOTCs B
3aIMIIEHHON TaMATh ycTpoucTB. Mexanusmbl 3amutel oT HCJl onpenensitoTcs
MIPOU3BOJUTENIEM YCTPOUCTBA.

3 VYecrpoiictea PKCS #11, peanusyoomue Kpuntorpaguyeckue ajiropuTtMbl IO
craggapram ['OCT. B momoOHBIX YCTpOWCTBaxX KIIFOU SIBIISIETCS HE HM3BIIEKACMBIM.
Bonpocs! 3amuTel Kitouei MOJTHOCTHI0 00€CIIeYNBAOTCS IPOU3BOAUTEIEM YCTPOICTB.

Cpoku geiictBus kimoueil mudpoBanus u kimroueid DIl He momxHBI npeBbimaTh 1 roga u 3
MECSIIEB IPU XPaHEHUU Ha HOCUTEIAX C (PailioBOM CUCTEMOH.

IMpu wucnons3oBannu CK3U ViPNet CSP coBmectHo ¢ ceprudunupoBanabivu CK3U1
Pyroken DI, Kpunroroken D11 u ESMART Token T'OCT cpok neiicTBusi 3akpbIThix Kitouein D11
ATUX YCTPOWCTB, OIPEACIICHHbIH B SKCIUIyaTallHOHHOM JOKYMEHTAallUH 3TUX YCTPOMCTB, HE
MPEBBIIIAET 3-X JIET.

B ocranpHBIX ciydasx cpok nedcTBUs Kitoued mudpoBaHus u kimroded OIl He nomkeH
npeBbImath 1 roa u 3 Mecsila, a Cpok AEHCTBUS Kitoua mpoBepku DI He MOKEH MPEBBIIATh CPOK
nerictBus kiroua D11 Oosee yueM Ha 15 ner.

[Tonb3oBaTens MOMKEH CIEIUTH 3a BpeMeHeM JeicTBus kiaroua DIl u kmoua mmdpoBaHus u
3a0J1aroBpeMEHHO, HallpuMep, 3a MecsI A0 UCTEUEHUsl CpOoKa NeHCTBUS, MHUIIMUPOBATH MPOLENYPY

IJTAaHOBOM cMeHBI Kitroya O11.
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B CK3U ViPNet CSP ne momyckaercst ucmoib30oBarh kimoun DIl u kimroun mudpoBaHus,
CPOK JEHCTBHUS KOTOPBIX YK€ MCTEK WM elle He HacTynui. [lo ucreueHun cpoka AeMCTBUS KITIOUU
MOJITIEKAT YHUUYTOKEHUIO.
IMpu pewnctamsimuu [10 CK3U ViPNet CSP B ciywae mpekpaimieHusi dKCIUTyaTallud Ha
KOMIIBIOTEpPE JOJDKHA OBITh yJasieHa Bcs KirodeBas uHMopmanus. YaajaeHHe KIIOUYeBOM

I/IH(l)OpMaHI/II/I JOJIDKHO IMPOU3BOAUTHCA C MCIIOJIB30BAHHUEM YTUIIUTHI clean.exe, BXO,I[SIHleI B COCTaB

ITO ViPNet.
6.1 Ilopsaaok XpaHeHHSs] U CMEHBbI KJII0Yei

ITpu skcrmuryataruu CK3UW ViPNet CSP B opranusanuu CheMHBIE HOCHTENIU (OTACIISIEMbIC
YCTPOMCTBA XpaHEHUS KIIIOUEH) TOJDKHBI XPAaHUTHCS B METAINIMYECKOM KOHTEWHepe (B XpaHUIUIIE),
OreyaTaHHOM JIMYHOM MeYaThio aIMUHUCTPATOpa OE30MaCHOCTH WU MOJIh30BaTENs.

[TopsnoK IIaHOBOM CMEHBI KIIIOYEW WJIM CMEHBbI KIIOYEH B Clydae MX KOMIIPOMETALUHU
OIMCaH B II. 6.2.

CMeHa Bcex HCIONIb3yeMbIX KIIIOUeH OCYILECTBIISETCS MEPUOINYecKu (HEe peke OJIHOTO pasa B
roJl) B COOTBETCTBHH C IMPHUHATHIM IJIAHOM CMEHBI KJIIOYEH, a TakKe B Cllydae KOMIIPOMETalUU

KIIFOYCH.
6.2 KoMmnpomeranus Kjaw04eil 1 NOPs/I0K JAeiiCTBUIA NPU KOMIPOMeTAIIUH

[lon xommpomeTanuen Kirodel IOHUMAETCs yTpara IOBEpHUs K TOMY, UTO MCIIOJIb3yEMbIE
KJIII04YM 00ecrieunBaroT 0e30MacHOCTh MH(OpMAINH, 3aIIUIIAEMON C UX HCIIOJIb30BAaHUEM . XMIIEHHUE,
yTpara, pasrialleHue, HECAHKIMOHUPOBAHHOE KONMMPOBAHME, a TAKXKE JPYyrue IMpPOMUCIIECTBUS, B
pe3yapTaTe KOTOPBIX KIHOYEBBIE JOKYMEHTBI MOIUIM CTATh JOCTYIHBIMU JIMIAM, HE JOIYIIEHHBIM K
HUM, WIM HCHOJb30BATBCA C HAPYIIEHWEM TPaBWJI MOJb30BaHMUA (HEIUTAaTHBIM 00pa3oM),
U3JI0KEHHBIM B pazjene 5.3.

Kirroun MOKHO CUMTAaTh CKOMIIPOMETHPOBAHHBIMU B CIEAYIOIINX CIIyqasx:

— IOTEPS KIIOYEBBIX HOCUTENEH;

— TOTeps KJIIOUEBBIX HOCUTENEH C UX MOCIEAYIOIUM O0HAPYKEHHUEM;

— YBOJIbHEHME COTPYAHUKOB, UMEBIIMX JIOCTYII K KJIIOYEBOH MH(pOpMaIum;

— HApylIeHWE IPaBUJ MOJIb30BAHMS U XPAHEHUs KIKOYEH, KOTOPOE MOTJIO IPHUBECTH K
UX KOMIIPOMETALINH;

— BO3HHUKHOBEHHE 00OCHOBAHHBIX MOJI03PEHUI Ha yTeUKy UH(pOpMaIHH;

— HapylIeHHe [leYaTy Ha ceiie co CheMHBIMH HOCUTEIISIMU.
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[TepBbie YeTbipe cOOBITHS JOKHBI TPAKTOBAThCS KaK SIBHAs KOMIIPOMETAIUS E€HCTBYIOLINX
kiarodeld. OcralibHble COOBITHS (HEsIBHAS KOMIIPOMETAlMs) TpeOyroT CHEelUaIbHOIO pacCCMOTPEHHSI B
KaKJIOM KOHKPETHOM CiIy4ae.

[Topsamok nercTBUM MO JIOKaIU3aluWy MOCIEACTBUNA MPU KOMIIPOMETALMU KIIIOUEH JOJIKEH
ObITh pa3paboTaH KCILTyaTUPYIOLIEH OopraHu3anueil 1 OTpakeH B perjaaMeHTe 1o 0e30MacHOCTH.

[TopssmoK CMEHBI KJII0YEH B CIy4ac HX KOMIIPOMETALMHU:

—  CBSI3aThCs ¢ aIMUHHUCTpATOpoM Y[ 1 cooOIuTh 0 KOMIPOMETALUY;
— IIpH yrpo3e yTeuKu BaKHBIX JaHHBIX 3a0nokupoBarb CK3U ViPNet CSP.

Kinroun, B OTHOUIEHMH KOTOPBIX BO3HMKIIO I10JI03PEHHE B KOMIIPOMETALMH, HEOOXOIUMO
HEMEJUIEHHO BbIBECTH U3 JelcTBus. O BBIBOJE KiIIOUed M3 JEWCTBUS HEOOXOIUMO COOOIIUTH B
cooTrBercTBYrommi Y1I.

[Tocne nmostyueHus: HOBBIX KJIFOUEBBIX JOKYMEHTOB aJIMUHUCTPATOP O0€30I1aCHOCTHU BBIIOJIHSAET
JEHCTBUS, AaHAJIOTUYHBIE IEPBUYHON YCTAHOBKE KIIIOUEBBIX JOKYMEHTOB.

AnMuHuCTpaTOpoM  0€30HaCHOCTM B KpaT4alliMi  CpPOK  INPOBOAUTCS  3aMeHa
CKOMIIDOMETHPOBAHHBIX  Kitodeid. [IpencraBurenn  opraHa  KpunTorpadu4eckoil  3aluThI
OpraHu3aliil COBMECTHO C aJAMHHHUCTPATOPOM O€30MacHOCTH TMPOBOJIAT pacciieoBaHHE (akTa
KOMIIPOMETAIlMM  KJIIOUEBBIX JOKYMEHTOB, pe3yjlbTaThl KOTOPOro OQOPMISIOTCS AKTOM U

YTBEPKAAIOTCS PYKOBOIUTENIEM opranu3aiuu, skcruryarupyromeit CK3U ViPNet CSP.
6.3 Tlopsaaok YHHYTOKEHHUS KJIKYell CO CheMHBIX HOCHTEJIei

Kiroun, ucnionszyembie CK3U ViPNet CSP, BeIBOASTCS U3 IEHCTBUS B CICTYIONINX CITydasiX:
— IIpH IUIAHOBOW CMEHE KIIIOYEH;
— IIpU KOMIIPOMETALINH KIHOYEH;
— TIpH MOBPEKIECHUN HOCUTEIS C KIF0UeBON HH(POpMaIuei.

Jns yHUYTOXKEHUS BBIBEACHHBIX W3 JCHUCTBHUS KIHOYEH CO3JAETCd KOMHCCHS W3 JIII,
JOTYIIEHHBIX K OOpAaIlEHUI0 C KIIOYEeBBIMU JOKyMEeHTaMu. OO0 YHUYTOXKEHUM KIIIOUed KOMHCCHEH
cocTaBisieTcsi AKT, KOTOpPBIM  YTBEpKAAE€TCS PYKOBOJICTBOM OpraHW3allUMd, W JellaeTcs
COOTBETCTBYIOIIAs 3allUCh B )KYpHAJIE YUeTa BbIJIaul KIIFOUEBBIX JOKYMEHTOB.

BriBenenHbIe M3 NEWCTBHS KIIFOUYM YHHUYTOXAIOTCS CO BCEX HOCUTEJECH HE MO3JHEE YeM depe3
TpO€ CYTOK TIIOCJ€ MOMEHTa WX BbIBoAa U3 JnedctBus. CaMu KIIIOYEBBIE HOCHTENH JHOO
VHUUTOXKAIOTCA (PU3NYECKH, JHOO TIOCIAEe YHUYTOXKEHHS Ha HUX HHPOpPMAIMH MporpamMmMamMu
rapaHTUPOBAHHOTO YHUYTOXKEHHs (HAmpuMep, MpU TMOMOINM TporpaMMmel clean.exe, BXojsimieil B

koMmIutekT noctaBku CK3M) moryt ncnonb3oBaTbes B JajbHENIIEH paboTe ¢ KIII0UaMu.
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Cnmcok ucnoJib3yeMoii JInTepaTypbl

HNHcTpyKius 06 opraHu3anyy 1 odecreuyeHnn 0€301acHOCTH XpaHeHUs, 00pabOTKH 1
repeiavyy 1o KaHaJlaM CBSA3H C UCIIOJIb30BAHUEM CPEJCTB KPUNTOrpadUUECKOM 3aIUThI
nH(OPMAIIUU C OTPAHUYCHHBIM JIOCTYIIOM, HE COJIEpIKaIlleil CBeICHHH, COCTABIISIOLINX
rOCYJapCTBEHHYIO TaliHy, yTBEpKACHHAas npukazoM DenepaabHOro areHTcTBa
MPaBUTEIHLCTBEHHOU CBsI3u W uHpopmaruu npu [Ipesuaente Poccuiickoit deneparun
ot 13 urons 2001 r. Ne 152.

ViPNet CSP 4.2. PykoBoactso nons3oBarenss @PKE.00106-03 34 01.

ViPNet SysLocker 1.0. PykoBoactBo agmunucrparopa @PKE.00158-01 34 01.
Kpunrorpaduueckuii nuatepgeiic ViPNet CSP 4.2. PykoBoacTBo pa3zpadoTdynka
®PKE.00106-03 33 01.

Kpunrorpaduueckuii untepdeiic ViPNet CNG 4.2. PykoBoacTBo pa3zpaboTunka
@®PKE.00106-03 33 03.

Kpunrorpaduueckuii unrepgeiic ViPNet PKCS #11 VT 4.2. PykoBoacTso
paspabotrunka ®PKE.00106-03 33 02.

CpenctBo kpuntorpaduyeckoit 3amutel nuHpopmanuu ViPNet CSP 4.2. dopmyisap
@®PKE.00106-03 30 01 ©O.
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IlepeyeHb cokpamieHui

HECaHKIIMOHUPOBAHHBIN JTOCTYII

oTepalMoHHas CUCTeMa

IPOrpaMMHO€E 0OecrieYeHNE

CPEICTBO KpUNITOTpadUIeCKON 3Tl HHPOPMAITUU
TEXHUUYECKOE CPEACTBO

VY nocroBepsronni LIEHTP

SJICKTPOHHAA IMOAINUCH
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INPUJIOXKEHMUE 1

Ilepeyenb GpyHKIUI, HCTIOJIb30BaHME KOTOPBIX PH Pa3padoTkKe

cucteMm Ha ocHOBe CK3MU ViPNet CSP B03MOXHO 0€3 TOMOJTHUTEIbHBIX

TEMaTHYECKHX UCCJIeJOBAHUMA

DOYyHKUMH VIS MHUIHAJIN3AUMHA U HACTPoiiku nmpoBaiiaepa (cryptsp.dll, libadvapi32.so)

[%2]
S| %
DOyHKUUA g c Onucanue
'g -

CryptAcquireContext + @yHKIMSA UCIIONB3YETCS AT CO3/IaHUsl IECKPUIITOPA
KPHUIITOIIPOBailiepa ¢ UMEHEM KOHTEHHEpa KIIIOYEH,
OIIPEACIICHHBIM IMapaMETPOM pszConta iner.

CryptReleaseContext + OyHKIMSA UCIIONB3YETCS Ul yIAJICHUS JECKPUIITOPA
KPHUIITOIIPOBaiepa, CO34aHHOTO
CryptAcquireContext ().

CryptContextAddRef + Vrpapiser C4eTUUKOM JIECKPUNITOPA, CO3TaHHOTO
CryptAcquireContext ().

CryptEnumProviders + IlepeunciieHre yCTaHOBJIEHHBIX KPHUIITOIIPOBAAECPOB.

CryptEnumProviderTypes + IlepeunciieHre yCTaHOBIICHHBIX TUIIOB
KPHIITOIIPOBAIEPOB.

CryptGetDefaultProvider + [TonyueHne KOHTEKCTa MpoBaiiiepa, yCTAHOBIEHHOIO B
CUCTEME 10 YMOJTYAHMUIO.

CryptGetProvkParam + @yHKIMSA [TOTy4YaeT NapaMeTpbl KpUIITONPOBAKIEpa.

CryptSetProvParam + @yHKIMS yCTaHABIMBAET ITapaMeTPhI
KPHUIITOIIpOBaiaepa.

FreeCryptProvFromCertEx + OyHKIUSA UCTIONB3YETCS I YAAIECHUS IECKPUIITOPa
KPHIITOIIPOBaiiiepa, CO34aHHOTO
CryptAcquireContext () uin yepe3 CNG.

CryptInstallDefaultContext DyHKIUS yIPABICHUS KOHTEKCTOM IIpoBaiepa o
YMOJIYaHUIO.

CryptUninstallDefaultContext |+ @yHKIMS yIPABIECHUS KOHTEKCTOM ITpoBaiaepa 1o

YMOJTYaHHUIO.
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DYyHKUMH JJI51 TeHepalu, CO3AaAHUsA, KOHPUTYPUPOBAHMS, YIAJEeHU KJIKYeH U 00MeHa

KiIw4damu (cryptsp.dll, libadvapi32.so)

s
3|3 .
DOyHKUMA 2| c Onucanue KovmmenTapmii
'g -
CryptGenKey + |+ | DyHKIUA reHepUupyeT
ClIy4YaiiHbIe
KpUnTorpapuueckue

KJIFOYM WU NIapy KIIIOYeH
(3aKpBITHIA M OTKPBITHINA

KJIFOYH ).

CryptDestroyKey [+ [+ |@®yHKUIUS yAQJIAET KIIOY,
nepeiaBaeMblil uepes
napamerp hkey. Ilocie
yIaJdeHUs K04
(meckpunTOp KIItO4a) HE

MOKET UCIIOJIB30BATHCA.

CryptExportKey + |+ |®Dynkuus ucnosb3yercs | Mcnosb3oBaHue pa3penieHo Ui SKCIopra
IUIA 3KCmopTa OTKPBITBIX KJItOUeH (PUBLICKEYBLOB).
KpUNTOTPAPUIECKUX Hcnonb3oBanue i 3KCnopra

KJIFOUCH 13 KOHTeﬁHepa CUMMCTPUYHBIX CCKPCTHBIX KJII0YeH UIn

KIIIOUEH CEKPETHBIX YaCTEH KIIFOUEBBIX Map
KpUIITOIIpOBaiaepa, 3aIpeleHo 0e3 co3/1aHus OTAEIBHOTO
COXpaHss UX B KPHUIITOCPEICTBA.

3allUIIICHHOM BHJC.

CryptGenRandom |+ |+ |@yHKIHUSA 3aHOIHSAET
Oydep ciydaiiHbIMK

OariTaMu.

CryptGetKeyParam |+ [+ | DyHKIUS BO3BpAIIaeT

mapaMETphbI KJIKO4a.
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CryptGetUserKey + | OyHKUMS BO3BpaIaeT
JECKPUIITOP OJHOU U3
JOJITCOBPEMEHHBIX
KJIFOUEBBIX Tap B
KOHTEHHEpE KIIHOYEH.
CryptImportKey + | OyHkuus ucnonsiyercs | Mcnonbs3oBaHue pa3pelieHo s UMIOpTa
JUTSL UMIIOpTa OTKPBITHIX KJTFOYEH (PUBLICKEYBLOB), KaK
KpunTorpadguueckoro i GOPMHUPOBAHHUS B IIPOBaiiiepe Kirroya
KJIF0Ya U3 KIOYEBOTO MPOBEPKU AJIEKTPOHHON MOJANUCH
011002 B KOHTEHHED (mocTymeH najnee 1o IeCKPUNITopYy).
KJIIOYEeH Hcnonb3oBanue s uMropra
KpHIITOIIpOBaiaepa. CUMMETPUYHBIX CEKPETHBIX KIIIOUEH UIn
CEKPETHBIX YaCTEeH KIIIOUEBBIX I1ap, a
Takke GOpMUPOBAHUE KITFOYEH 110
anroputmy VKO 3amnpemieno 6e3
CO3J1aHus OTAEIBHOIO KPUIITOCPEACTBA.
CryptSetKeyParam + | DyHKuus ycTaHaBIUBAET | 3alpeleHo 0e3 co3AaHus OTAEeIbHOIO
rapameTpbl KJIIo4a. KPHUIITOCPEICTBA UCIIOJIb30BAHUE C
apryMEeHTOM KP_X (C OTJIMYHBIM OT NULL
apameTpom), KP_MODE, KP_ MIXMODE.

@dyukuum 11 padoThl ¢ aaropurMamu xamupoBanus (cryptsp.dll, libadvapi32.so)

DyHKIHA 2 % Onucanne KommenTapmii
2

CryptCreateHash + + | DyHKIUMA PaspemeHo ucnosnb3zoBanue npu
MHULUAIN3UPYET BCEX BUJAX apIryMEHTOB, KpPOME
JECKPUIITOP HOBOTO CALG G28147 IMIT.
o0bekTa GyHKIUU
X3IIMPOBAHUS IOTOKA
JTAaHHBIX.

CryptDestroyHash + + | OyHKIUA yganser

00BeKT QYyHKIIUU

XOUINPOBaHUA.
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CryptDuplicateHash

OyHKIMSA CO3/1aeT
TOYHYIO KOIHIO 00BbEKTa
(byHKIMU X3IIUPOBAHUS,
BKJIIOYasi BCE €T0
IIEpEMEHHBIE,
olpeeNsIoIue
BHYTPEHHEE COCTOSTHHE
00BeKTa (HyHKIIMU

XOIHPOBAHUA.

CryptGetHashParam

OyHKIMSA BO3BpPALIAET
napameTpsl 00beKTa
(GYHKIUY XAIIMPOBAHUS
U 3Ha4YeHue PyHKIUU

XOIMIHUPOBAHUA.

CryptHashData

OyHKIMSA [IepelacT
JTaHHBIC YKa3aHHOMY
00BeKTy PYyHKIIHH

XOMIUPOBaAHUA.

CryptSetHashParam

OyHKIMA
YCTaHABJIUBAET
napaMmeTpsl 00bEKTa

XOIIUPOBaHUAA.

Paspemaercs ucnonab30BaHue npu
BCEX THUIIaX CUMBOJIBHBIX
apryMEHTOB 3a UCKJIFOYEHHUEM

HP HASHVAL.

CryptSignHash

OyHKIMS BO3BpAIAET
3HAYEHHE JIEKTPOHHOU
MOAINCHU OT 3HAYCHUS

(GYHKLIUHU X3IIUPOBAHUSL.

CryptVerifySignature

@yHKIUSA TPOBEPSIET

9JICKTPOHHYIO IMOAIUCH.
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DOyHKUMM 17151 00padoTKu Kpunrorpapuyeckux coodmennii (crypt32.dll, liberypt32.s0)

O6paboTka KpUNTOrpaPUIECKUX COOOIICHHUI

=
S| 3
DOyHKUUA 2| c Onucanue
§§ -
CryptSignMessage + |+ | DyHKIMA CO3AAET XA ONPEAEICHHOTO
coJiepKaHusl, NOANKCHIBAET X311 U 3aTEM
MIPOU3BOJUT 3aKOJIUPOBAHUE U TEKCTA UCXOIHOTO
COOOIICHNUS, ¥ TOJAMUCAHHOTO X31IIA.
CryptVerifyMessageSignature + |+ | DyHKIUA NPOBEPSIET JIEKTPOHHYIO MONUCH

HOﬂHHCﬂHHOFOCOO6H&HHH.

CryptVerifyDetachedMessageSigna |+ |+ |MDyHKIMs MPOBEPSET MOAMUCAHHOE COOOIIECHHE,

ture
coJiepKaiiee OHy WIH HECKOIBKO OTKPETUIEHHBIX
ANEKTPOHHBIX MOAMHCEH.

CryptDecodeMessage + |+ |DyHKUUA AEKOIUPYET, paciiu(poBbIBaET U

MIPOBEPSET COOOIIECHHE.

CryptDecryptAndVerifyMessageSig [+ |+ |@DyHKIUSA ISKOJUPYET U MPOBEPSET COOOIICHHE.

nature

CryptEncryptMessage + |+ | DyHKOMS 3aUPPOBBIBACT U IPOU3BOIUT
3aKOJMPOBAHUE COOOIIECHUS.

CryptDecryptMessage + |+ | OyHKUMA OIPOU3BOAUT PACKOAUPOBAHUE U
paciudpoBaHue COOOIICHUSI.

CryptGetMessageCertificates + |+ | DyHKIMS BO3BpAllaeT XpaHUIUILIE CEPTUPHUKATOB
U CIIUCKU aHHYJIMPOBAHHBIX CEPTU(UKATOB U3
COOOIIEHUS.

CryptGetMessageSignerCount + |+ | DyHKIUA BO3BPAIIAET KOJIMYECTBO MOAMUCABIINX
coo0ILeHHE.

CryptHashMessage + |+ |DyHKIUA CO3aET XIUIUPOBAHHOE COOOIIEHNUE.

CryptSignAndEncryptMessage + |+ | DyHKUMA CO34AET NOANUCAHHOE U
3a(poBaHHOE COOOIICHHE.

CryptSignMessageWithKey + |+ | DyHKOMS CO3a€T MOAMUCAHHOE COOOIIECHUE.

CryptVerifyDetachedMessageHash |+ |+ |@DyHKIUS NPOBEPSET OTKPETIICHHBIAXOIII.

CryptVerifyMessageHash + |+ | DyHKIMA npoBepsieT XAIMIHUPOBAHHOE COOOIICHHUE.

CryptVerifyMessageSignatureWith |+ |+ |®yHKIHS IPOBEPSET MOAMUCAHHOE COOOIIEHHE.
Key
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Pexxum mormmaroBoi 00paboTKH OJIOKOB COOOIIIEHUS

DOyHKUUA

Linux

Onucanune

CryptMsgCalculateEncodedLength

* lWindows

OYHKIMS BBIYUCISIET MAKCUMAIIbHOE KOJTUYECTBO
0aifToB, HEOOXOANMOE JJIsl 3aKOJJUPOBAHHOTO
KpUnTorpaguueckoro coooeHus, 3a1aHHOr0
TUTIOM COOOIICHHUS, TapaMeTpaMH KOJUPOBAHUS U
o0miel 1uHON MHPOpPMAIUH, KOTOpast JTOJHKHA

OBITh 3aKOAHUPOBaHaA.

CryptMsgOpenToEncode

OyHKIUS OTKPBIBAET KPUITOTpaPHIECKOE
cooOLIeHNE 17151 3aKOJUPOBAHUS U BO3BPAILAET

JACCKPHUIITOP OTKPBITOTO COO6H.I€HI/I${.

CryptMsgOpenToDecode

OyHKIMS OTKPBIBaET KpUnTorpaduyueckoe
COO0O01IeHUE 17151 PAaCKOAUPOBAHUS U BO3BPALLACT

JECKPHUIITOP OTKPHITOTO COOOIIIECHHUS.

CryptMsgUpdate

(DYHKI_II/ISI JOITIOJIHACT TCKCT KpI/IHTOFpa(l)I/I‘leCKOFO

CO00IIEHU.

CryptMsgGetParam

@OyHKIHMS TOTyYaeT mapaMeTp COOOLICHUS TTOCIIe
TOT0, KaK KpUnTorpaduyeckoe coodIieHue Oblio

PACKOAUPOBAHO HUIIN 3aKOAUPOBAHO.

CryptMsgControl

@yYHKIUS BBINOJIHIET KOHTPOJIBHOE AEHCTBHE.

CryptMsgClose

qDYHKI_II/ISI 3aKPbIBACT ACCKPUIITOP

KpUITOTpaprueCcKoro COOOLIeHHUS.

CryptMsgDuplicate

OyHKIMS 1yOnupyeT JeCKPUITOP
KpUNITOrparuecKoro cCooOIEeHus MyTeM

YBCIMYCHUA CUCTUHNKA CCHUIOK.
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DOYyHKUMHM JJIA padoThl €O CNUCKAMH AHHYJMPOBAHHBIX cepTudukatoB (crypt32.dll,

libcrypt32.s0)

DOyHKUMA Onucanune

Linux

*Windows

CertAddCRLContextToStore + | OyHKIUSA 100ABISIET KOHTEKCT CIIHCKA

aHHylIupoBaHHbIX ceptudukatoB (CRL) B

XpaHUJIHIIE CepTU(UKATOB.

CertAddCRLLinkToStore + |- | ®yHkuus coznaet ccbulky Ha cicok CRL B npyrom

XPAaHWIHLLE.

CertAddEncodedCRLToStore + + q)yHKI-U/UI co3naeT koHTekcT CRL u3
3akonupoBanHoro CRL u no6asinser ero B
xpaHwiiie cepTudukaroB. OyHKIUS CO3/1a€T
koo koHTekcTa CRL nepen modaBieHuem ero B

XPaHUIIAIIIC.

CertEnumCRLsInStore + |+ |®yHkuus nonyvaer nepsolid nian caeaytouuiit CRL B
xpaHuiuie. Mcnons3yercs B Lukiie 1Jis TOro,
4TOOBI IocieoBareabHo noxyuuts Bce CRL B

XPaHUIINIIC.

CertFreeCRLContext + |+ |®yHkuus ocBoboxkaaer koHTekcT CRL, ymensbIas
CYETUYHMK CCHIJIOK Ha equHUIly. Korma cueTdank
CCBIJIOK O0HYyMseTCsl, PYHKIMS OCBOOOXKIAET

MaMATh, BbIEIEHHYIO 0] KoHTeKcT CRL.

CertCreateCRLContext + |+ |Dyskuusa coznaet konteketr CRL u3
3akoaupoBaHHoro CRL. Co3naHHbBIN KOHTEKCT HE
MOMEIAETCS B XPAHUIIUIIE CePTU(PHUKATOB.

B co3ganHOM KOHTEKCTE PYHKIIMS pa3MeliaeTt

Komuio 3akoupoBanHoro CRL.

CertDeleteCRLFromStore + |+ |Dynkuua yaanser cnucok CRL u3 xpanunumia.

CertDuplicateCRLContext + |+ |®ynkuusa gyomupyer koHteker CRL, yBennunas

cueTyuk cchuUiok Ha CRL Ha enunwmiy.
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CertFindCRLInStore + |+ |DyHKIUA HAXOMUT MEPBBIN WIH CIEAYIOIIUNA
koHTeKcT COC B XpaHunuiie cepTudukarosn,
KOTOPBIA COOTBETCTBYET KPUTEPUIO TTOUCKA,
ompeesIeMOMY IMapaMeTpoM dwFindType U
CBSI3aHHBLIM C HUM pvFindPara.

OyHKIHS MOKET OBITh UCTIONB30BaHA B ITUKJIC JIS
Toro, 4To0BI HaiiTh Bce CRL B xpaHuuiie
cepTU(HUKATOB, YAOBICTBOPSIOIINE 32 JaHHOMY

KPUTEPHUIO ITOUCKA.

CertDeleteCertificateFromStore |+ |- |dyHKIUS yaaisger onpeneneHHbiii kKonteket CRL u3

XpaHWIHIA CEPTUDUKATOB.

CertFindCertificateInCRL + |+ |®DyHKIMS BBITOJHSIET IOUCK 33IaHHOTO

ceprudukara B criucke CRL.

CertGetCRLFromStore + |+ |DyHKIMS NOTyYaeT MepBbId WIH CISAYIOIIHMA
koHTekcT CRL mys onpeneneHHoro u3aarens
ceprudukaTa U3 XpaHuiauIa ceprudukaToB. Jta
(GYHKIUS TaKKE BBITIOTHSIET BO3MOYKHYIO IIPOBEPKY

CRL.

CertSerializeCRLStoreElement + |+ |®ynknus cepuanuzanuu crucka CRL co cBoumu

CBOMCTBaMH.

@yHkoun Aasi padorel ¢ pacmmpeHHbIMH cBolictBamu ceprudpuxara CRL m CTL

(crypt32.dll, libcrypt32.s0)

s
S| 3
DyHKIUA 2| c Onucanue
'g -
CertGetCRLContextProperty + |+ |DyHKIHS MOTy4aeT pacHIMpeHHbBIE CBOMCTBA
onpezaeneHHoro konrekcra CRL.
CertSetCRLContextProperty + |+ |DyHKIMS ycTaHABIMBAET paCIIUPEHHBIC

cBoMcTBa onpeneneHHoro kourekcra CRL.

CertGetCertificateContextProperty + + (I)yHKLH/I}I HOquaeT I/IH(I)OpMaI_H/IIO,
COJACPKAITYIOCA B paCIIMPCHHBIX CBOMCTBaX

KOHTEKCTa cepTudukara.
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CertEnumCertificateContextPropert |+ + (-DyHKHI/Iﬂ MO3BOJISIET TIEPEUNCITUTH
ies
MH(POPMALIHUIO, COIEPKAILYIOCS B PACIIUPEHHBIX

CBOICTBaX KOHTEKCTa cepTudukara.

CertSetCertificateContextProperty + + chHK]_H/If[ YCTaHaBHI/IBaeT pacmnpeHHBIe
CBOICTBA AJIs1 OIMPEACIICHHOI'0O KOHTCKCTA

cepTuduKaTa.

CertEnumCRLContextProperties + |+ |Ilepeuncienue paclIMpeHHBIX CBOMCTB CIIUCKA

aHHYJIMPOBAHHBIX CEPTU(HUKATOB.

CertEnumCTLContextProperties + |- |Ilepeuncnenue pacmnpennsix csoiicts CTL.
CertGetCTLContextProperty + |- |Ilonmyuenue pacumpensnoro cBoiicrsa CTL.
CertSetCTLContextProperty + |- |3amanue pacmmpeHHsix cBoicTB CTL.

@Oynkuum s padotsl ¢ ceprupuxkaramu (crypt32.dll, liberypt32.so)

DyHKIUA Onucanne

Linux

* lWindows

CertAddCertificateContextToStore + (DyHKI_II/IH I[O6aBHHeT KOHTEKCT CepTI/I(bI/IKaTa

B XpaHWIHILE CEPTUDUKATOB.

CertAddCertificatelLinkToStore + |- Jo0aBinseT cchUIKY Ha CepTI/I(l)I/IKaT B Ipyrom

XpaHUJIHILE.

CertAddEncodedCertificateToStore + [+ (DYHKLII/I}I CO31aET KOHTEKCT CepTI/I(i)I/IKaTa

13 3aKOJIMPOBAHHOIO cepTUu(uUKaTa u
N00aBJISIET €ro B XpaHUJIMILE CEPTU(UKATOB.
C03I[aHHLII‘/JI KOHTCKCT HC COACPIKUT HUKAKUX

pacIIMPEHHBIX CBOMCTB.

CertEnumCertificatesInStore + |+ |DyHKUMS MONTYyYaeT NEePBBIN WU
CIenyIoMni cepTU(UKAT B XPaHUITUIIIE
cepTUPHUKATOB. DTa QYHKIMS UCHOIB3YETCS
B IIUMKJIC OJIA TOrO, YTOOBI MoCJICA0BATCIbHO
MOJIYYUTh BCE CEPTU(DUKATHI B XPaHUIIUIIIE

cepTudUKaTOB.

CertFreeCertificateContext + + @yHKHI/IH OCB060)KI[aeT KOHTEKCT
CepTI/I(l)I/IKaTa, YMCHbIIAA CUCTUUK CCHIJIOK Ha

€IIMHUILY.
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CertCreateCertificateContext

+

+

OyHKIMS CO3[]aeT KOHTEKCT cepTudukara us3
3aKoIMpoBaHHOTO cepTudukara. Co3gaHHbIN
KOHTEKCT HE MOMEIIAETCS B XPaHUIJIMILIE
ceptudukaToB. B cO31aHHOM KOHTEKCTE
(GyHKIUS pa3MelaeT KO

3aKOJIMPOBAHHOTO cepTuduUKara.

CertDuplicateCertificateContext

OyHKUMS 1yOnupyeT KOHTEKCT
cepTU(HKaTa, yBEIMUUBAs CYETUMK CCHUIOK

Ha CANHUILY.

CertFindCertificateInStore

DyHKIMSA HAXOIUT MEPBbIA WIIH CIICTYIOLIHI
KOHTEKCT cepTu(HKaTa B XpaHWIUIIE
cepTu(dUKaTOB, KOTOPBIA COOTBETCTBYET
KPUTEPUIO [TOUCKA, OIIPEIETIAEMOMY
MapaMeTpoM dwFindType U CBSI3aHHBIM C

HUM pvFindPara.

CertDeleteCertificateFromStore

QyHKIUA yAAIAET OIPENCICHHBIN KOHTEKCT

cepruduKaTa U3 XpaHUJIHINA CEPTU(OUKATOB.

CertGetSubjectCertificateFromStore

@DyHKIUS MOTy4aeT KOHTEKCT cepTuduKaTa
U3 XpaHWJIMILA CepTU(UKATOB, OTHO3HAYHO
oTpeseIieMBbIii €ro U3/1aTesIeM U CEpUHHBIM

HOMEPOM.

CertGetIssuerCertificateFromStore

ITouck CepTI/I(l)I/IKaTOB u3aTeae 3aJaHHOro

ceptudukara.

CertGetSubjectCertificateFromStore

[Touck ceptudukara mo cepuiitHOMY HOMEPY

N U30aTCIIO.

CertGetValidUsages

ITouck TNEPECCUCHUA KeyUsage IJI1 MaCCUBa

CepTHU(PHUKATOB.

CertSerializeCertificateStoreElement

Cepuanuzanus 371€MEHTa XpPaHUIHIIA.

CertRetrievelogoOrBiometricInfo

HOHy‘{CHI/IC JOIMOJIHUTCIIBHBIX paClInup eHUM

u3 ceprudukarta.
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@OyHKuuM 1Js1 padorsl ¢ mporokoaom OCSP (crypt32.dll)

2
3|3
DOyHKIUA 2| c Onucanue
'g -l
CertAddRefServerOcspResponse + - VBeauuenue cuetunka ccoliok Ha OCSP-
OTBeET.
CertAddRefServerOcspResponseContext [+ (- |YBenuueHUe CYETUMKA CCHUIOK HA KOHTEKCT
OCSP-otBera.
CertCloseServerOcspResponse + |- |3axpsitue neckpuntopa OCSP-otBera.
CertGetServerOcspResponseContext + - HonyquHe KOHTEKCTa OCSP'OTBeTa.
CertOpenServerOcspResponse + |- | Otkpseitue aeckpunropa OCSP-oTBeta s

3aJJaHHOH LIETIOYKU CePTH(PHUKATOB.

@Oynknum 11 padorsl ¢ okHaMmu (cryptui.dll, liberyptui.so)

(%2}
S| 5
DOyHKIUA 2| c Onucanue
'g -l
CertSelectCertificate + |- | Orobpaxenue auanora Beibopa ceprudukara
0 33JJaHHBIM KPUTEPHSIM.
CryptUIDlgCertMgr + |- |OtoOpakeHue Auanora yrnpaBieHUS
cepTuduKaTamH.
CryptUIDlgSelectCertificate + |- OTO6pa)KeHI/Ie Manora BBI60pa
cepTHdHKaTa.
CryptUIDlgSelectCertificateFromStore |+ (- |QToOpaxkeHue auaiora BEIOOpa cepTudukKaTa
13 XpaHWJIMILA.
CryptUIDlgViewCertificate + |- |OtoOpaxkeHue auanora co CBOMCTBaMH
ceptudukara.
CryptUIDlgViewContext + |+ |OroOpaxenue ceprudukara, cnucka CRL
nm CTL.
CryptUIDlgViewSignerInfo + |- | OroOpaxenue auanora ¢ HH(GopmMaruei o
MO/NKCABIIEM.
CertSelectionGetSerializedBlob + |- |Cepuanuzanus cepTuduKaTa u3 CTPyKTYpHI,
UCTOIb3yEeMOHU ISl OTOOpaXKEeHHUS.
GetFriendlyNameOfCert + |- |IIpeobpa3oBanue uMeHH cepTHUHUKaTa K
«YUTAEMOMY» BUTY.
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DOyHKUMH 1151 MPpoBepkH neno4vek cepruduxaros (crypt32.dll, liberypt32.so)

(%2}
5|3
DOyHKUUA 2| c Onucanue
§§ -
CertVerifyCertificateChainPolicy |+ |+ |DyHKIHUS NPOBEPSET IEMOYKY CEPTHPHUKATOB HA
JIOCTOBEPHOCTb, BKJIIOYasi COOTBETCTBUE €€
HEKOTOPOMY KPUTEPUIO UCTUHHOCTH.
CertGetCertificateChain + |+ |DyHKIMA CTPOUT LETMOYKY CEPTH(PHUKATOB,
HauuHas ¢ NocjIeIHero ceprugukara, B 00paTHOM
HaMpaBJICHUH J10 TOBEPEHHOTO KOPHEBOT'O
cepTudUKaTa, €CIU 3TO BO3MOKHO.
CertFreeCertificateChain + |+ |DyHKIHI OCBOOOXKIACT HENOYKY CEPTU(PUKATOB
yTeM YMEHbILIEHHsI CUeTUrKa cChlIoK. Eciu
CUETYHK CCBIJIOK PaBeH HYJIIO, TO aMsATh,
BBIJICJIEHHAS T10]T IIETIOYKY, OCBOOOKIACTCSI.
CertCreateCertificateChainEngine |+ |+ |®yHKIMs CO3Aa€T KOHTEKCT HCERTCHAINENGINE,
KOTOPBIH IMO3BOJISIET U3MEHSTh ITapaMeTpPhl
MeXaHU3Ma MOCTPOCHUS LIETIOUKU CePTUPHUKATOB.
[To3BomsieT OrpaHNYMBATH MHOXKECTBO
JIOBEPEHHBIX CEPTH(HUKATOB.
CertFreeCertificateChainEngine + |+ |DyHKUMSA CertFreeCertificateChainEngine
0CBOOOXK/IaeT KOHTEKCT HCERTCHAINENGINE.
CertCreateCTLEntryFromCertificat |+ |- |Co3ganue CTL Ha OcHOBe CBOWCTB aTpuOyTOB
eContextProperties KOHTEKCTa cepTudukara.
CertDuplicateCertificateChain + |+ |JyOsupoBaHHE KOHTEKCTA IICTIOUKH.
CertFindChainInStore + |- |DyHKUMSA IOCTPOECHUS LIETIOYKH 10 33 JaHHBIM
KPUTEPHSIM U3 XpaHUIIHUILA.
CertFreeCertificateChainList + |- | DyHKIUS 0OCBOOOXKICHHUS MACCUBA TCTIOYCK.
CertIsValidCRLForCertificate + |+ |DyHKIMS TPOBEPKH HAIMYHS CEPTUPHUKATA B
cnucke CRL.
CertSetCertificateContextPropert |+ |- |'VcTaHOBKA CBOWCTB B KOHTEKCT cepTH(UKaTa HA

iesFromCTLEntry

ocuose CTL.
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@OyHKkuuM i padoThl ¢ pacmupeHHbIMH cBoiictBamMu ceprudukara (EKU)

(crypt32.dll, libcrypt32.s0)

DOyHKUMA Onucanue KomMmenTapmuii

Linux

*+Windows

CertGetEnhancedKeyUsage - ®OyHKIHS MOoTy9aeT HHPOPMAITHIO
O paCHIMpE€HHOM HCIIOJIBb30BaAHUU
KJIr04a M3 COOTBCTCTBYIOLICTO
paclIupeHus Uiy U3
pAaCIIMPEHHBIX CBOWCTB
ceptudukara. Pacimmpennoe
HCIIOJIb30BAHUE KJIHOYa CITY>XKUT

IIPU3HAKOM IIPaBOMEPHOTO

UCIIOJIb30BaHUs cepTu(duKara.

CryptAcquireCertificate |+ |+ |®yHKIHS MOIy4acT ASCKPHUIITOP

PrivateKey
HCRYPTPROV U ITapaMeTp

dwKeySpec JIJIs ONPEACIACHHOIO

KOHTCKCTa CCpTI/I(bI/IKaTa.

Dyukuum 11 padoThl ¢ 00beKTHBIMH HaeHTUGUKaTOpaMu (crypt32.dll, liberypt32.s0)

[%2]
A
S
DOyHKUUA 2| c Onucanue
'g —l
CryptFindOIDInfo + |+ |®yHKUOUA CryptFindOIDInfo MOIYYaeT NEPBYIO
MPENONPEACIICHHYIO UIIA 3aPETUCTPUPOBAHHYIO CTPYKTYPY
CRYPT OID INFO, COIJIaCOBaHHYIO C ONPEAECICHHBIM TUIIOM
KJIF0Ya U C KJIFOYOM.
CryptEnumOIDInfo + |+ [Ilepeuuncnenue 3aperucTpupOBaHHBIX UACHTU(PHUKATOPOB U
NoJIy4eHrne HHPOPMaLUH JUIsl HUX
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DOyHKUMH sl padoThl ¢ XpaHuauem ceprupuraros (crypt32.dll, liberypt32.s0)

[72]
iE
DOyHKUMSA g c Onucanue
;E -
CertOpenStore + |+ |®DyHKIMS OTKPHIBAET XPAHWIHUIIE CEPTUPUKATOB,
MCIIOJIB3YS 3aJJaHHBIN THII MpoBaiiiepa.
CertDuplicateStore + |+ |DyHKIMS 1yOnupyeT JeCKpUIITOP XpaHWINIIA,
YBEJIMYUBAs CYETYMK CCHIJIOK HAa XPAaHUJIMILA HA CTUHUILY.
CertOpenSystemStore + |+ | DyHKOMSI UCTIOIB3YETCs ISl OTKPBITHS HanOoJIee 4acTo
MCIIOJIb3YEMBIX XPaHWIUI CEPTUPUKATOB.
CertCloseStore + |+ | DyHKIUS 3aKphIBACT JECKPUNTOP XPAHUIHUINA
cepTU(UKATOB U yMEHBIIAET CYETUMK CCHUIOK Ha
XPAHWUJIUIIA HA CIUHUILY.
CertAddStoreToCollection |+ |+ |]J[oOaBJCHHE XPAHUIMIIA B KOJUICKIIHUIO.

CertControlStore +

YcTaHoBka HOTU(UKALIUY TIPU PA3IHUUAX B

3aKOIIUPOBAHHOM XPAHUIHUIIC U CI)I/I3I/I‘ICCKOM XPaHWJINIIC.

@OyHKUIMH VI padoThI ¢ OTKPBLITHIMU IAHHBIMH M 00bekTamu (crypt32.dll)

[%2}
IE
DOyHKUUA 2| c Onucanue
;E -
CryptImportPublicKeyInfokEx2 |+ [- | DyHKIUS KMIIOPTHPYET HHPOPMAIIHIO 00 OTKPHITOM
kiroue B CNG 1 BO3BpaiaeT JECKPUTITOP OTKPHITOTO
KJII0Ya.
CryptImportPublicKeyInfokEx |+ [+ |@DyHKIUSI UMIIOPTHPYET HHPOPMALIUIO 00 OTKPHITOM
kitoue B CSP 1 Bo3Bpaiaer JeCKpUITop OTKPHITOTO
KJII0Ya.
CryptImportPublicKeyInfo + |+ |®yHkuusa npeodpasyeT U UMIOPTUPYET UH(POPMALIHIO
00 OTKPBITOM KJIFOYE B TIPOBaWJIep ¥ BO3BpaIacT
JECKPHUITOP OTKPBITOTO KIIIOYa.
CryptExportPublicKeyInfoEx |+ |+ |@yHKIUSA SKCOOPTUPYET HH(POPMALIUIO 00 OTKPHITOM

KJIIOYEC, CBA3AHHYIO C COOTBCTCTBYIOIIIUM CECKPETHBIM

KJIFOYOM TTpoBaiiepa.
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(%2}
IE

DOyHKUUA 2| c Onucanue
§ -

CryptExportPublicKeyInfo + |+ |DyHKIMA SKCOOPTUPYET HH(OPMAIHIO 00 OTKPHITOM
KJIIOYE, aCCOLIMMPOBAHHYIO C COOTBETCTBYIOIIUM
CEKPETHBIM KJIIOYOM IIPOBaKEPA.

CertComparelntegerBlob + |+ |®DyHKIMSA CpaBHUBACT JIBA IIETIOYUCIICHHBIX 0J100a IS
TOTO YTOOBI ONPEACTUTb, IPEACTABIISIIOT JH OHU COOOM
JIBa PaBHBIX YHUCIIA.

CryptExportPublicKeyInfoFro |+ (- |DkcmopTupyeT HHPOPMAIIUIO 00 OTKPHITOM KIIIOUE,

mBCryptKeyHandle aCCOLMHUPOBAHHYIO C COOTBETCTBYIONINM CEKPETHBIM
KJIFOYOM ITpOBamiepa.

CertComparePublicKeyInfo + |+ |DyHKUMA CPaBHUBACT [BA 3aKOJAUPOBAHHBIX OTKPBITHIX
KJII0Ya Ha IPEIMET UX UIACHTUYHOCTH.

CertVerifyCRLRevocation + |+ |®yskuus nposepsier ciicok CRL, 4ToObl onpenenuTsp,
AQHHYJIMPOBAH JIM MepelaHHbIN B QYHKIUIO cepTH(UKAT
WJIH HET.

CertVerifyCRLTimeValidity + |+ |®ynkuus nposepsiet Bpems nerictBus CRL.

CertVerifyRevocation + |+ |DyHKUMSA OIpOBEpSET CTAaTyC OT3bIBA CEPTU(DUKATOB U3
MacCCUuBa rgpvContext.

CryptQueryObject + |- | ®yHKuuda noisydaer HHGpopMaIuo o6 oobeKTe
kpuntorpaduueckoro API, Takom kak cepruduxar,
cnucok CRL wiu cnucok oBepust cepTUPHUKATOB
(CTL).

CertGetPublicKeyLength + |- | DyHKUUMA BO3BpAILAET pa3Mep OTKPBITOrO KJIH0Ya B
ourax.

CryptHashCertificate + |+ | DPyHKUUA X3IMHUPYET LEITUKOM 3aKOIUPOBAHHBIN
cepTU(UKAT, BKIIOYAs €ro MOANHUCH.

CryptHashCertificateZ + |- | ®DyHKIHS X3MHpyeT 070K JaHHBIX C ITOMOIIBO
kpurnrronpoaiaepaxsma CNG.

CryptHashToBeSigned + |- | DPyHKIUA BBIYUCIAET XOUI 3aKOJUPOBAHHOIO KOHTEHTA
U3 MOJANKCAHHOTO U 3aKOJJMPOBAHHOTO cepTu(uUKara.

CertVerifyTimeValidity + |+ |DPyHKUIUA UCTIONB3YETCS AJIA IPOBEPKH BPEMEHHU

neiicTBus cepTHdUKaTa.
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(%2}
IE
DOyHKUUA 2| c Onucanue
§ -
CertVerifyValidityNesting + |- (DYHKI_II/ISI HMCIIOJB3YCTCA AJIA IIPOBEPKHU TOI'O, YTO
MHTEpBaJl BpEMEHU JIeHCTBUA cepTU(HKATA CyObEKTa
KOPPEKTHO COJEPKUTCS BHYTPH UHTEPBaJIa BpEMEHHU
NecTBUS cepTH(HUKATA U3JATEs.
CryptFindCertificateKeyProv |+ [- |@®yHKUUS nepeOupaer Bce IpoBailiepsl U Bce
Info KOHTEHHEPHI KII0YEH 3TUX MPOBAAEPOB 1JIsl TOTO,
YTOOBI HATH KOHTEHHEP C 3aKPBITHIM KIIFOUOM,
COOTBETCTBYIOLHI OTKPHITOMY K04y cepTU(dUKara.
CryptSignAndEncodeCertifica |+ [+ |@DyHKIUS KOTUPYET U MOANUCHIBAET cepTUDUKAT,
te ciricok CRL, criucok 1OBEpeHHBIX CEPTHPHUKATOB
(CTL) unu 3anpoc Ha cepTudukar.
CryptSignCertificate + |+ |®DyHKuus noanuceiBaeT to-be-signed-undopmanuio B
3aKOJMPOBAHHOM IIOANMCAHHOM KOHTEHTE.
CryptVerifyCertificateSigna |+ |+ |®DyHKUUSA IpOBEpSET MOANKUCH CEPTUPHKATA, CIIUCKA
ture CRL nm 3anpoca Ha ceprudukar. DyHKIus He
TpeOyeT 10CTyMna K 3aKPhITOMY KIIIOUY.
CryptVerifyCertificateSigna |+ |+ |®yHKUUSA DpoBEpsET MOANKUCH CEPTUPHKATA, CIIUCOK
tureEx CRL wnnm 3anpoca Ha ceptudukat. DyHKIusA HE
TpeOyeT 10CTymna K 3aKphITOMY KIIIOUY.
@OyHKUMM VIS KOAUPOBAHMA M JeKoAupoBaHusi ceprupuxaros (crypt32.dil,
libcrypt32.s0)
[72]
JE
DyHKUMSA 2| c Onucanue
'g -
CryptDecodeObject + |+ |DyHKUUSA UCHOJB3YIOTCS AJIS AEKOIMPOBAHUS CEPTU(PUKATOB,
cnrckoB CRL 1 3anpocoB Ha cepTH(HUKATHI.
CryptDecodeObjectEx + |+ | DyHKIUSA UCTIONB3YIOTCS AJIS IEKOAUPOBAHUS CEPTU(DUKATOB,
cnuckoB CRL u 3ampocoB Ha cepTuuKaTh
CryptEncodeObject + |+ | DyHKIUSA UCHIOTB3YIOTCS IS KOAUPOBAHUS CEPTUPHUKATOB,
cnuckoB CRL u 3anpocoB Ha cepTudukaTsl.
CryptEncodeObjectEx + |+ | DyHKIUS UCHOIB3YIOTCSA IS KOOAUPOBAHUS CEPTUPHUKATOB,
circkoB CRL 1 3anpocoB Ha cepTH(UKATHI.
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DOyHKUMM JJIS1  TOJyYeHHs] O00beKTOB M3 YIaJeHHbIX HMCTOYHMKOB (cryptnet.dil,

libcryptnet.so)
2
5| 3
DyHKIUA 2| c Onucanue
'g -
CryptRetrieveObjectByUrlA |+ |+ |@DyHKIHUSA MOJIydacT O0BEKT HHOPACTPYKTYPHI OTKPBITHIX
Kirouen no 3aganHomy URL.
CryptRetrieveObjectByUrlW |+ |+ |dynkius ssiasercs Unicode-Bepeueit GyHKIHM
CryptRetrieveObjectByUrlA.
CryptGetObjectUrl + |+ | ®ynkuaus ussnekaer URL ynaneHHoro oobexra u3
ceprudukara.

@yukuun s padotsl ¢ 1anHbIMU Gpopmata PFX (crypt32.dll)

s
S| 3
DOyHkuus T c Onucanue
;E -
PFXExportCertStore + |- |Oxkcnopt cepTudukara u aCCOLMUPOBAHHOTO CEKPETHOTO
KJIF04a (€CJIM TaKOM CYIIECTBYET).
PFXExportCertStoreEx + |- |Dxkcmopt cepTuduKaTa ¥ aCCOIUUPOBAHHOTO CEKPETHOTO
KJTF04a (eCJIM TaKOM CYIIECTBYET).
PFXImportCertStore + |- |Wmmopt cepruduxaTa U aCCOUUUPOBAHHOIO CEKPETHOTO
KJII04a (eciIM TaKoM CyIIecTBYeT) B MpoBaiiep.
PFXIsPFXBlob + |- [IIpoBepka, uMeroT Jiu ganHble popmar PFX.
PFXVerifyPassword + |- |IIpoBepka COOTBETCTBUS MEPEIAHHOTO MAPOJIA MaPOIIO

i pacmmdposanus PFX.

@OyHKIMH VI TOANKCH U (popMupOBaHus IITAMIIOB BpeMeHHu (mssign32.dll)

2
S| 3
DOyHKUUA g | c Onucanue
;E .|
SignerTimeStamp + |- |Ilomyuenue mrammna Bpemenu Juist Authenticode.
SignerTimeStampEx + |- [Ilomyuenue mrammna Bpemenu /it Authenticode.
SignerTimeStampEx2 + |- |Ilomyuyenme mramna BpemeHu B cooTBeTcTBUU ¢ RFC

5161 u Authenticode.
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SignerTimeStampEx3 + |- |Ilomyuenume mramna BpemeHu B cooTBeTcTBUU ¢ RFC

5161 u Authenticode.

SignError + |- |IIpeoOpazoBaHue KOAA OIIUOKH.

SignerSign + |- |Iloanuch daiina co mTaMIoM BpeMeHH.
SignerSignEx + |- |Iloamwuch aiina co mTaMiomM BpeMeHH.
SignerSignEx2 + |- |Iloamwuch aiina co mTaMIoM BpeMEHH.
SignerFreeSignerContext + |- |OcB00OOXIeHNE KOHTEKCTA IIOIIIUCH.
CryptVerifyTimeStampSignat |+ |- |@DyHKIUSA BBITOJHICT IPOBEPKY MOAMUCH MO/
ure

mTaMIiIOM BPpEMCHH.

CryptRetrieveTimeStamp + |- | DyHKIUA KOAUPYET 3aPOC HA MOJYYEHHUE METKU
BPEMEHH U TMOJIy4aeT METKY BpeMeHH oT cepBepa TSA
(TimeStampingAuthority), pacroJ0XeHHOTO IO

3amanHoMy URL.
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INPUJIOXKEHUE 2

IlepeyeHb UCTIOJIHSIEMBIX MOAY 1€ I IPOBEPKH LEJTOCTHOCTH
npu 3anycke CK3U ViPNet CSP

MuHUMAaJIbLHBIN CHUCOK KOHTPOJIA mesiocTHocTH: boost_chrono-vc90-mt-32-1_58.dll,
boost_date_time-vc90-mt-32-1_58.dll, boost_filesystem-vc90-mt-32-1_58.dll,
boost_program_options-vc90-mt-32-1_58.dll, boost_regex-vc90-mt-32-1_58.dll, boost_serialization-
vc90-mt-32-1_58.dll, boost_system-vc90-mt-32-1 58.dll, boost_thread-vc90-mt-32-1 58.dll,
softtoken_pkcs11.dll, token_manager.exe, itcipc.dll, tools2.dll, itccsp.dll, itccspex.dll, itccspgui.dll,
logdisp.dll, itcctrls.dll, itcscapi.dll, cert.dll, nonmfc.dll, certui.dll, guiext.dll, certcspactivex.dll,
vpnpfx.dll, clean.exe, magpkcs11.dll, rngprops.dll, ui_interface_mfc.dll, winsysevtrc.dll, asntools.dll,
itcad.dll, pwdgen.dll, rngaccord.dll, rngaggregator.dll, rngbiowin.dll, rngdsdr.dll, rngetokenjava.dll,
rngsobol.dll, stgsui.dll, storedev.dll, structfiles.dll, uecpkcs11.dll, boxregmngr.dll,
\windows\system32\itcssp.dll, \windows\system32\itccng.dll, \windows\system32\itcspea.dll,
\windows\system32\itcs-cng-provider.dll, \windows\system32\drivers\itcspe.sys,
\windows\system32\drivers\itckcng.sys, \windows\system32\drivers\itcs-cng-krn.sys.

JonmosuuteabHopasimiaTgopmbi Win64:boost_chrono-vc90-mt-64-1_58.dll,
boost_date_time-vc90-mt-64-1 58.dll, boost_filesystem-vc90-mt-64-1_58.dll,
boost_program_options-vc90-mt-64-1_58.dll, boost_regex-vc90-mt-64-1_58.dll, boost_serialization-
vc90-mt-64-1 58.dll, boost_system-vc90-mt-64-1 58.dll, boost_thread-vc90-mt-64-1 58.dll,
softtoken_pkcs11_64.dll, softtoken_pkcs11_64.dll, itccsp64.dll, itccspgui64.dil, itccspex64.dll,
itcipc64.dll, logdisp64.dll, magpkcs11_64.dll, tools2_64.dll, vpnpfx64.dll, rngprops64.dll,
boxregmngr64.dll, asntools64.dll, itcad64.dll, pwdgen.dll, rngaccord64.dll, rngaggregator64.dll,
rngbiowin64.dll, rngdsdr64.dll, rngetokenjava64.dll, rngsobol64.dll, stgsui64.dll, storedev64.dll,
structfiles64.dll, uecpkcs11_64.dll, csp_settings.dll, csp_settings_app.exe, uec_pkcsll settings.exe,
itccspksr64.dll, itcespbsre4.dll, itcecspxsr64.dll, itcespkse4.dll, itcespbs64.dil, itcespxs64.dll,
\windows\SysWOW&64\itccng.dll, \windows\SysWOW&64\itcspea.dll,
\windows\SysWOWe64\itcssp.dll, \windows\ SyswWOW64\itcs-cng-provider.dll,
\windows\system32\itcspea64.dll, \windows\system32\drivers\itcspe64.sys,
\windows\system32\drivers\itckcng64.sys, \windows\system32\drivers\itcs-cng-krn64.sys.

OtcyrerByrot aias miargopmel Win64: \windows\system32\drivers\itcspe.sys,
\windows\system32\drivers\itckcng.sys, \windows\system32\itcspea.dll,

\windows\system32\drivers\itcs-cng-krn64.sys.
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IMPUJIOKEHMUE 3

Ilepevyennb ucnoansiembrx moayJeit OC Windows u pa3aesioB peecrtpa,
MOAJIEKANUX KOHTPOJIIO HEJOCTHOCTH

IlepeyeHb UCTIOJIHSIEMBIX MOTYJI€H:

\windows\apppatch\acgenral.dll
\windows\explorer.exe
\windows\system32\activeds.dll
\windows\system32\actxprxy.dll
\windows\system32\adsldpc.dll
\windows\system32\advapi32.dll
\windows\system32\advpack.dll
\windows\system32\alg.exe
\windows\system32\apphelp.dll
\windows\system32\atl.dll
\windows\system32\audiosrv.dll
\windows\system32\authz.dll
\windows\system32\autochk.exe
\windows\system32\basesrv.dll
\windows\system32\batmeter.dl|
\windows\system32\bootvid.dll
\windows\system32\browser.dll
\windows\system32\browseui.dll
\windows\system32\cabinet.dll
\windows\system32\certcli.dll
\windows\system32\clbcatq.dll
\windows\system32\clusapi.dll
\windows\system32\cnbjmon.dll
\windows\system32\colbact.dll
\windows\system32\comctl32.dll
\windows\system32\comdlg32.dll
\windows\system32\comres.dll
\windows\system32\comsvcs.dll
\windows\system32\credui.dll
\windows\system32\crypt32.dll
\windows\system32\cryptdll.dll
\windows\system32\cryptsvc.dll
\windows\system32\cryptui.dll
\windows\system32\cscdll.dll
\windows\system32\cscui.dll
\windows\system32\csrsrv.dll
\windows\system32\csrss.exe
\windows\system32\ctfrnon.exe
\windows\system32\davcint.dll
\windows\system32\dhcpcsvc.dll
\windows\system32\dmserver.dll
\windows\system32\dmusic.dll
\windows\system32\dnsapi.dll
\windows\system32\dnsrslvr.dll
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\windows\system32\dpcdll.dll
\windows\system32\drprov.dll
\windows\system32\dssenh.dll
\windows\system32\ersvc.dll
\windows\system32\es.dll
\windows\system32\esent.dll
\windows\system32\eventlog.dll
\windows\system32\framebuf.dll
\windows\system32\gdi32.dll
\windows\system32\hal.dll
\windows\system32\hnetcfg.dll
\windows\system32\icaapi.dll
\windows\system32\icmp.dll
\windows\system32\imagehlp.dil
\windows\system32\imapi.exe
\windows\system32\inetpp.dll
\windows\system32\iphlpapi.dll
\windows\system32\ipnathlp.dll
\windows\system32\kbdru.dll
\windows\system32\kbdus.dlI
\windows\system32\kdcom.dll
\windows\system32\kerberos.dll
\windows\system32\kernel32.dll
\windows\system32\linkinfo.dll
\windows\system32\Imhsvc.dll
\windows\system32\localspl.dll
\windows\system32\lsasrv.dll
\windows\system32\lsass.exe
\windows\system32\mfc42.dll
\windows\system32\midimap.dl|
\windows\system32\mnmdd.dl|
\windows\system32\mpr.dlI
\windows\system32\mprapi.dll
\windows\system32\msacm32.dll
\windows\system32\msasnl.dll
\windows\system32\msctf.dll
\windows\system32\msgina.dll
\windows\system32\msi.dll
\windows\system32\msidle.dll
\windows\system32\msimg32.dll
\windows\system32\msisip.dll
\windows\system32\mspatcha.dll
\windows\system32\msprivs.dll
\windows\system32\mstask.dl|
\windows\system32\mstlsapi.dll
\windows\system32\msutb.dll
\windows\system32\msv|_0.dll
\windows\system32\msvcp60.dll
\windows\system32\msvcrt.dl|
\windows\system32\mswsock.dll
\windows\system32\msxml3.dll
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\windows\system32\mtxclu.dll
\windows\system32\ncobjapi.dll
\windows\system32\nddeapi.dll
\windows\system32\netapi32.dll
\windows\system32\netcfgx.dll
\windows\system32\netlogon.dll
\windows\system32\netman.dl|
\windows\system32\netmsg.dl|
\windows\system32\netrap.dll
\windows\system32\netshell.dll
\windows\system32\netuiO.dll
\windows\system32\netuil.dll
\windows\system32\ntdil.dll
\windows\system32\ntdsapi.dll
\windows\system32\ntlanman.dll
\windows\system32\ntmarta.dll
\windows\system32\ntoskrnl.exe
\windows\system32\ntshrui.dll
\windows\system32\odbc32.dlI
\windows\system32\odbcint.dll
\windows\system32\ole32.dll
\windows\system32\oleacc.dll
\windows\system32\oleaut32.dll
\windows\system32\pautoenr.dll
\windows\system32\pjimon.dlI
\windows\system32\powrprof.dll
\windows\system32\profmap.dl|
\windows\system32\psapi.dll
\windows\system32\psbase.dll
\windows\system32\pstorsvc.dll
\windows\system32\rasadlilp.dll
\windows\system32\rasapi32.dll
\windows\system32\raschap.dll
\windows\system32\rasdlg.dll
\windows\system32\rasman.dll
\windows\system32\rastls.dll
\windows\system32\regapi.dll
\windows\system32\regsvc.dll
\windows\system32Vresutils.dll
\windows\system32\riched20.dll
\windows\system32\rpcrt4.dll
\windows\system32\rpcss.dll
\windows\system32\rsaenh.dll
\windows\system32\rtutils.dll
\windows\system32\rundlI32.exe
\windows\system32\samlib. dlI
\windows\system32\samsrv.dll
\windows\system32\scecli.dll
\windows\system32\scesrv.dll
\windows\system32\schannel.dll
\windows\system32\schedsvc.dll
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\windows\system32\seclogon.dll
\windows\system32\secur32.dll
\windows\system32\sens.dll
\windows\system32\services.exe
\windows\system32\setupapi.dll
\windows\system32\sfc.exe
\windows\system32\sfc_os.dll
\windows\system32\sfcfiles.dll
\windows\system32\shdoclc.dll
\windows\system32\shdocvw. dll
\windows\system32\shell32.dll
\windows\system32\shfolder.dll
\windows\system32\shimeng.dl|
\windows\system32\shlwapi.dll
\windows\system32\shsvcs.dll
\windows\system32\smss.exe
\windows\system32\spoolss.dlI
\windows\system32\spoolsv.exe
\windows\system32\srsvc.dll
\windows\system32\srvsvc.dll
\windows\system32\ssdpapi.dll
\windows\system32\ssdpsrv.dll
\windows\system32\stobject.dll
\windows\system32\svchost.exe
\windows\system32\sxs.dll
\windows\system32\tapi32.dll
\windows\system32\tcpmon.dll
\windows\system32\termsrv.dl|
\windows\system32\themeui.dl|
\windows\system32\trkwks.dll
\windows\system32\twext.dll
\windows\system32\umpnpmgr.dll
\windows\system32\upnp.dll
\windows\system32\urimon.dll
\windows\system32\usbmon.dll
\windows\system32\user32.dll
\windows\system32\userenv.dll
\windows\system32\userinit.exe
\windows\system32\uxtheme.dll
\windows\system32\version.dll
\windows\system32\vga.dll
\windows\system32\vga256.dll
\windows\system32\vga64k.dll
\windows\system32\vssapi.dll
\windows\system32\w32time.dll
\windows\system32\watchdog.sys
\windows\system32\wbem\esscli.dll
\windows\system32\wbem\fastprox.dll
\windows\system32\wbem\ncprov.dll
\windows\system32\wbem\repdrvfs.dll
\windows\system32\wbem\wbemcomn.dll
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\windows\system32\wbem\wbemcons.dll
\windows\system32wbem\wbemcore.dll
\windows\system32\wbem\wbemess.dll
\windows\system32\wbem\wbemprox.dll
\windows\system32\wbem\wbemsvc.dll
\windows\system32\wbem\wmiprvsd.dll
\windows\system32\wbem\wmisvc.dll
\windows\system32\wbem\wmiutils.dll
\windows\system32\wdigest.dll
\windows\system32\webcheck.dll
\windows\system32\webclInt.dll
\windows\system32\win32k.sys
\windows\system32\wm32spl.dli
\windows\system32\winhttp.dl|
\windows\system32\wminet.dll
\windows\system32\winlogon.exe
\windows\system32\winmm.dl|
\windows\system32\winrnr.dll
\windows\system32\winscard.dll
\windows\system32\winspool.exe
\windows\system32\winsrv.dll
\windows\system32\winsta.dll
\windows\system32\wintrust.dll
\windows\system32\wkssvc.dll
\windows\system32\wldap32. dll
\windows\system32\wlInotify.dll
\windows\system32\wmi.dl|
\windows\system32\ws2_32.dlI
\windows\system32\ws2help.dll
\windows\system32\wscsvc.dll
\windows\system32\wshext.dll
\windows\system32\wshnetbs.dll
\windows\system32\wshtcpip.dll
\windows\system32\wsock32.dll
\windows\system32\wtsapi32.dll
\windows\system32\wuauclt.exe
\windows\system32\wuaueng.dll
\windows\system32\wuauserv.dll
\windows\system32\wups.dll
\windows\system32\wzcsapi.dll
\windows\system32\wzcsvc.dll
\windows\system32\xpob2res.dll
\windows\system32\xpsp2res.dll

\ntldr

\ntdetect.com

Ilepeyennb pasaesioB peecrpa:

HKLM\System\CurrentControlSet\Control
HKLM\System\CurrentControlSet\Services
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\Userinit
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\Shell
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HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Shared TaskScheduler
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellServiceObjectDelayLoad
HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellExecuteHooks
HKLM\Software\Microsoft\Windows\CurrentVersion\Shell Extensions

JlonotHUTeIbHO 1JIA I1aThopMbl Win64:

\Windows\SyswOW64
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